


1 NDIA Editori
al 

NA NA Categorizatio
ns for 
Enhanced 
Controls & 
CUI: Effective 
protection of 
critical 
information 
associated 
with critical 
systems or 
high value 
assets begins 
with a clear, 
granular 
categorizatio
n scheme. By 
grouping 
assets into 
distinct 
sensitivity 
tiers such as 
“Low,” 
“Moderate,” 
and “High”, 
organizations 
can align 
security 
controls and 
organization-
defined 
parameters 
more 
precisely with 
the potential 
impact of a 
breach and 
compromise 
across varied 
architectures. 
This tiered 
approach 
enables the 
application of 

See suggested 
changes 1 a-e. 



enhanced, 
risk-based 
safeguards 
for the most 
critical data 
while 
avoiding 
unnecessary 
overhead. A 
consistent 
taxonomy 
facilitates 
protection 
warranted by 
intrinsic 
value. 

1a NDIA Techni
cal 

4 280 See comment 
1. 

Assumptions in 
Section 2.1 bullet 4 
should be updated to 
the impact value for 
CUI from moderate 
to high. 

1b NDIA Editori
al 

NA NA See comment 
1. 

Guidance should be 
provided for agencies 
before assigning 
controls and values 
as to the threat 
vectors (threat 
intelligence, cyber-
attacks, and 
confidentiality, 
integrity, and 
availability 
objectives). 



1c NDIA Editori
al 

NA NA See comment 
1 

“Baseline High” add 
progressively stricter 
controls such as 
advanced 
encryption, 
privileged access 
management, and 
incident-response 
automation for 
high-risk 
systems/assets and 
data. This tiered 
model simplifies 
compliance 
assessments, guides 
resource allocation, 
and allows for 
stakeholders to 
understand exactly 
the function of the 
controls. 

1d NDIA Editori
al 

NA NA See comment 
1 

The effects require 
an update in the 
named source 
document NIST 800-
160 Volume 2 dated 
2021. Reference is 
[14] and v1. 
Resiliency is a critical 
element and systems 
are not capable of 
being penetration 
resistant and 
operationally across 
global on premise 
and cloud 
environments. 
Technologies to 
include zero trust 
evolve and are 
dynamic versus 
static as many 
controls are limited. 



1e NDIA Editori
al 

NA NA See comment 
1 

The controls should 
include value for 
protections as an 
extension to the 
protection strategy 
elements and the 
over simplification of 
the “E”, “T”, and “S” 
designations in 
association with 
architectural 
operations and 
resiliency. 

2 NDIA Editori
al 

NA NA Strategy for 
CUI Overlay – 
Move Forward 
Faster vs 
Static Certs: 
Adaptive risk 
management 
is critical with 
NIST 
promoting 
this strategy. 
Allowing 
organizations 
to quickly 
address 
emerging 
threats and 
regulatory 
changes 
without 
waiting for 
static 
certification 
cycles and 
compliance 
are focusing 
resources in 
the opposite 
direction of 
innovative 
technology. In 

See suggested 
changes 2 a-b. 



contrast, a 
“static certs” 
model relies 
on periodic, 
formal 
certification 
and 
accreditation 
(C&A) 
processes 
that 
introduce 
lengthy 
delays and a 
snapshot in 
time and 
years. While 
the static 
approach 
offers a 
well-docume
nted 
baseline, the 
faster overlay 
model 
provides 
greater 
operational 
agility, shorter 
time-to-comp
liance, and 
the ability to 
respond in 
near-real time 
to dynamic 
threat 
landscapes. 

2a NDIA Editori
al 

NA NA See comment 
2. 

Promote now and 
develop in 
partnership the 
overlaying CUI 
protections onto 
existing 
environments. 



2b NDIA Editori
al 

NA NA See comment 
2.  

“Move forward 
faster” to prioritize 
rapid, incremental 
deployment of 
security controls, 
leveraging agile 
methodologies and 
continuous 
integration pipelines. 

3 NDIA Editori
al 

NA NA Partner/Contr
act Risk 
Based NIST 
800-172 
Control 
Selections & 
ODPs: 
Applying NIST 
SP 800-172 
controls on a 
partner-by-pa
rtner basis 
requires a 
risk-centric 
evaluation of 
each 
contractual 
relationship. 
By assessing 
the sensitivity 
of data 
exchanged, 
the partner’s 
security 
posture, and 
the criticality 
of the 
services 
rendered, 
stakeholders 
together can 
select a 
tailored 
subset of the 
800-172 

See suggested 
changes 3 a-b. 



control 
families that 
aligns with 
the specific 
risk profile 
and 
architecture 
designs. 

3a NDIA Editori
al 

NA NA See comment 
3. 

Translate controls 
into prioritized 
concrete, 
measurable 
actions—such as 
multi-factor 
authentication, 
domain name 
service, and 
monitoring/alerting 
to ensuring that 
contractors and 
subcontractors. 

3b NDIA Editori
al 

NA NA See comment 
3.  

Work processes to 
maintain a 
consistent security 
baseline that reflects 
actual exposure 
rather than a 
one-size-fits-all 
checklist. 



4 NDIA Editori
al 

NA NA Framework 
Mapping & 
Equivalency: 
Framework 
mapping 
involves 
aligning the 
organizations’ 
control set 
with external 
standards—
such as NIST, 
ISO, 
FedRAMP, 
and DoD 
directives—to 
demonstrate 
equivalency 
and reduce 
duplication of 
effort. This 
practice not 
only 
streamlines 
audits but 
also supports 
a unified 
risk-manage
ment posture, 
allowing the 
organization 
to satisfy 
diverse 
contractual 
and 
regulatory 
obligations 
with a single, 
coherent 
control 
framework. 
Mapping 
approaches 
enhances the 

See suggested 
changes 4 a-c. 



overall 
resilience of 
CUI handling 
practices and 
facilitating 
cross-system
s and borders 
for data 
sharing. 
Projects 
involve 
multinational 
partners, 
supply 
chains, and 
data flows. A 
global 
perspective 
requires 
automation 
and 
harmonizing 
U.S. CUI 
requirements 
with foreign 
data-privacy 
regimes (e.g., 
GDPR, CCPA) 
to the basis of 
security 
controls to 
meet the 
most 
restrictive 
standards 
among 
participating 
nations. This 
global 
alignment 
mitigates 
compliance 
gaps, reduces 
the risk of 



trans-nationa
l data 
breaches, 
and builds 
trust with 
international 
stakeholders 
who also 
demand 
consistent, 
high-assuran
ce security 
practices 
regardless of 
jurisdiction. 

4a NDIA Editori
al 

NA NA See comment 
4.  

Document or provide 
an AI service for 
one-to-one 
correspondences 
(e.g., NIST AC-2 ↔ 
ISO 27001 A.9.2.1), 
stakeholders can see 
that the same 
security intent is 
being met across 
multiple compliance 
regimes. 



4b NDIA Editori
al 

NA NA See comment 
4.  

The FedRAMP “20x” 
High baseline 
represents the most 
stringent set of 
security 
requirements for 
cloud service 
providers handling 
high-impact federal 
data. Stakeholders 
can align with the 
FedRAMP High 
baseline, to reduce 
friction between on 
premise and cloud 
thereby achieving a 
higher degree of 
assurance that the 
underlying 
infrastructures can 
withstand 
sophisticated 
adversaries. 

4c NDIA Editori
al 

NA NA See comment 
4.  

The ISO/IEC 27000 
family provides an 
internationally 
recognized 
framework for 
establishing, 
implementing, and 
maintaining an 
Information Security 
Management System 
(ISMS). Incorporating 
ISO 27001, 27002, 
and related 
standards into the 
CUI protection 
strategy adds a 
robust, risk-based 
methodology that 
complements U.S. 
government 
mandates. 



5 NDIA Editori
al 

NA NA Technical 
Implementati
on & 
Operational 
Concerns: 
Translating 
policy into 
practice 
demands a 
blend of 
technical 
solutions and 
operational 
discipline 
bridging the 
gap between 
technical 
implementati
on and 
critical 
day-to-day 
operations 
while 
reducing 
human error 
and providing 
monitoring 
and alerting 
of control 
effectiveness. 
As an 
example, 
physical 
isolation 
remains a 
cornerstone 
for protecting 
the 
highest-impa
ct CUI 
however 
closely 
echoing the 
requirements 

See suggested 
changes 5 a-b. 



of the 
National 
Industrial 
Security 
Program 
Operating 
Manual 
(NISPOM). 

5a NDIA Editori
al 

NA NA See comment 
5. 

Enclave models 
should be limited or 
allowed for 
configuration 
parameters that may 
use shared services 
in a lower zone. 
Dedicated, 
air-gapped or 
logically segmented 
environments where 
within strictly 
controlled 
boundaries are 
specific to high not 
moderate CUI. 



5b NDIA Editori
al 

NA NA See comment 
5. 

Dual authorization 
requiring two 
independent 
approvers before 
critical actions such 
as data export, 
privileged-account 
changes, or system 
configuration 
alterations should 
not be considered for 
moderate baselines. 
Dual authorization 
adds an additional 
safeguard against 
insider threat and 
accidental 
misconfiguration not 
generally associated 
with APT. By 
mandating separate, 
vetted individuals to 
review and approve 
high-risk activities 
over moderate, is 
primarily for an audit 
trail. Implementing 
dual authorization 
through workflow 
tools creates 
bottlenecks while 
providing low value 
protection for 
maintaining secure 
postures. 

6 NDIA Editori
al 

NA NA Supply Chain 
Readiness & 
Lack of 
Capabilities: 
A secure CUI 
program must 
extend to the 
entire supply 
chain, yet 

See suggested 
changes 6 a-b. 



many 
suppliers lack 
mature 
security 
capabilities 
or the 
resources to 
meet 
stringent 
requirements. 

6a NDIA Editori
al 

NA NA See comment 
6.  

Conduct 
commending 
supply-chain 
readiness 
assessments to 
identify gaps in 
controls and to 
improve 
incident-response 
and threat 
intelligence 
capabilities as the 
priority over claims. 

6b NDIA Editori
al 

NA NA See comment 
6.  

Build a collaborative 
ecosystem through 
shared threat 
intelligence, joint 
training exercises, 
and standardized 
security baselines to 
elevate overall 
supply-chain 
resilience. 



7 NDIA Techni
cal 

Multiple – 
Predictive 
Analytics, 
Monitorin
g 

NA SP 800-172 
Rev. 3 
appropriately 
introduces 
enhanced 
requirements 
for advanced 
analytics, 
including 
AI/ML-
enabled 
predictive 
cyber 
analytics. 
However, the 
controls 
primarily 
address 
system and 
model 
integrity and 
do not 
explicitly 
account for 
adversary 
techniques 
that target 
human-in-
the-loop 
decision-
making. AI-
enabled 
manipulation 
of analytic 
outputs, 
synthetic 
intelligence 
artifacts, and 
automated 
misclassificat
ion can 
degrade 
analyst trust, 
delay 

Augment relevant 
enhanced 
requirements to 
explicitly include 
protection of analytic 
trust and human 
decision integrity 
when AI-assisted 
tools inform security 
actions. This may 
include requirements 
for human validation 
of high-impact AI-
assisted decisions 
and safeguards 
against adversary-
induced analytic 
manipulation. 



response 
actions, and 
distort 
situational 
awareness in 
high-value 
CUI 
environments 
that support 
mission-
critical and 
classified 
outcomes. 

8 NDIA Techni
cal 

Predictive 
Cyber 
Analytics 

NA The 
enhanced 
requirements 
implicitly 
address 
adversary 
effects such 
as evasion 
and 
misclassificat
ion, but do 
not explicitly 
map these 
conditions to 
SP 800-160 
adversary 
effects 
including 
confusion, 
misdirection, 
erosion of 
trust, and 
decision 
delay. AI-
enabled 
analytic 

Clarify mappings 
between enhanced 
requirements and SP 
800-160 protect 
strategies by 
explicitly identifying 
AI-enabled analytic 
manipulation as an 
adversary effect. 
Strengthen language 
to address protect 
strategies that 
preserve analytic 
confidence, decision 
accuracy, and timely 
response under 
adversarial 
conditions. 



manipulation 
represents a 
protect 
strategy gap 
where 
adversaries 
influence 
defender 
cognition 
rather than 
directly 
degrading 
system 
availability or 
integrity. 

9 NDIA Techni
cal 

Glossary – 
Disinform
ation 

NA The glossary 
definition of 
disinformatio
n is framed 
primarily as a 
defensive 
deception 
technique 
directed at 
adversaries. 
This does not 
reflect the 
increasing 
use of AI-
generated 
disinformatio
n by 
adversaries to 
target 
defenders, 
analysts, and 
decision-
makers within 
CUI 
environments
, impacting 
analytic trust 
and 

Expand the definition 
of disinformation to 
acknowledge 
adversarial use of AI-
enabled 
disinformation 
against defenders, 
including techniques 
intended to 
manipulate analyst 
perception, 
confidence, or 
decision-making. 



operational 
tempo. 

10 NDIA Genera
l 

Suppleme
ntary 
Appendic
es 

NA The 
supplementar
y appendices 
provide 
helpful 
contextual 
information 
for enhanced 
security 
requirements 
but do not 
sufficiently 
address 
operational 
consideration
s for AI-
enabled 
analytics and 
decision-
support tools. 
Practitioners 
lack guidance 
on how to 
manage, 
validate, and 
assess AI-
assisted 
security 
capabilities in 
the presence 
of adversarial 
manipulation. 

Enhance 
supplementary 
appendices with 
practical guidance 
and examples 
addressing AI-
enabled analytic risk, 
including validation 
of AI outputs, human 
oversight 
expectations, and 
resilience to 
adversarial 
manipulation. 



11 NDIA Techni
cal 

Assessme
nt 
Procedure
s 

NA Assessment 
guidance 
strongly 
influences 
implementati
on behavior. 
Without 
assessable 
objectives 
related to AI-
enabled 
analytics and 
decision-
support tools, 
organizations 
may not 
operationaliz
e protections 
beyond 
baseline 
technical 
controls, 
leaving 
cognitive and 
analytic risks 
unaddressed. 

Align SP 800-172 and 
SP 800-172A by 
identifying 
assessable evidence 
for AI-enabled 
security capabilities, 
such as 
documentation of AI-
assisted tools, 
governance for 
model changes, and 
procedures 
demonstrating 
effective human 
oversight of high-
impact decisions. 

12 NDIA Genera
l 

5 1 Printed 
copies of this 
document are 
likely to be 
created. 
Printed 
documents 
are easier to 
read in a serif 
font. 

Use a serif font. 

13 NDIA Editori
al 

9 450 More 
correctly, this 
should be 
TKPC, not 
"two-person 
contol". There 
are multiple 
occurences 

Use "two 
knowledgeable 
person control 
(TKPC)" instead of 
"two-person control". 



of this in the 
document 
(lines 450, 
870, 997, 
1292,  
others). 

14 NDIA Editori
al 

13 556 Detection of 
"atypical" 
behavior 
implies that a 
baseline of 
"typical" 
behavior has 
been 
established. 

Add verbiage to 
require the creation 
and mainenance of 
an organizational 
baseline of "typical" 
behavior. 

15 NDIA Techni
cal 

17 693 Should this 
be "binary 
objects" 
instead of 
"bitmap 
objects'? 
Audio files 
are not 
bitmaps. Not 
all 
unstructured 
data is stored 
as bitmaps. 

Change the wording 
from "bitmap 
objects" to "binary 
objects". 

16 NDIA Editori
al 

31 1112 Is the intent 
to prohibit the 
storage of all 
static 
authenticator
s, or just 
those which 
are 
unencrypted? 
If the latter, 
please 
consider 
rewording for 
clarity. 

Suggested rewording 
for clarity "Static 
autnenticators 
stored in 
applications or other 
forms of static 
storage must be 
encrypted. The 
storage of such 
authenticators in 
plaintext is 
prohibited". 



17 NDIA Editori
al 

35 1248 Detection of 
"anomalous" 
behavior 
implies that a 
baseline of 
"typical" 
behavior has 
been 
established. 

Add verbiage to 
require the creation 
and mainenance of 
an organizational 
baseline of "typical" 
behavior. 

18 NDIA Editori
al 

40 1406 A citizenship 
requirement, 
while 
important, 
may not be 
sufficient to 
protect CUI 
from the 
threat posed 
by a 
malicious 
insider. 

Consider adding 
criminal background 
checks for 
individuals having 
access to CUI. 

19 NDIA Techni
cal 

59 2003 Other types 
of physical 
ports exist, 
including 
fiber optic 
and RJ-45 (I 
am surprised 
that one was 
not listed). 

Change wording in 
the description to 
specify "all unused 
physical ports" 
instrad of listing 
certain port types, 
such as USB, 
Thuderbolt, etc. 

20 NDIA Techni
cal 

59 2018 While this 
requirement 
is desirable, it 
may not be 
sufficient for 
detection of 
malicious 
email 
attachments 
or 
applications. 
Certain 
malware will 
detect the 

Consider warning 
users that this 
requirement alone 
may be insufficient to 
protect them from 
executing malware. 



presence of a 
virtualized 
environment 
and not 
exhibit 
malicious 
activity if 
being 
executed 
there. 

21 NDIA Editori
al 

84 2803 TKPC is 
missing from 
the acronym 
list. 

Add TKPC (two 
knowledagebe 
person control) to the 
acronym list. 

22 NDIA Editori
al 

NA NA NDIA would 
suggest a 
greater 
emphasis on 
continuous 
monitoring in 
general. The 
171 
references a 
ConMon 
strategy at 
section 
03.12.03. The 
172 has a 
section 
devoted to 
security 
assessments 
and 
monitoring. 
My 
suggestion 
would be 
expanded 
requirements 
on ConMon 
such that all 
other controls 
are not only 
executed at 

NA 



their defined 
cadence, but 
also “meta” 
monitored to 
ensure that 
they are being 
executed and 
implemented 
properly. This 
ensures that 
the process 
isn’t simply 
generating a 
“garbage-in, 
garbage-out” 
type of 
scenario, but 
rather 
ensures that 
the 
implementati
on matches 
the 
requirements. 
For example, 
an 
organization 
may have a 
defined 
patching 
policy such 
that they 
“patch” their 
systems 
monthly. 
However, a 
meta 
monitoring 
would review 
what was 
actually 
installed and 
ensure there 
are no gaps 



(unpatched 
vulnerabilities
, for 
example), 
that all 
patchable 
software is 
being 
addressed 
and so forth. 
Otherwise, 
they are 
simply 
concurring 
with their own 
internal 
review as part 
of a ConMon 
requirement. 
This 
enhancement 
would 
facilitate the 
requirements 
of a risk-
based 
process to 
mitigate APTs.  



23 NDIA Techni
cal 

64 1773 NDIA 
recommends 
moving the 
three SC-30 
sourced 
controls to 
800-171 so 
they will be 
referenced 
and applied 
by the 
broadest 
possible set 
of 
organizations 
within the 
Defense 
Industrial 
Base. SC-30 
is a cheap-to-
implement 
compensatin
g control that 
materially 
reduces the 
attack 
surface of 
imperfectly 
defended 
systems 
while 
increasing the 
cost to 
adversaries of 
finding and 
executing 
attacks. 
While our 
corrporate 
members 
strive to meet 
the technical 
spirit and 
letter of 800-

Shift 03.13.02E, 
03.13.03E, and 
03.13.05E to NIST 
800-171. 



171 and, 
where 
applicable, 
800-172 the 
general 
consensus is 
most 
implementati
ons--
especially 
amongst 
smaller 
business 
members and 
new market 
entrants--are, 
in practice, 
quite flawed. 
By placing the 
SC-30 
referenced 
controls in 
800-172, 
NDIA believes 
NIST is 
signalling to 
the market 
that this 
control 
should 
neither be 
funded nor 
considered 
except under 
exceptional 
circumstance
s. This runs 
exactly 
opposite to 
the intent of 
800-160 Vol 2.  

 




