
Gabrielle Gerecht 
 

Jan 16, 2026, 9:26:18 AM 
to 800-171comments@list.nist.gov,  

Dear NIST team,  

On behalf of OpenPolicy and our coalition of innovative cybersecurity organizations, I am pleased to 
submit our comments on the Final Public Draft of NIST SP 800-172r3, Enhanced Security 
Requirements for Protecting Controlled Unclassified Information, and the Initial Public Draft of NIST 
SP 800-172Ar3, Assessing Enhanced Security Requirements for Controlled Unclassified 
Information.  

We appreciate NIST’s continued leadership in strengthening protections for CUI. Our 
recommendations focus on enhancing cyber resiliency for critical systems and high-value assets, 
including strengthened supply chain risk management, integrity of software, firmware, and update 
mechanisms, continuous monitoring and verification, and governance of emerging technologies 
across complex, interconnected environments. We aim to help ensure that the enhanced security 
requirements and associated assessment procedures remain both robust and practical for 
implementation across diverse nonfederal IT, OT, cloud, and hybrid systems. 

Thank you for the opportunity to provide input. We would be happy to discuss any aspect of our 
comments or provide additional information that may support the revision and assessment 
development process. 

Best, 

Gaby Gerecht 

-- 
Gaby Gerecht 
Director, Cybersecurity & AI Policy 

 

 

January, 2025 Via Electronic Filing To: National Institute of Standards and Technology (NIST) 
OpenPolicy comments on NIST SP 800-172 Rev. 3 (Final Public Draft) Enhanced Security 
Requirements for Protecting Controlled Unclassified Information OpenPolicy appreciates 
NIST’s continued efforts to strengthen protections for Controlled Unclassified Information 
(CUI) through the final public draft of SP 800-172 Revision 3. As a leader in advancing 
secure and adaptive practices, OpenPolicy collaborates with federal agencies, industry 
innovators, and academic institutions to develop forward-looking strategies for managing 
risks in increasingly complex and interconnected environments. Our coalition includes 
organizations such as Wiz, Armis, Snowflake, ADAMnetworks, Lasso, Kiteworks, Eclypsium, 
Finite State, Cyera, and Infoblox. These are companies at the forefront of cybersecurity, AI, 
data protection, and supply chain assurance. They develop technologies that directly 
support NIST-aligned frameworks, from securing endpoint and edge devices to enabling 



analytics, visibility, and automation across distributed systems. OpenPolicy previously 
submitted comments on the initial public draft of SP 800-172 Rev. 3 and acknowledges 
meaningful improvements in the final draft. We support the revisions that make the 
enhanced requirements more threat-focused, better aligned with SP 800-53 Rev. 5, and 
more rooted in outcome-based principles. These updates strengthen protections for high-
value systems and critical data. We respectfully submit additional technical comments to 
both the final draft and SP 800-172Ar3 in the attached Excel sheets. In parallel, we highlight 
three areas below that could receive greater attention in SP 800-172 Rev. 3: (1) IoT and OT 
security, (2) continuous monitoring and verification, (3) cloud security, and (4) post-
quantum cryptography preparedness. These topics are increasingly vital to effective CUI 
protection and are reinforced by related NIST guidance and broader federal initiatives. 
Strengthening SP 800-172 Rev. 3 along these lines will ensure the enhanced requirements 
remain both comprehensive and future-ready. 1. IoT and OT Security Expanding Attack 
Surface: The proliferation of Internet of Things (IoT) and Operational Technology (OT) 
devices has dramatically increased the attack surface for organizations handling CUI. Many 
of these devices were not built with security by design, often lacking basic protections like 
strong authentication, encryption, or the ability to be patched. In industrial settings 
(Industrial IoT and OT), legacy equipment with hardcoded credentials or outdated firmware 
is common, and such weaknesses can be leveraged as entry points by adversaries. The 
final public draft SP 800-172r3 acknowledges the convergence of IT with IoT/OT in a general 
sense, but it does not provide specific, actionable requirements to address the unique risks 
posed by these devices. Given that compromised IoT and OT components can serve as 
launch pads into critical IT systems that process CUI, NIST’s guidance should explicitly 
cover how to secure these environments. Baseline Security for IoT/OT: We recommend that 
SP 800-172r3 integrate or reference the baseline security expectations for IoT and OT 
systems as established in other federal guidance. NISTIR 8259 series (IoT device 
cybersecurity capabilities core baseline) and the IoT Cyber Trust Mark define minimum 
security capabilities that IoT products should possess. Aligning SP 800-172r3 with these 
baselines would encourage organizations to procure and deploy IoT devices that meet 
established security criteria. Additionally, the IoT Cybersecurity Improvement Act and OMB 
Memo 24-04 have already mandated federal agencies to inventory IoT devices and adhere 
to NIST IoT guidelines. The enhanced CUI security requirements should mirror these 
developments, urging contractors and organizations to maintain a real-time inventory of all 
IoT/OT assets connected to CUI systems and to ensure those assets have appropriate 
security controls or compensating measures. Network Segmentation and Compensating 
Controls: Because many IoT/OT devices cannot natively support agents or complex 
security software, the framework should highlight compensating controls to protect and 
isolate such devices. This could include network segmentation strategies (as also 



emphasized in NIST SP 800-53 and SP 800-160 for system security engineering) to 
segregate IoT/OT devices into purpose-specific networks or VLANs, preventing unfiltered 
access to core IT assets. Enhanced requirements could instruct organizations to deploy 
intermediary gateways or security proxies that enforce encryption, authentication, and 
monitoring on behalf of less-capable IoT/OT devices. Using these techniques aligns with 
zero trust architecture principles by never implicitly trusting devices due to their network 
location. We also encourage NIST to stress secure configuration and hardening for IoT/OT, 
echoing guidance from NIST SP 800-82r3 (ICS security) for industrial devices. Supply Chain 
and SBOM for Devices: Related IoT/OT security is the transparency of components and 
software within these devices. Incorporating Software Bill of Materials (SBOM) practices 
can greatly enhance supply chain security for CUI systems. We suggest the final guidance 
explicitly call for maintaining SBOMs for software and firmware in IoT/OT components, in 
line with best practices from NIST’s Cyber Supply Chain Risk Management (C-SCRM) 
guidance (SP 800-161 Rev.1) and the Secure Software Development Framework (NIST 
SSDF). An SBOM provides visibility into the third-party libraries and modules running on a 
device, which helps organizations quickly identify if a device is affected by known 
vulnerabilities or contains unauthorized components. By leveraging SBOMs and insisting 
on component authenticity checks (as touched on in draft control 03.17.03E), 
organizations can better detect counterfeit or compromised device components before 
they are integrated into CUI environments. This level of scrutiny for IoT/OT aligns with the 
secure-by-design principles, ensuring from the outset that devices meet security standards 
and continuously verify their integrity. Unified Definitions and Scope: We also encourage 
NIST to update the definitions of “Internet of Things” and “Industrial IoT” in SP 800-172r3 to 
reflect modern usage and the expanded scope of these terms. NISTIR 8259 defines IoT 
devices as those with at least one sensor/actuator and a network interface, and NISTIR 
8425 further expands on IoT product criteria. To avoid gaps in applicability, SP 800-172r3 
should clearly state that IoT and OT devices are in scope wherever they connect to CUI 
systems or store/transmit CUI. By explicitly naming IoT/OT throughout the enhanced 
requirements, NIST will ensure organizations do not overlook these often vulnerable 
components. This change would bring SP 800-172r3 in line with other federal cybersecurity 
initiatives that emphasize IoT/OT security, and it will help organizations implement a more 
holistic defense strategy covering all networked assets. 2. Continuous Monitoring and 
Verification Need for Ongoing Vigilance: Today’s threat landscape demands that security is 
not a one-time exercise but a continuous, real-time process. While SP 800-172r3 
introduces rigorous controls to protect CUI, the final version could more directly 
emphasize continuous monitoring and verification as foundational principles. Advanced 
adversaries often operate stealthily over extended periods; therefore, organizations must 
be equipped to detect and respond to suspicious activity at any moment. NIST’s Risk 



Management Framework (SP 800-37) and guidelines like NIST SP 800-137 already 
underscore the importance of ongoing monitoring of security controls. We recommend the 
enhanced requirements explicitly build on these by requiring organizations to implement 
continuous diagnostics and mitigation capabilities. This should be extended to cloud 
environments, which are highly dynamic, with the attack surface changing daily if not 
hourly. A point-in-time review of posture management or penetration testing will inevitably 
miss transient risks. Therefore, guidance should explicitly aim for continuous, automated 
security posture management that models potential attack paths and identifies critical 
risks in near-real-time. Continuous monitoring should also extend beyond network and 
endpoint telemetry to include real-time visibility into data flows where CUI is most at risk. 
This means not just seeing the data but actively tracking, protecting, and controlling how it 
moves across systems. Automated tools should augment manual audits to continuously 
detect misconfigurations, unusual behavior, or signs of compromise in environments 
handling CUI. Automation and Real-Time Analytics: Automation is a critical enabler of 
effective continuous monitoring. The complexity of modern environments makes purely 
manual oversight impractical and prone to human error. SP 800-172r3 should encourage 
integration of automated threat intelligence feed and AI-driven analysis to aggregate and 
analyze security telemetry in real time. NIST’s Cybersecurity Framework and zero trust 
models (SP 800-207) both advocate a “continuous verify” approach: every access attempt 
and every system change should be checked against security policies. In practice, this 
means that an organization protecting CUI could automatically alert or cut off a user 
account that suddenly exhibits abnormal access patterns, or quarantine a server that 
deviates from its approved baseline configuration. By explicitly highlighting such 
mechanisms, NIST can reinforce that compliance with SP 800-172 is not a static checklist. 
Integrating Open Security Controls Assessment Language (OSCAL) into continuous 
monitoring processes would also allow for automated control verification, streamline 
documentation, and enable real-time compliance mapping across interconnected 
systems. OSCAL-based implementations can enhance situational awareness by linking 
telemetry data to specific control requirements, helping organizations proactively detect 
drift or noncompliance. Continuous Validation of Devices and Users: Continuous 
verification applies not just to monitoring for incidents, but also to ensuring that only 
trusted, compliant devices and users interact with CUI systems. The final publication 
should insist on regular attestation of device health and identity. Modern endpoint security 
solutions and network access control systems can enforce policies where, for example, a 
laptop or an IoT device must prove it has up-to-date firmware and no known compromises 
before it is granted access to a CUI database. If the device falls out of compliance (missing 
patches, unapproved software present), automated controls should quarantine it until it is 
remediated. Such concepts are echoed in OMB’s Zero Trust Architecture (M-22-09), where 



continuous authentication and authorization of both users and devices is required for every 
sensitive transaction. Secure-by-Design and Monitoring: Emphasizing continuous 
monitoring also aligns with the broader industry push for Secure-by-Design and Secure-by-
Default practices. Continuous monitoring supports resilience and recovery by enabling 
rapid detection of breaches and automated response. We suggest adding language that 
promotes the use of automated alerting and even active defense techniques to 
continuously test and improve an organization’s readiness against APT tactics. Additionally, 
the expectation on contractors should be for production of full visibility regarding not only 
what's the components of software, but correlating that information continuously with 
runtime context for cloud systems. While a vulnerability in an open-source library is a risk, 
that same vulnerability in a library that is loaded into memory on an internet-facing 
production system is a critical threat that needs immediate attention. Effective supply 
chain risk management requires connecting the "what" (SBOM) with the "where" (runtime 
environment) and the "how" (exposure and permissions). 3. Post-Quantum Cryptography 
Preparedness Quantum Threat on the Horizon: The advent of quantum computing poses an 
existential risk to current cryptographic algorithms protecting CUI. Given the long lifecycles 
of systems and data, CUI might need to remain confidential for decades.. We note that the 
draft SP 800-172r3 does not yet address post-quantum cryptography (PQC) or quantum 
resilience in its cryptographic requirements. Integrating PQC into Enhanced Controls: The 
timeline for federal systems to transition to post-quantum cryptographic algorithms is 
already being established. The White House’s National Security Memorandum 10 (NSM-10) 
and CNSA (Commercial National Security Algorithm) suite updates urge agencies to 
inventory their cryptography and plan migrations to PQC in the next decade. In light of this, 
SP 800-172r3 should explicitly encourage organizations handling CUI to assess their 
cryptographic inventory and implement crypto agility. Enhanced requirement sections 
such as 03.14.09E (Cryptographic Protection) and 03.05.01E (Cryptographic Bidirectional 
Authentication) are ideal places to raise this issue. When specifying encryption of CUI at 
rest or in transit, the guidance could note that solutions leveraging emerging quantum-
resistant algorithms or hybrid cryptographic modes are recommended, especially for 
protecting data with a long sensitivity lifetime. Device Attestation and PQC: Another aspect 
where PQC consideration is pertinent is device and component attestation (03.05.03E). 
Organizations will be using cryptographic techniques to verify a device’s identity and 
integrity before allowing it onto a network. NIST should advise that these attestation 
protocols be designed to be quantum-resistant. By incorporating post-quantum 
cryptographic attestation mechanisms, the framework can ensure that only devices 
employing quantum-resistant cryptographic libraries and algorithms are deemed 
compliant. Including PQC in attestation not only future-proofs the authentication of 
devices, but also ties into supply chain security. Devices that come with PQC-capable 



cryptographic modules demonstrate a higher level of assurance and modernity. In essence, 
encouraging PQC-capable cryptographic modules in products used for CUI handling will 
drive vendors and organizations to start the transition now. 

Transition and Hybrid Approaches: We recognize that mandating immediate switch to post-
quantum algorithms may be premature until standards are finalized and products widely 
available. Therefore, we suggest NIST promote language about crypto agility and hybrid 
cryptography. A hybrid approach can provide confidence against quantum threats without 
wholly abandoning proven classical cryptography in the interim. Including 
recommendations for such practices in the enhanced requirements would directly support 
the cyber resiliency objective of SP 800-172r3. It aligns with the reality that APTs not only 
target current systems but also conduct “harvest-now, decrypt-later” attacks. Conclusion 
Addressing the above three areas will significantly enhance NIST SP 800-172r3 and its 
effectiveness as a robust security framework for protecting CUI. By explicitly accounting for 
IoT and OT security considerations, the publication will close a vital gap and ensure 
organizations extend protections to all devices in their ecosystem, consistent with other 
federal standards and Zero Trust principles. By emphasizing continuous monitoring and 
verification, NIST will reinforce a security posture that aligns with ongoing risk management 
practices and the need for agility against APTs. By incorporating post-quantum 
cryptography readiness, NIST will help organizations safeguard sensitive information 
against evolving threats. These changes would align SP 800-172r3 not only with existing 
NIST guidance (from SP 800-53 and 800-161 to the SSDF and NISTIR 8259), but also with 
industry best practices and secure by design principles. OpenPolicy and its network of 
innovative cybersecurity partners strongly support these enhancements. We remain eager 
to collaborate with NIST to refine these requirements and to assist in driving adoption of 
technologies that bolster transparency, resilience, and security for all stakeholders 
protecting CUI. By integrating these recommendations, NIST will better equip organizations 
to face current and future challenges, ensuring the confidentiality and integrity of CUI in an 
increasingly complex threat environment.  

Respectively, 

Gabrielle Gerecht  

Director of Cybersecurity & AI,  

OpenPolicy 
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1 OpenPolicy Technical  918 930 Automated 
detection of 
unauthorized 
or 
misconfigured 
components is 
critical to 
maintaining 
system 
integrity and 
reducing risk. 
Expanding this 
section to 
include 
continuous, 
automated 
anomaly 
detection 
would 
enhance the 
provision. This 
capability is 
particularly 
valuable for IoT 
and OT 
environments, 
where 
configuration 
drift and 
unmonitored 
changes are 
common due 
to limited 
onboard 
security 
features. 

ADDITION: 
Organization
s use 
automated 
mechanisms 
that provide 
continuous 
detection of 
unauthorized 
or 
misconfigure
d 
components. 
Such 
capabilities 
can enable 
dynamic 
anomaly 
detection 
and reduce 
risk. 



2 OpenPolicy Technical  944 965 Modern asset 
inventories 
require 
ongoing 
visibility into 
software 
dependencies, 
firmware 
versions, and 
component 
lifecycles. 
Incorporating 
references to 
continuous 
discovery and 
integrity 
verification 
supports the 
goals of SP 
800-161 Rev 1 
and secure by 
design 
principles. 
Dynamic 
visibility is 
especially 
important for 
IoT and OT 
devices, which 
often lack 
centralized 
management 
and may 
introduce 
untracked 
dependencies 
or outdated 
firmware. 

ADDITION: 
Organization
s also 
implement 
continuous-
discovery 
and lifecycle 
tracking 
capabilities 
for system 
components 
to maintain 
visibility into 
configuration 
changes, 
dependencie
s, and 
version 
history. 
Integrating 
these 
capabilities 
with supply-
chain risk-
management 
processes 
enhances 
the ability to 
identify 
outdated, 
counterfeit, 
or vulnerable 
components 
in a timely 
manner. 



3 OpenPolicy Technical  973 981 Aligning 
configuration 
management 
with 
organization-
defined 
baselines and 
recognized 
security 
standards 
ensures that 
systems 
maintain 
consistent 
protection 
across 
environments. 
Continuous, 
automated 
validation 
detects 
unauthorized 
or 
misconfigured 
changes in 
real time, 
supporting 
rapid 
remediation 
and reinforcing 
secure-by-
design 
principles. 

ADDITION: 
Organization
s also use 
automated 
and 
continuous-
validation 
mechanisms 
to ensure 
baseline 
configuration
s remain 
accurate, 
current, and 
aligned with 
organization-
defined 
security 
baselines. 

4 OpenPolicy Technical  1065 1086 Automated 
and well-
managed 
certificate 
renewal helps 
avoid 
authentication 
lapses and 
mitigates risk 
from expired 
or 

ADDITION: 
Organization
s ensure  
cryptographi
c credentials 
are securely 
managed 
and renewed 
automaticall
y to prevent 
failures or 



compromised 
credentials. 
Strong 
certificate 
management 
supports 
secure device-
to-device 
communicatio
n, especially 
across IoT and 
OT networks, 
where identity 
assurance is 
often 
inconsistent. 

misuse in 
authenticatio
n processes. 

5 OpenPolicy Technical  1094 1104 Modern 
enterprise, 
edge and 
IoT/OT systems 
often include 
components 
that operate 
beyond direct 
administrative 
control. 
Without 
continuous or 
automated 
attestation, 
these devices 
can be 
compromised 
between 
manual 
verification 
cycles. 
Highlighting 
ongoing 
validation 
would align 
with zero-trust 
principles 

ADDITION: 
Organization
s also 
employ 
continuous 
attestation 
capabilities 
to verify that 
devices 
remain in a 
known, 
trusted state 
throughout 
their 
operational 
lifecycle.  



6 OpenPolicy Technical  1209 1232 Using trusted 
intelligence-
sharing 
platforms 
enables faster 
awareness of 
new attack 
methods and 
indicators of 
compromise. 
This shared 
insight 
strengthens 
coordination 
among 
response 
teams, 
improves 
situational 
awareness, 
and supports 
quicker, more 
effective 
containment 
of incidents. 

ADDITION: 
Organization
s can also 
leverage 
threat 
intelligence 
sharing 
platforms 
and 
collaborative 
tools to 
provide their 
incident 
response 
teams with 
timely 
information 
on emerging 
threats and 
adversary 
tactics 

7 OpenPolicy Technical  1721 1740 Applying 
encryption, 
strong 
authentication
, and 
segmentation 
to internal 
connections 
helps maintain 
trust 
boundaries 
and supports 
zero-trust 
design goals. 
These 
measures 
ensure that 
internal 
pathways are 

ADDITION: 
Organization
s can also 
protect 
internal 
system 
connections 
using 
encryption 
and strong 
authenticatio
n to 
safeguard 
data 
exchanges. 
Segmenting 
internal 
pathways 
and limiting 



not implicitly 
trusted simply 
because they 
exist within 
organizational 
perimeters. 

access to 
approved 
systems or 
services 
strengthens 
data integrity 
and reduces 
opportunities 
for 
unauthorized 
access or 
misuse. 

8 OpenPolicy Technical  2081 2102 Adding 
guidance on 
trusted-
update 
validation and 
secure-boot 
processes 
strengthens 
applicability to 
distributed 
architectures, 
including IoT 
and OT 
devices that 
rely on remote 
updates. 
These 
measures help 
ensure that 
only verified 
code 
executes, 
supporting the 
broader 
integrity and 
zero-trust 
objectives of 
SP 800-172. 

ADDITION: 
Only 
authenticate
d and verified 
software and 
firmware 
updates are 
applied by 
employing 
trusted 
update 
mechanisms 
and secure 
boot 
processes 



9 OpenPolicy Technical  2446 2461 A 
comprehensiv
e defense-in-
depth strategy 
relies on 
multiple, 
interoperable 
layers that 
protect data 
wherever it 
resides or 
moves within 
the enterprise. 
Incorporating 
architectural 
considerations 
for data-level 
access 
controls, 
adaptive risk 
policies, and 
secure-by-
design 
principles 
would 
strengthen this 
requirement’s 
applicability to 
modern, 
distributed 
environments. 

ADDITION: 
Designing 
layered 
defenses 
that include 
adaptive 
access 
controls, 
encryption of 
sensitive 
data, and 
policy 
enforcement 
mechanisms 
at multiple 
tiers helps 
ensure that 
each layer 
contributes 
to the overall 
protection of 
organizationa
l assets 

10 OpenPolicy Technical  2561 2570 Modern supply 
chains revolve 
rapidly, and 
risks can 
emerge from 
counterfeit 
components, 
integrity 
compromises, 
or changes in 
supplier 
ownership and 
operational 

ADDITION: 
Integrate 
continuous-
monitoring 
and 
automated-
reporting 
capabilities 
in supply-
chain 
notification 
agreements. 
Visibility into 



control. 
Encouraging 
the use of 
automated or 
continuous 
monitoring 
mechanisms, 
like SBOMs, 
would help 
organizations 
identify and 
respond in real 
time.  

supplier 
status, 
component 
authenticity, 
and external 
risk factors 
supports 
early 
detection of 
potential 
compromise
s and 
enables 
faster 
coordinated 
response 

11 OpenPolicy Editorial 2989 & 
2954 

2989 & 
2954 

Rather than 
restating new 
definitions, 
reference the 
authoritative 
sources 
directly in the 
glossary. This 
ensures the 
framework 
remains 
current with 
evolving IoT 
policy and 
aligns with the 
secure by 
design 
initiative. 

REVISION: 
For IoT and 
industrial IoT 
terminology, 
see NISTIR 
8259 series 
and NISTIR 
8425 

 




