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1. Answer the following questions. NIST wants comments in three areas: “Use of the CUI series”; 
“Updates for Consistency with SP 800-53 Revision 5 and SP 800-53B”; and “Updates to improve 
visibility and implementation.” 

On use, NIST asks for information on: 

• How organizations are currently using the CUI series (SP 800-171, SP 800-171A, SP 800-
172, and SP 800-172A) 
a. Org uses regularly uses 171a for internal assessment in preparation and validation 

of implementing NIST -171.  
b. Use 171 and 171a to understand the intent of the controls.  
c. Use 171 Help build the baseline for policies and procedures. 
d. Used -171 to cross reference other frameworks. 
e. Org uses -171 to evaluate 3rd parties, suppliers and subs. 
f. Org uses -171 control discussion sections to define (refine) scope for internal 

assessments.  
g. Org -171 to determine SMEs and documentation for ISO-27001 
h. Org use -171 to develop internal (non-DFARS) technical control sets. 
i. Org views -172 as future state. 
j. Org self-assessed to -172 to determine effort to meet -172. 
k. Org used -172a to understand (interpret) -172 controls. 

• How organizations are currently using the CUI series with other frameworks and 
standards (e.g., NIST Risk Management Framework, NIST Cybersecurity Framework, 
GSA Federal Risk and Authorization Management Program [FedRAMP], DOD 
Cybersecurity Maturity Model Certification [CMMC], etc.) 
a. Org -171 to determine SMEs and documentation for ISO-27001. 
b. Org uses other frameworks to map -171 controls. 
c. Org used -171 to map to AIA NAS9933 controls.  
d. Org used -171 to map to international frameworks. 
e. Org used -171 to prepare for CMMC. 

• How to improve the alignment between the CUI series and other frameworks 
a. Better equivalency between NIST CUI Series with other NIST and non-NIST 

frameworks. 
b. Update -171 mappings to the new ISO 27001 controls. 
c. Update -171 to CSF. 
d. Update -171 to SP 800-53 Rev 5. 

• Benefits of using the CUI series 
a. Protect CUI. 
b. Conformity of security across the DIB. 
c. Win and keep contracts. (Revenue) 
d. Create defense to APT. 
e. Meets regulatory compliance requirements. (DFARS, FAR) 
f. Enterprise standardization of CUI baseline. 

• Challenges in using the CUI series 
a. Lack of precise alignment between -171 and -53. 
b. Use of government language rather than industry technical language. 
c. Outdated technical terms. (Mainframe, etc.)  
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d. Too holistic, needs specificity.  
e. Lacks clear definitions, and examples of solutions that meet the intent of the 

control. (Ex: -171 controls 3.13.4 Shared resources, 3.13.3 Mobile code) 
f. Lacks applicability to control platform. (Ex: Application, Operation System, 

Database level) 

2. Answer the following questions. The pre-draft call asks for feedback on the “[i]mpact on the 
usability and existing organizational implementation (i.e., backward compatibility) of the CUI 
series if it were updated for consistency with SP 800-53 Revision 5 and the moderate security 
control baseline in SP 800-53B.” 

• When it comes to visibility, NIST wants input on: 

• Features of the CUI series should be changed, added, or removed. Changes, additions, 
and removals can cover a broad range of topics, from consistency with other 
frameworks and standards to rescoping criteria for inclusion of requirements. For 
example: 

o Addition of new resources to support implementation: The benefits and 
challenges of including an SP 800-53 Control Overlay and/or 
a Cybersecurity Framework Profile Appendix as an alternative way to 
express the CUI security requirements. 

o Separate -171 from SP 800-53 to ease updates and provide independence. 
o Scoping guidance for CMMC.  
o Including use of the same terminology for types of assets like "Security 

Protection Asset", "Specialized Assets..." (either use the terms CMMC invented 
or develop NIST ones with clear definitions). 

o NIST Definitions of what is a security protection asset. 
o Change to the security requirement tailoring criteria: Impact of modifying 

the criteria used to tailor the moderate SP 800-53B security control 
baseline (e.g., the potential inclusion of controls that are currently 
categorized as NFO – Expected to be routinely satisfied by nonfederal 
organizations without specification) 

o NFO is not a good category. Should be excluded or included, not subjective or 
assumed. 

o NFO should be rationalized and include. 
o NFO should be added to assessment criteria. 
o Any additional ways in which NIST could improve the CUI series 
o Create an automated assessment process. Eliminate inconsistency, subjectivity, 

continuous update to SSP. Ex: OSCAL for FedRAMP automation process. 
o  

 

 

 

 






















