


much of the 
content was CUI 
(involving both 
OPSEC and 
PRVCY).  The 
privacy 
exposure 
impacted both 
Federal (CIV & 
CTR) and non-
federal persons. 
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G 4 N/A In the above 
mentioned 
incident, the 
data was 
directly 
transferred to 
another system.   
Although the 
new system was 
considered to 
be more secure, 
the same 
(lacking) 
markup 
practices were 
employed.  
When a 
complaint was 
lodged, the 
system owner's 
Privacy Officer 
stated that it 
didn't matter 
because the 
data was 
already 
considered to 
be "in the open".  
That the system 
mixed 

In Section 1 or 1.1, 
recommend 
adding a 
statement about 
exposures, where 
data exposed in 
one incident does 
not negate the 
need to protect 
the same 
information in 
another system. 



engineering 
design with PII 
only 
exaggerated the 
impact of the 
exposure. 
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G 4 280 Just a side 
question: I like 
that the impact 
value for CUI is 
no less than 
moderate.  High 
value assets are 
discussed in 
nearby 
paragraphs.  
However, NSS is 
specifically 
excluded from 
this SP's 
authority on 
page 2 (first 
paragraph in the 
"Authority" 
section).  Since 
many DoD 
systems, 
including 
systems that 
store/process 
CUI (in some 
cases both 
OPSEC and 
PRVCY), are 
considered 
NSS, isn't this 
self-defeating?  

  



In other words, 
the exclusion on 
page 2 would 
make the SP 
non-applicable 
to DoD. 
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G 10 465 Would "Non-
organizationally 
owned systems" 
include systems 
rented from 
FEDRAMP? 
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G 19 746 Unsanctioned 
information 
should also 
include 
information 
which requires 
extra 
protections/me
asures which 
the system in 
question does 
not have (e.g., 
storing/processi
ng PII on an 
non-SOR 
Engineering 
site). 

Unsanctioned 
information 
includes 
malicious code, 
information that is 
inappropriate for 
release from the 
source network, 
information that 
is not authorized 
to be 
stored/processe
d on the system 
(e.g., PII on non-
SOR systems), or 
executable code 
that could disrupt 
or harm services 
or systems on the 
destination 
network. 
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T 31 1112 Encoded 
authenticators 
does not equate 
to encrypted 
authenticators.  
This includes 
authenticators 
encoded with 
base64 or 
similar 
tools/functions. 

Ensure that 
unencrypted 
static 
authenticators 
and/or encoded 
static 
authenticators are 
not embedded in 
applications or 
other forms of 
static storage. 
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G 31 1127 Just a comment: 
There may be 
some difficulty 
with this 
requirement as 
DoD PKI caches 
authentication 
(i.e., you can 
disconnect the 
machine, log in 
with a CAC, 
reconnect the 
machine, and 
access the 
network.  This is 
a work-around 
when the CRL 
has been 
corrupted or 
expires without 
update). 
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G 36 1275 Needs to be an 
organization-
defined periodic 
requirement.  
Records of such 
updates should 
be kept. 

Inspect 
maintenance 
tools to ensure 
the latest software 
updates and 
patches are 
installed in the 
same manner 
that architectural 
and enterprise 
assets are 



configured/maint
ained. 
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E 39 1382 Across Govt and 
DoW, CUI 
markup is still 
not 
standardized (it 
is, in policy, but 
not in practice). 

c. 3. Have 
completed 
periodic training 
on the markup 
and handling of 
CUI documents. 
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G 53 1819 "Isolated" tends 
to imply  "no 
access" where 
the proper 
intent is 
"controlled" or 
"limited" 
access. 

(line 1823) 
Organizations 
must segregate 
system 
components that 
perform different 
mission or 
business 
functions. 
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E 54 1869 Why not just say 
"containerizatio
n"? 
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E 56 1926 Is this a vague 
way of 
describing 
"management 
networks"?  If 
so, isn't aleady a 
requirement? 

(line 1932) 
Physically 
separate 
subnetworks for 
management 
interfaces… 
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T 57 1956 Needs to also 
voice an 
encryption 
requirement. 
Use of thin 
technology 
implies netboot 
software, tftp 
servers, and use 
of PXE/iPXE 

??? 



services.  The 
netboot and img 
traffic should be 
encrypted. 
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G 61 2068 "separate, 
locked racks" 
vice "separate 
racks" 

(line 2068) 
Physical 
separation 
options include 
physically distinct 
components in 
separate, locked 
racks in the same 
room… 
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E 61 2080 Pentesting of 
firmware should 
be a 
consideration 
for elevated 
security.  It 
should be 
treated similarly 
to containerized 
apps in that 
firmare can be 
decompressed, 
analyzed for 
issues (or if 
you're the bad 
guy: add 
issues), 
repacked and 
provided for 
use. 

??? 
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E 62 2117 Is it worthwhile 
to state that 
sites like 
GitHub, Docker 
Hub, and 
Hugging Face 
are not trusted 
sources unless 

??? 



the vendor 
provides 
checksums on 
their corporate 
sites? 
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G 64 2173 There should be 
a separate 
requirement to 
periodically 
inspect physical 
protections on 
cryptographic 
hardware.  This 
is because, to 
retain FIPS 
approval, 
periodic 
inspection of 
physical 
protections (like 
Tamper Evident 
Labels (TELs) 
and opaque 
shields) is 
defined in some 
approved 
product's FIPS 
Security 
Policies.  
03.17.02E (line 
2542) covers 
this in part, but 
not in its 
entirety. 

(Add to 
Discussion 
section that starts 
at line 2177)  
Cryptographic 
protections 
include the 
physical and 
logical 
countermeasues 
defined in the 
FIPS Security 
Policy that is 
specific to the 
FIPS-approved 
encryption 
product (e.g., 
approved 
methods for 
loading crypto, 
periodic 
inspections of 
Tamper Evident 
Labels (TELs)). 
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G 76 2580 Requirement 
should state the 
need to 
maintain 
records of 
provenance 
through the 
lifecycle of the 
product and 

Document, 
monitor, and 
maintain valid 
provenance 
(throughout the 
lifecycle) of the 
following systems, 
system 



(possibly) for a 
certain period of 
time after the 
product's 
retirement. 

components, and 
associated CUI… 

 




