
 

 
 

Cybersecurity Risk Management 
Choosing the Right Approach to Get the Job Done 

During the past two decades, the Na�onal Ins�tute of Standards and Technology (NIST) has developed a 
suite of cybersecurity standards and guidelines to help federal agencies manage risk and comply with the 
Federal Informa�on Security Moderniza�on Act (FISMA) [1].1 One of NIST’s flagship risk management 
publica�ons, Special Publica�on (SP) 800-37, Risk Management Framework for Information Systems and 
Organizations [3], has been used by federal agencies to develop and implement their informa�on 
security programs and to sa�sfy federal informa�on security requirements. Many federal systems and 
components are procured “off-the shelf” from the commercial marketplace. For these types of systems, 
components, and enterprise solu�ons, the Risk Management Framework (RMF) works extremely well 
and provides the type of informa�on necessary for federal officials to make credible, risk-based decisions 
suppor�ng the Authoriza�on to Operate (ATO)2 process. 

Although the NIST RMF and its suppor�ng standards and guidelines are successfully serving the 
cybersecurity needs of federal agencies for rela�vely stable enterprise informa�on technology systems, 
the emergence and growing complexity of cyber-physical systems3 (e.g., Na�onal Aeronau�cs and Space 
Administra�on [NASA] space flight systems), requires an approach in which cybersecurity is �ghtly 
integrated into the systems engineering process, as part of the system development life cycle. A “secure-
by-design” systems engineering-based approach ensures that there is (1) comprehensive coverage for 
the full spectrum of cyber-threats to and cyber-atacks against organiza�onal missions; (2) seamless 
alignment of missions to the engineering lifecycle; and (3) the appropriate context to achieve mission 
success.  

                                                       
1 NIST standards and guidelines are referenced in Office of Management and Budget (OMB) Circular A-130 [2], the overarching 
governmentwide policy for protec�ng federal informa�on and informa�on systems. 
2 The ATO is the official management decision given by a senior Federal official or officials to authorize operation of an 
information system and to explicitly accept the risk to agency operations (including mission, functions, image, or reputation), 
agency assets, individuals, other organizations, and the Nation based on the implementation of an agreed-upon set of controls. 
3 This includes technology components such as Field-Programmable Gate Arrays (FPGA), Applica�on Specific Integrated Circuits 
(ASIC), Programmable Logic Controllers (PLC), and actuators. 



 

To address this need, NIST developed SP 800-160, Volume 1, Engineering Trustworthy Secure Systems [4]. 
This publica�on focuses on system life cycle-based security engineering prac�ces and is based on a 
widely adopted interna�onal systems and so�ware engineering standard (ISO/IEC/IEEE 15288) [5]. SP 
800-160, Volume 1 includes over four decades of founda�onal security design principles that are 
necessary to protect cri�cal systems from hos�le adversaries and to ensure those principles have been 
incorporated early and throughout the system development life cycle. In a similar manner to using the 
RMF for enterprise systems, the execu�on of the system life cycle processes described in SP 800-160, 
Volume 1, can produce the essen�al informa�on needed by senior Federal officials to make credible, 
risk-based decisions to authorize the opera�on of the engineered systems—explicitly accep�ng the risk 
to the organiza�on’s opera�ons (including missions, func�ons, image, and reputa�on), organiza�onal 
assets, individuals, and the Na�on. 

 

 

 

 

Table 1 provides a high-level comparison of the steps in the NIST RMF and the equivalent system 
development life cycle processes in NIST SP 800-160, Volume 1. It should be noted that not all system life 
cycle processes are executed sequen�ally and some processes (e.g., the System Analysis, Verifica�on, 
and Valida�on processes) are carried out numerous �mes as needed at various stages in the life cycle. 

Table 1: Comparison of RMF Steps and System Life Cycle (SLC) Processes 

Risk Management Framework 
NIST SP 800-37 

Systems Security Engineering 
NIST SP 800-160, Volume 1 

RMF Step 1: Prepara�on SLC Process: Mission or Business Analysis 
RMF Step 2: Categorize System SLC Process: Stakeholder Needs and Requirements Defini�on 
RMF Step 3: Select Controls SLC Process: System Requirements Defini�on 

SLC Process: System Architecture Defini�on 
SLC Process: Design Defini�on 
SLC Process: System Analysis 
SLC Process: Verifica�on 
SLC Process: Valida�on 

RMF Step 4: Implement Controls SLC Process: Implementa�on 
SLC Process: Integra�on 
SLC Process: System Analysis 
SLC Process: Verifica�on 
SLC Process: Valida�on 

RMF Step 5: Assess Controls SLC Process: Verifica�on 
SLC Process: Transi�on 
SLC Process: Valida�on 
SLC Process: System Analysis 

RMF Step 6: Authorize System SLC Process: System Analysis 
RMF Step 7: Monitor System SLC Process: Opera�on 

SLC Process: Maintenance 
SLC Process: System Analysis 
SLC Process: Disposal 

There is a need for a process that allows federal agencies to address their cybersecurity 
requirements and manage risk as part of the system development life cycle process—
a process that is understood and implementable by systems engineers and systems 
security engineers supporting critical organizational missions. 

 



 

Since systems engineers address cybersecurity problems as part of the overarching mission requirements 
and reflect security solu�ons at the system architecture and design level of detail, the informa�on 
generated during the execu�on of the life cycle processes, in many cases, can provide addi�onal and 
more detailed informa�on for authorizing officials. This can also increase the fundamental assurance or 
trustworthiness in the systems suppor�ng cri�cal organiza�onal missions. 

Choosing the right risk management approach and suppor�ng tools is important to ensure that systems 
are adequately protected, implementors understand how to achieve security solu�ons in their respec�ve 
opera�onal environments, and senior officials have sufficient informa�on to make credible risk-based 
decisions and manage their cybersecurity risks. 
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