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1. Introduction

This preview writeup introduces Adamas, a family of one-round threshold key encapsulation 
mechanism (TKEM) and public-key encryption (TPKE) schemes achieving CCA security2 and 
active security under adaptive corruptions from the MLWE and MSIS assumptions, based on a 
recent work [ZZHLH26]. Adamas comprises two TKEM schemes TKEM1, TKEM2 and one TPKE 
scheme, all built from Regev-style encryption schemes [Reg05; GPV08; LP11] and non-interactive 
zero-knowledge (NIZK) proofs. For thresholdization, TKEM1 uses the Shamir secret sharing 
(SSS) [Sha79] and supports synchronous decryption3 for large-scale parties, while TKEM2 and 
TPKE use the replicated secret sharing (RSS) [ISN87] and support asynchronous decryption for 
small-scale parties.

The NIST Threshold Call [NIST-IR8214C, § 9.2.4.2] expresses a strong preference for provable 
security under adaptive corruptions w.r.t. critical safety properties. Security under adaptive 
corruptions is also particularly relevant to real-world TKEM/TPKE deployments, as practical 
adversaries are more likely to choose corruption targets dynamically based on observed ciphertexts, 
partial decryptions and system behavior, rather than fixing them before the protocol begins.

Our main design goal is to achieve CCA security under adaptive corruptions for TKEM/TPKE, 
while supporting one-round decryption and maintaining efficiency. All our schemes are threshold 
variants of Regev-style encryption augmented with NIZK proofs. To achieve CCA security under 
adaptive corruptions efficiently, we leverage polynomial flooding techniques and develop refined 
security analysis, which enable our schemes to use polynomial-sized smudging noise (rather than 
exponential ones) to limit the leakage of secret-key shares, thus enjoying polynomial modulus. 
To further improve efficiency, TKEM1 uses the optimized Regev encryption variant [LP11]. For 
active security, TKEM1 and TKEM2 achieve security-with-abort based on the Fujisaki-Okamoto 
(FO) transform [FO99; FO13], and TPKE achieves stronger robustness based on NIZK proofs.

Our submission focus on TKEM/TPKE from lattices, aligning with Category S2 of NIST Threshold 
call [NIST-IR8214C]: threshold post-quantum KEM/PKE that are not standardized by NIST.

2. Specification

2.1. Organization

This specification presents three candidate schemes TKEM1, TKEM2 and TPKE for S2, which 
cover threshold constructions for conventional primitives that have not been standardized by 
NIST. All schemes follow a common design framework, achieving one-round threshold decryption, 
CCA security and active security under adaptive corruptions, but they differ substantially in their 
efficiency, supported party scale, decryption setting and achieved active security, as summarized 
in Table 1. The first candidate TKEM1 uses Shamir secret sharing (SSS) for thresholdization, 

2“CCA security” means CCA2 security, where the adversary can make decryption queries throughout the experiment.
3For simplicity, we use “decryption” to denote both decapsulation for TKEM and decryption for TPKE.
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whereas TKEM2 and TPKE use replicated secret sharing (RSS). By submitting all three schemes, 
we seek feedback from the community to determine which design offers a more compelling balance 
of security, performance and scalability for further consideration.

SSS-based Scheme TKEM1. The SSS-based TKEM1 achieves CCA security and security-with-
abort under adaptive corruptions, and supports synchronous decryption for large-scale parties.

RSS-based Schemes TKEM2 and TPKE. The RSS-based TKEM2 and TPKE achieve CCA 
security under adaptive corruptions and asynchronous decryption, but are practical only for small 
party number 𝑁  since the number of shares per party is (𝑁−1

𝑡−1 ). For active security, TKEM2
achieves security-with-abort while TPKE achieves robustness, both under adaptive corruptions.

Table 1: Properties of our three schemes.

 Scheme  Secret
 Sharing  Security  Corruptions  Supported

 Parties
 #Shares
 per Party

 Decryption
 Setting  Active Security

TKEM1 SSS CCA  Adaptive  Large-scale  1  Synchronous  Security-with-abort

TKEM2 RSS CCA  Adaptive  Small-scale (𝑁−1
𝑡−1 )  Asynchronous  Security-with-abort

TPKE RSS CCA  Adaptive  Small-scale (𝑁−1
𝑡−1 )  Asynchronous  Robustness

The specification is organized as follows. We first introduce the syntax and concrete instantiations 
of the required building blocks. We then provide intuition for how these components are combined 
to obtain the complete constructions of TKEM1, TKEM2 and TPKE, together with intuitions of 
how they achieve CCA security and active security under adaptive corruptions.

2.1.1. Regev-Style Encryption

Our TKEM and TPKE schemes are based on the Regev-style PKE scheme [Reg05; GPV08; LP11].

In the basic dual Regev scheme [Reg05; GPV08], encrypting a message 𝜇 under the public key 
pk = Ak yields a ciphertext ct = (c⊤ = s⊤A + e⊤, 𝑑 = s⊤pk + 𝑒′ + Encode(𝜇)), where c is an 
MLWE instance, e, 𝑒′ are MLWE noises, and Encode(𝜇) is an encoding of the message 𝜇 which 
enables correct recovery in the presence of noises.

The optimized Regev variant in [LP11] (the LP11 variant thereafter) replaces pk = Ak with an 
MLWE instance Ak + f, allowing smaller dimensions for A and improving concrete efficiency.

2.1.2. Non-Interactive Zero-Knowledge Proof

To upgrade the Regev-style schemes to CCA-secure ones, we augment their ciphertexts with NIZK 
proofs. Specifically, the encryption algorithm appends a NIZK proof 𝜋 to the original ct = (c, 𝑑)
to prove its well-formedness, and the decryption algorithm verifies 𝜋 before decrypting (c, 𝑑) to 𝜇.

We use NIZK proofs with different properties for the dual Regev scheme and the LP11 variant.
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• For the LP11 variant, we use a simulation-extractable NIZK [Gro06] to prove that (c, 𝑑)
is a valid LP11 ciphertext, i.e., there exists witness (𝜇, s, e, 𝑒′), s.t. c⊤ = s⊤A + e⊤ and 
𝑑 = s⊤pk + 𝑒′ + Encode(𝜇).

• For the dual Regev scheme, we use a one-time simulation-sound NIZK [Sah99; DDOPS01] 
to prove that c is an MLWE instance, i.e., there exists witness (s, e), s.t. c⊤ = s⊤A + e⊤.

Note that the above relations are linear (with small-norm witness), so we can efficiently instantiate 
these NIZK proofs using Lantern [LNP22], together with standard transformations based on 
strongly unforgeable signatures and public-key encryption.

2.1.3. Secret Sharing

Observe that the decryption of the Regev-style schemes is just a linear operation with sk = k, so 
it is friendly to be thresholdized via applying a linear secret sharing scheme like SSS or RSS.

• Shamir secret sharing. SSS [Sha79] is based on Lagrange interpolation, and has excellent 
efficiency properties, i.e., each party holds 1 evaluation of the secret polynomial as the 
secret share. Since both the secret shares and Langrage coefficients have large values, we 
further incorporate the zero-sum mask technique [PKMMPS24; KRT24] when using SSS.

• Replicated secret sharing. For RSS [ISN87], both the secret shares and the reconstruction 
coefficients have small values, so it is particularly suitable for the lattice setting. However, 
each party must hold (𝑁−1

𝑡−1 ) secret shares, so it is practical only for small party number 𝑁 .

2.1.4. TKEM1 in Large-Scale Synchronous Setting

Our TKEM1 is designed in the synchronous setting and its construction goes with two steps. 
Firstly, we use SSS to thresholdize the LP11 variant of Regev encryption augmented with NIZK, 
and equip it with polynomial flooding and zero-sum mask techniques, to achieve CCA security 
under adaptive corruptions. Then, we apply the FO transform to achieve security-with-abort under 
adaptive corruptions. We refer to Figure 1 (the upper part) for an overview of our TKEM1.

More precisely, in the first step, we construct an intermediate threshold PKE scheme as follows.

• Key Generation. This is executed by a trusted dealer. The public key pk = Ak + f is an 
MLWE instance. The secret key share of party 𝑖 ∈ [𝑁] includes an SSS secret share k𝑖 of k.

• Encryption. Given message 𝜇 ∈ ℛ𝑝, we use a simple encoding algorithm Encode(𝜇) = ⌈ 𝑞
𝑝⌋⋅𝜇. 

The ciphertext ct includes the ciphertext (c, 𝑑) of LP11 variant, augmented with a NIZK 
proof 𝜋 showing the well-formness of (c, 𝑑).

• Partial Decryption. Given ct = (c, 𝑑, 𝜋) and a decryption set 𝑆, each party 𝑖 verifies 𝜋, and 
then computes partial decryption ℎ𝑖,𝑆 ∶= 𝜆𝑖,𝑆c⊤k𝑖 + 𝑦𝑖,𝑆 + Δ𝑖,𝑆, where 𝜆𝑖,𝑆 is Lagrange 
coefficient, 𝑦𝑖,𝑆 is a polynomial-sized smudging noise and Δ𝑖,𝑆 is a zero-sum mask.
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Adamas: One-round Threshold KEM/PKE under Adaptive Corruptions
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Figure 1: Modular Architecture of the Proposed TKEM1, TKEM2 and TPKE.

• Combination. Given ct = (c, 𝑑, 𝜋) and {ℎ𝑖,𝑆}𝑖∈𝑆, the combiner recovers the message by 
computing 𝜇 ∶= ⌈𝑝

𝑞 ⋅ (𝑑 − ∑𝑖∈𝑆 ℎ𝑖,𝑆)⌋. The correctness follows from the correctness of the 
LP11 variant, the completeness of the NIZK and the fact that ∑𝑖∈𝑆 Δ𝑖,𝑆 = 0.

Both polynomial flooding and zero-sum mask technique are essential to the security. In particular, 
the smudging noise 𝑦𝑖,𝑆 limits the leakage of the secret key from the term 𝑑 − ∑𝑖∈𝑆 ℎ𝑖,𝑆 when 
combining, and the zero-sum mask Δ𝑖,𝑆 avoids the leakage from the partial decryption ℎ𝑖,𝑆.

In the second step, we further apply FO transform to the above threshold PKE, to achieve active 
security and get our TKEM1. Concretely, let G, H be random oracles. The key generation and 
partial decryption algorithms remain the same. The encapsulation algorithm encrypts a random 
message 𝜇 as above, but using randomness G(𝜇). The ciphertext is ct and the encapsulated key is 
𝐾 ∶= H(𝜇, ct). The combination algorithm first recovers 𝜇 from ct as above, then verifies if ct is 
an encryption of 𝜇 with randomness G(𝜇), and finally outputs 𝐾 ∶= H(𝜇, ct). The re-encryption 
step ensures the combiner either recover the correct encapsulated key 𝐾 ∶= H(𝜇, ct) or abort, 
thus achieving security-with-abort.

As such, we obtain TKEM1 with CCA security and security-with-abort under adaptive corruptions.
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2.1.5. TKEM2 and TPKE in Small-Scale Asynchronous Setting

Our TKEM2 and TPKE are designed in the asychronous setting and their constructions also go 
with two steps. We refer to Figure 1 (the lower part) for an overview of our TKEM2 and TPKE.

The first step (i.e., constructing an intermediate threshold PKE with CCA security under adptive 
corruption) is similar to the first step of TKEM1, except with the following main differences.

• The threshold PKE scheme is based on dual Regev encryption augmented with NIZK proofs, 
and uses RSS to share the secret key.

• As both the secret shares and reconstruction coefficients of RSS have small values, a single 
polynomial-sized smudging noise 𝑦𝑖 (without the zero-sum masks) suffices for the CCA 
security under adaptive corruptions, with the help of our adaptive leftover hash lemma.

The second step include two routes to achieve active security. We can either apply the FO 
transform to get TKEM2 achieving security-with-abort under adaptive corruptions, similar to 
TKEM1, or augment the partial decryption with NIZK proofs to get TPKE achieving robustness.

As such, we obtain TKEM2 with CCA security and security-with-abort under adaptive corruptions, 
and obtain TPKE with CCA security and robustness under adaptive corruptions.

2.2. System Model

For all our schemes, we assume a trusted dealer for key generation and secret-share distribution, 
i.e., the dealer shares the secret key among 𝑁  parties using secret sharing scheme and securely 
distributes the corresponding share to each party. For TKEM1, parties are connected with 
synchronous and authenticated channels with guaranteed message delivery. For TKEM2 and 
TPKE, parties are connected with asynchronous and authenticated channels.

To decrypt a ciphertext, each participating party independently runs the partial decryption algorithm 
to generate its decryption share ℎ𝑖. The shares {ℎ𝑖}𝑖∈𝑆 are sent to a designated combiner, which 
invokes the combination algorithm to recover the message or encapsulated key.

2.3. Security

We consider security against active adversaries, offering either security-with-abort or the stronger 
guarantee of robustness. Security-with-abort ensures that an honest combiner can either recover 
the correct message (resp. encapsulated key) or return ⊥. Robustness additionally enables the 
combiner to verify individual partial decryptions to detect and reject invalid ones.

For all our schemes, we consider game-based CCA security under adaptive corruptions without 
secure erasures. It requires the hardness for a probabilistic polynomial-time adversary to distinguish 
the encryption of 𝜇0 and 𝜇1 (resp. the real key encapsulated in the challenge ciphertext or a 
uniformly random one) with non-negligible advantage, even if the adversary can adaptively obtain 
(1) the partial decryptions of any ciphertexts including the challenge ciphertext, and (2) secret key 
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shares and the randomness used in previous partial decryption queries. To avoid trivial attacks, 
the total number of corrupted parties and obtained partial decryptions of the challenge ciphertext 
must be less than the threshold 𝑡.

All our schemes achieve CCA security and active security under adaptive corruptions based on 
the MLWE and MSIS assumptions in the random oracle model. We refer to [ZZHLH26] for more 
details of the security analysis of our submissions.

3. Open-Source Implementation

Our submission builds on our very recent work [ZZHLH26], so no open-source implementation 
is currently available. For the final submission, we plan to develop an optimized open-source 
implementation. Since our constructions rely on well-studied and highly optimized components, 
including Regev-style encryption schemes and NIZK proofs, we do not anticipate significant 
implementation, testing, or reproducibility challenges.

4. Experimental Performance Evaluation

In Table 2, we present estimated efficiency including the ciphertext size |ct| and the partial 
decryption size |ℎ𝑖| per user of all our submitted schemes for 128-bit security levels under different 
settings of party number 𝑁  and threshold 𝑡.

Table 2: The estimated efficiency of schemes TKEM1, TKEM2 and TPKE. The sizes are estimated 
assuming that the CCA adversary makes at most 260 partial decryption queries. The efficiency of 
TPKE is estimated in the semi-honest setting, i.e., without the NIZK proofs for robustness.

 Scheme  Party Number 𝑁  Threshold 𝑡  Ciphertext Size |ct|  Partial Decryption Size |ℎ𝑖|

TKEM1  1024 ≤ 1024  101 KB  1.87 KB

  TKEM2 & 
TPKE

 8  4  170 KB  86 KB
 16  2  158 KB  38 KB
 16  8  178 KB  16.4 MB

5. Licensing, Patent Claims, and Funding

License. We intend to release our future reference implementation under the Apache License.

Patents. None.

Funding. National Cyber Security-National Science and Technology Major Project (2026ZD1500900), 
National Cryptologic Science Fund of China (2025NCSF01009), National Natural Science Founda-
tion of China (62572295, 62522212), and National Key R&D Program of China (2025YFA1017100).
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6. Comparison with Other Submissions

In this section, we compare our Adamas with [DLNPY21] and other submissions of Categories S2.

Comparison with [DLNPY21]. To our best knowledge, the construction in [DLNPY21] is the 
only prior lattice-based TPKE scheme that achieves CCA security under adaptive corruptions. 
However, its security proof requires a super-polynomial modulus-to-noise ratio, which weakens the 
hardness of the LWE assumption and reduces efficiency. Their work is theory-oriented and only 
provides an asymptotic estimation. They [DLNPY21] leave the construction of an LWE-based 
TPKE scheme that is secure under adaptive corruptions with a polynomial modulus as an open 
problem. This open problem is resolved by our recent work [ZZHLH26] and our Adamas family.

Comparison with Amber. Amber [BPLP26a] is a lattice-based TKEM based on the BCHK+ 
transformation [LP25] and has compact ciphertext sizes. BCHK+ transformation compiles a 
threshold identity-based encryption (TIBE) and an one-time signature to a CCA-secure TKEM. 
Due to the underlying three-round TIBE, Amber’s decryption process also requires three rounds. 
Our Adamas has relatively larger ciphertext sizes but only requires a single round interaction for 
decryption. Regarding security, the latest ePrint version of [BPLP26b, Footnote 5] notes that 
its prior version wrongly stated that the SSS-based TPKE scheme in Amber [BPLP26a] can be 
proven secure against adaptive corruptions. Thus, Amber only achieves CCA security under static 
corruptions. In comparison, all our schemes achieve CCA security under adaptive corruptions.

Comparison with SplitKey. The Split-decryption protocol of the SplitKey submission [LPSVM+26] 
is a quantum-vulnerable, two-party, server-assisted TPKE scheme based on the threshold ElGamal 
encryption and NIZK proofs. It proves security in the universal composability framework under 
static corruptions based on the one-more computational Diffie-Hellman assumption. In comparison, 
our Adamas targets lattice-based (𝑡, 𝑁)-TPKE and TKEM with post-quantum security.

Comparison with PQarrots. The Kea protocol of the PQarrots submission [AABBB+26] is a 
post-quantum secure TPKE scheme. It proves restricted CCA security and identifiable-with-abort 
under static corruptions in an idealized group-action model. Their decryption requires 𝑂(𝑡)
interaction rounds. In comparison, our Adamas achieves CCA security under adaptive corruptions 
with only one-round decryption.
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