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1. Introduction
We plan to submit a package to the NIST MPTC call describing the DKLs threshold ECDSA key 
generation and signing protocols [DKLs24], which fit within categories N4.1 and N1.2, and offer 
the following features:

• Three-round signing with optional preprocessing. The first round can always be preprocessed. 
The first two rounds can be preprocessed if the signing of nonce-dependent messages is 
permitted. This structure is optimal for any protocol that guarantees unbiased nonces 
and that is black-box in the signing curve. Although preprocessing is an option, it adds 
implementation complexity, and so we make no recommendation that it be used.

• Scalability: DKLs is designed for and has been verified to achieve concrete efficiency in 
a wide range of deployment scenarios. These include deployments to hundreds of parties 
scattered across the globe, and deployments to power-constrained devices such as embedded 
hardware and low-end mobile phones.

• Security: DKLs is proven to composably realize an ideal functionality that computes ECDSA 
signatures exactly as specified by NIST. This security guarantee is easy to reason about and 
allows the signatures our protocol produces to be used anywhere the signatures of a trusted 
signer could be.

• Modularity and Conservative Design: DKLs is constructed and proven secure in a modular 
fashion, using building blocks that are standard to the literature of multiparty computation. 
In particular, oblivious transfer (OT) and OT extension, vector oblivious linear evaluation 
(VOLE), and commitments. The security of the top-level protocols and their building blocks 
follows exclusively from the security of NIST-standardized symmetric-key primitives, plus, in 
the case of OT, the Diffie-Hellman assumption on the signing curve.

This submission updates the original DKLs signing protocols [DKLs24] with improvements and cor­
rections subsequently introduced by Asharov [Ash26], Segev [Seg26], and Doerner and Roy [DR26], 
and includes recommended instantiations for all necessary building-blocks. At least three inde­
pendent open-source implementations of the DKLs protocols exist at present, in addition to a 
number of commercial implementations.

2. Specification
• Organization:

The document begins by specifying the interfaces for a number of cryptographic objects 
which are either used to construct or satisfied by the concrete cryptosystems enumerated 
below. These interfaces will be consistent between each object’s ideal functionality (which 
defines its security) and its concrete instantiation. In addition to the interface, the code of 
each object’s ideal functionality will be specified.

Next, the document specifies the following concrete cryptosystems, which are recommended 
for use as sub-protocols in the main key generation and signing protocols.
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1. Instantiations for the pseudorandom function (PRF) and random oracle (RO) utilized 
by the other cryptosystems.

2. A simple commitment scheme which depends upon the random oracle [CDGLN18].

3. The Endemic OT protocol, which depends upon the random oracle [MR19].

4. The Softspoken oblivious transfer extension (OTE) protocol [Roy22], which depends 
internally upon oblivious transfer and the random oracle.

5. The DKLs vector oblivious linear evaluation (VOLE) protocol [DKLs24; DR26], which 
depends internally upon oblivious transfer (extension) and the random oracle. In 
addition to the specification of the protocol, we will include a table of parameterizations 
to match all standardized signing curves and several statistical security levels, and 
proof that the parameter choices achieve the desired level of security.

Finally, the document specifies the main protocols of interest, which make use of the 
components enumerated above.

6. The DKLs key generation protocol [DKLs24], which depends upon commitments and 
additionally uses Shamir sharing.

7. The DKLs threshold ECDSA signing protocol [DKLs24], which depends upon commit­
ments, VOLE, and key generation, and additionally uses Shamir sharing.

8. Optional proactive state-refresh protocols.

• System model: The protocol is designed to tolerate a dishonest majority of signers. Thus, 
for 𝑛 total system participants, the number of signers 𝑡 can be chosen freely in [2, 𝑛], and the 
number of corruptions tolerated is 𝑡 − 1. In the notation of [NIST-IR8214C, Appendix C.3], 
DKLs is appropriate for (and has been tested against) profiles 𝑛2, 𝑛3𝑓D, 𝑛S𝑓D, 𝑛M𝑓D, 
and 𝑛L𝑓D. DKls is also appropriate for the honest majority (h) and honest supermajority 
(H) settings. We expect signing to require more than one second (but less than one minute) 
in the “enormous” (E) setting, which may be tolerable in some applications.

The trusted setup assumption consists only of a global random oracle, which will be realized 
concretely using the same SHA2 hash function specified by ECDSA itself. The signing 
protocol uses only authenticated, asynchronous point-to-point channels. The key generation 
protocol additionally uses private authenticated asynchronous point-to-point channels.

The only mandatory long-term state that participants must hold is their shares of the secret 
key. Any pair of parties who can keep additional pairwise state can improve the efficiency 
of their interactions for the duration of time that they can keep such state. This pairwise 
state can be deleted without compromising security.

• Security: Security for the protocol is formulated in the Universal Composability (UC) 
model [Can01]. The protocol is proven to realize an ideal functionality that outputs ECDSA 
signatures exactly according to the NIST specification, in the presence of a malicious 
adversary that statically corrupts any number of participants that is less than the threshold. 
The functionality does not permit nonce bias, nor does it permit the message to depend 
upon the nonce. The functionality does permit the adversary to induce selective aborts, but 
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the key-generation component of the functionality guarantees that if any honest party does 
not receive a well-formed share of the secret key, then the honest parties abort unanimously.

The security proofs for each of the sub-protocols are independent of one another. The 
team will produce machine-checkable proofs of the major components, in addition to the 
extant paper proofs. When all of the sub-protocols are considered, security holds under 
the Diffie-Hellman assumption on the signing curve, regardless of whether ECDSA is a 
secure signature scheme. If it is assumed that ECDSA is existentially unforgeable, then 
the protocol additionally realizes a generic threshold signature functionality and satisfies 
game-based unforgeability [CDLLR25].

The protocol supports several optional features with impacts upon security:

– Proactive refresh is supported with the addition of a refresh protocol. The basic key 
generation and signing protocols need not be altered, and pairwise state (if kept) can 
be refreshed independently of key-shares [KMOS21].

– The signing protocol can be configured to support presignatures (i.e. the preprocessing 
of the first two rounds), in which case it realizes a functionality that allows the parties 
to supply the message to be signed after the nonce is revealed. We stress that in 
this case, unforgeability is not known to follow from the standard unforgeability of 
single-party ECDSA signatures. Nevertheless, this mode may be desirable since only 
one highly-efficient round of communication must occur after the message is supplied. 
We make no recommendation that presignatures be used.

3. Open-Source Implementation
1. Code structure: Our reference implementation will be written in the rust language, and 

will include modules for each of the interactive protocols specified in the document: OT, 
OTe, VOLE, key generation, and signing. Code will also be included to manage session 
identification, random oracle querying, and commitments. As a bundled dependency, we 
will supply a rust-based implementation of the necessary field arithmetic and elliptic curve 
operations, and our implmentation will include a testing harnass which allows for the easy 
benchmarking of our protocol on many machines over the internet.

In addition to the rust-based reference implementation of our protocol, we will include 
easycrypt-based machine checkable proofs of security for the signing and VOLE protocols, 
and a lean-based machine-checkable proof for the parameterization of the VOLE protocol.

2. Code progress and availability: We have a fully-functional in-house implementation, but 
it requires minor updates before public release. Additionally, several independently-developed 
open-source implementations are available via public git respositories. A preliminary version 
of our machine-checkable proof for the VOLE parameterization is already available via git.2

2See https://codeberg.org/abhvious/scholia/src/branch/main/lhl. Note that the lean code of this proof was 
developed with LLM assistance.
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 Parties 2 3 4 8 16 32 64 128 256

 LAN 4.0 6.1 8.4 19.0 39.6 81.3 169.5 334.2 686.2
 US WAN 105.3 108.2 113.7 125.8 183.0 348.6 749.8
 Global WAN 494.9 503.6 532.0 623.1 1, 326.4

Table 1: Average Wall-clock Times in Milliseconds for Signing.

3. Implementation of the networking model: Our signing protocol requires only au­
thenticated point-to-point channels, and our key generation protocol requires only private 
and authenticated point-to-point channels. Consequently, our code generates the logical 
messages of our protocol and their addressees, and any secure point-to-point channel 
implementation can be used to deliver them. We provide a testing harnass that performs 
message delivery using a standard rust library for TLS channels.

4. Testing: Our protocols are simulation-secure, and the simulators contain precise descriptions 
of the conditions under which malicious behavior should trigger an abort (or otherwise 
noticeable deviation the distribution of an honest protocol execution) in the ideal world. 
We can generate comprehensive3 test cases for malicious behavior by enumerating these 
conditions and explicitly triggering each one. The modularity of our protocol allows this 
process to be performed for each individual building block. Test vectors can similarly be 
specified for each individual building block.

4. Experimental Performance Evaluation
1. Performance:

In 2023, benchmarked our in-house implementation in three network settings, which we will 
refer to as LAN, US WAN, and Global WAN. Each party was allocated a single Google 
Cloud Platform n2d-highcpu-8 node, running Debian 11. In the LAN setting, latency was 
measured at 0.4ms. In the US WAN setting, the parties were divided equally among four 
datacenters in South Carolina, Nevada, Iowa, and Virginia, and the longest observed latency 
among these four was 60ms. In the Global WAN setting, the parties were divided equally 
among the four aforementioned US datacenters, plus datacenters in Montréal, São Paulo, 
London, the Netherlands, Zurich, Israel, Mumbai, Singapore, Taiwan, Seoul, Tokyo, and 
Sydney. The longest observed latency among these sixteen was 329ms. In each setting, we 
varied the number of parties (keeping an equal number in each datacenter) and collected at 
least 60 samples. Average wall-clock times for signing are reported in Table 1.4

2. Platform:

3Comprehensive in the sense that we cover a constant number of instances of each individual condition that should 
trigger an abort; we note that this is a sanity check only and by no means a guarantee in the same sense that 
formal verification of the code base would be.

4Note that these numbers are provisional, and the performance of our final reference implementation may differ.
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Due to its reliance primarily on symmetric cryptography, plus a small number of operations 
in the signing curve, DKLs is appropriate for use on weak or power-constrained, including 
phones. No challenges are expected with regard to the baseline platform.

5. Licensing, Patent Claims, and Funding
1. The core code of our reference implementation, which includes all protocols described in 

this document, will be available under the Apache license. It depends upon a number of 
rust crates for features such as multi-threading; all of these crates are available under the 
Apache, BSD, or MIT licenses.

2. The team is not aware of any patents with claims covering the content of the planned 
submission. The team commits to avoid the pursuit of such patents in the future.

6. Comparison with Other Submissions

6.1. Differentiating Philosophy of Design
In order to minimize the surface area of potential specification, analysis, and implementation 
errors, this submission strives for minimal complexity while retaining strong security and concrete 
efficiency guarantees. Accordingly, it avoids the use of broadcast channels and synchrony entirely, 
restricts the use of private channels to one specific round during key-generation, and uses only 
symmetric cryptographic primitives previously standardized by NIST, along with operations on the 
NIST-standardized signing curve. In order to minimize the risk of insecurity due to advances in 
cryptanalysis, the security of this submission relies only upon the Diffie-Hellman assumption in the 
signing curve, and upon the security of symmetric-key primitives. In other words, this submission 
prioritizes a conservative approach to security.

DKLs is carefully constructed to avoid the use of sigma protocols or other zero-knowledge proofs, 
which enables it to achieve composable security without the use of straight-line extraction compilers 
and their associated overhead. It does not require extraction of secret key shares during the key 
generation protocol, which guarantees that the signing protocol remains secure even if combined 
with key generation protocols other than the one specified in our submission.

Notably, this submission forgoes advanced security properties such as identifiable abort and 
guaranteed output delivery, although routes toward enhancing the DKLs protocol to achieve these 
are known [CDKS24]. In the dishonest majority setting, these properties imply an authenticated 
broadcast channel, with all of the complexity such a broadcast channel entails in practice.

6.2. Specific Comparison
• CGGMP [CGGMP20]. This scheme addresses an identical threshold profile to our own, 

but to the best of our knowledge it only supports 𝑛-out-of-𝑛 signing under the security 
proof provided in the paper, whereas DKLs supports 𝑡-out-of-𝑛 signing for any 𝑡 ∈ [2, 𝑛]. It 
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also contains one major building block (VOLE) which overlaps with a building block we 
specify, although the authors of CGGMP recommend a different instantiation of VOLE 
than we do. CGGMP requires a reliable, authenticated broadcast channel.5 It makes use of 
number theoretic components, including integer commitments and homomorphic encryption, 
and requires the acceptance of number theoretic assumptions. It also requires several 
zero-knowledge proofs during setup and pre-signing.

Both CGGMP and DKLs are proven secure in the UC model. Using the taxonomy 
of [CDLLR25], CGGMP realizes a type-two (or possibly type-four) ideal signature func­
tionality with adaptive security. DKLs simultaneously realizes a type-three functionality 
and a type-four functionality, both with static security. CGGMP achieves identifiable abort, 
whereas DKLs does not attempt to do so. However, because the CGGMP security proof 
only covers 𝑛-out-of-𝑛 signing at the time of writing, identifiability does not necessarily 
imply that CGGMP is able to recover from failures.

A recent update to CGGMP adopts the same three-round structure originally introduced by 
DKLs. Therefore, both protocols are capable of signing in three rounds of communication. 
If configured for presignatures, both require one round to sign, and CGGMP requires three 
rounds to pre-sign, whereas DKLs requires two. We expect CGGMP to outperform DKLs in 
terms of bandwidth, and DKLs to outperform CGGMP in terms of computational costs.

• BAM [ABCGJM26]. For assumptions and building blocks, see our notes on CGGMP, but 
note that as a two-party-only protocol, BAM does not require broadcast. BAM satisfies only 
a game-based notion of security, and only in the generic group model. The security game 
defined by BAM permits adversarial nonce bias and nonce-dependent signatures, but in 
compensation for this, BAM requires only two rounds of interaction, whereas DKLS requires 
three if it is not configured for presignatures or pipelining.

• THE CLASH. This scheme addresses an identical threshold profile to our own. THE CLASH 
requires a reliable, authenticated broadcast channel.5 It makes use of class-group-based 
homomorphic encryption, and requires the acceptance of related class-group assumptions. 
It also requires several zero-knowledge proofs (including during signing).

THE CLASH satisfies only a game-based notion of security, and requires five rounds to 
produce a signature.6 We expect THE CLASH to outperform DKLs in terms of bandwidth, 
and DKLs to outperform THE CLASH in terms of computational and latency-induced costs.

• TECLA [CCLST19]. For assumptions and building blocks, see our notes on THE CLASH, 
but note that as a two-party-only protocol, TECLA does not require broadcast. Like DKLs, 
TECLA realizes a type-three7 threshold signature functionality; however, its security proof is 
only known to hold in the standalone model. It is not known to be concurrently composable.

5 We do not know of a proposed or extant standard for realizing a broadcast channel at the time of writing.
6We are unsure whether THE CLASH supports presignatures or identifiable abort, but we find both likely.
7See the taxonomy of [CDLLR25].
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