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1. Introduction

The reasons to consider U0V [KPG99] for thresholdization are twofold. First, it is widely considered
the most interesting multivariate scheme for practical deployment, as illustrated by the fact that
four UOV-based schemes, modern UOV, Mayo, QR-UQV and SNOVA [BCHKPSY23; Beu21; FIKT21;
WTKC22], have been selected in May 2026 for the third round of the ongoing NIST additional
post-quantum signature process [Nat22]. Secondly, as shown by Cozzo and Smart [CS19], threshold
U0V is relatively simple compared to other post-quantum signature schemes, as it reduces to
securely solving a shared linear system.

The main starting point of DUQV is a variant of UOV with a pre-signature, proposed by Shim, Lee,
and Koo [SLK22]. They observed that the entire message-independent computation of a UOV
signature can be moved into a reusable, secret-shared pre-signature (Section 3), computed once
in advance, as is classically done for pre-signing in threshold ECDSA [GS21]. Online threshold
signing for DUOV then reduces to a sequence of purely local linear operations on shares, followed
by a single MPC broadcast. The offline part can then be carried out independently and requires
securely inverting a linear system, which can be done with state-of-the-art techniques, e.g. [CS19;
NIS24]. We note that vinaigrette [NIS24], the first threshold UOV-based submission to the
MPTC process, also extends the offline/online pre-computing idea to threshold U0V, and the
differences are discussed in Section 7.

We also evaluate DUOV on a genuine wide-area network rather than a local network emulation:
we implement DUOV in Common Lisp and deploy it across up to 16 geographically distinct AWS
regions, connected over the public internet with its intercontinental latency. For networks of 2
to 16 parties and 1000 signatures per configuration. Our results show that online signing time
closely tracks the maximum measured pairwise latency among participants, confirming that the
one-round protocol remains fast under realistic wide-area conditions, with network delay, rather
than computation, dominating its cost.

2. Specification

Organization. The specification will be organized in four independent parts. Part | recalls UOV its
trapdoor, the pres-signing version, together with the shared linear-system-solving building blocks.
Part Il is the core technical contribution: the decomposition of a UOV signature into a message-
independent pre-signature and a message-dependent finishing step, and the two associated MPC
protocols, PreSign and SignFromPreSig. Part Il will discuss the security, including algorithmic
hardness of the chosen parameters and security proofs of MPC protocols used. Finally, Part IV will
describe the distributed implementation and its evaluation on a genuine wide-area network.

System model. We consider N parties holding an additive secret sharing [-] of a UOV secret
key, communicating over a synchronous network in which the adversary may observe, delay, or
drop messages at will. The threshold structure is presently an (IV, V) /dishonest-majority one and
we plan to discuss (¢, N) profiles in the full specification. The pre-signing split introduces two



DUOV: A Dressing in Advance for Threshold UOV with Pre-signing Preview Writeup (version 1.0)

sub-phases: an offline pre-signing phase, run before the message is known, which samples a shared
vinegar vector, inverts the corresponding coefficient matrix using the shared-linear-system solver,
and stores the resulting pre-signature; and a lightweight online phase, run once the message is
known, that consumes exactly one pre-signature.

Security. DUQV inherits its security from the components it builds on. In the offline phase,
PreSign will probably reuse a state-of-the art shared-linear-system machinery such as in [NIS24;
ABV26]. In the online phase, once a pre-signature is fixed, SignFromPreSig performs only local
linear operations on shares followed by a single opening of the signature itself — a public value —
so this step adds no leakage beyond that of a classical, single-party UOV signature. The current
prototype targets passive security; the full specification will additionally discuss active security
(e.g., via authenticated /SPDZ-style shares and a MAC-check protocol). Note that, as mentioned in
[SLK22], a pre-signature must never be reused across two messages, as is standard for nonce-like
threshold signatures.

3. High-Level Description of the Scheme

DUOV lifts a UOV version with pre-signature proposed by [SLK22]. We describe this version in
Section 3.2, which requires recalling well-known results about UOV in Section 3.1.

3.1. Unbalanced Oil and Vinegar

MPKC [DPS20] refers to public-key schemes whose security reduces to the NP-hardness [GJ79] of
solving systems of multivariate quadratic equations (MQ problem). The Matsumoto—Imai (MI)
framework [MI88] gives a generic construction for such schemes from a structured non-linear inner
map f: ;) — F7* that is easy to invert, composed with two secret invertible linear maps S and
U, applied to the input and output respectively, that hide this structure. The public key is then
P =Uof oS, whose inversion is hard without knowledge of S, U, and the structure of f.

Unbalanced Oil and Vinegar (U0V), proposed by A. Kipnis, L. Goubin and J. Patarin [KPG99],
is a particular instantiation of the MI framework where the inner map f = (fy,..., f,,) €
F,lzy,...,7,]™ becomes linear once a particular subset of variables, the so-called vinegar variables,
are fixed. The inner non-linear system can thus be solved efficiently by randomly sampling the
vinegar variables and then solving the resulting linear system for the remaining unknowns, the
so-called oil variables. The public key 7 is obtained as in the MI framework, with the outer linear
map U taken to be the identity.

In [Beu21], the author restated this traditional presentation of the UOV trapdoor in an equivalent
form by introducing the vanishing subspace of a multivariate quadratic map. We shall say that a
linear subspace O of [y is a vanishing subspace of 7 : by — F* if :

Yo €O, P(0)=0,, (1)
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In this setting, the public key remains the multivariate quadratic map 7 : [/ — F(", but the
corresponding secret key is now a vanishing subspace O C I of dimension m (the oil space).

3.1.1. Key Generation

To generate the key pair (#,0) with 7 : ;) — F" and with O C [y a vanishing subspace of
dimension m (Definition 1), we first generate a random basis of (J in systematic form, namely a
basis of the form:

O’U m nxm vXM
( 1; ) e Fy*™, where O, € F*™ and v =n —m. (2)
The components py,...,p,, € F [zy,...,7,] of P are then constructed as:
(1) (2)
pi(x) = XTQiX7 Qz = ((?Z 8%&) = [ngnv I <i<m, (3)
mxuv 7

with x = (2, ..., z,,), and where Q,E-l) € F5*? is upper triangular, QEQ) € Fg*™ is arbitrary, and

Q'? = Upper(—O0TQ"0—-0TQ\) € F7*™. The subspace O generated as in (2) is then a
vanishing subspace of the map defined by (3).

3.1.2. Signature Generation and Verification

The UQV signature for a message msg € {0, 1}* is given by a vector s € Iy and a fixed-length bit
string salt € {0, 1}!*"st such that

P(s) = H (msg||salt),

where J( : {0,1}* — F* is a hash function.

The UOV trapdoor is based on the result below, demonstrating that the knowledge of the vanishing
subspace allows one to compute a valid signature by solving a linear system.

Lemma 1. Letv=n—m, O € ™™ be a systematic basis of a vanishing subspace of dimension

m asin (2), and Qq, ..., Q,, € F*" be the matrices defining P : I} — T asin (3). Letv € [y,
_ 0]

xelby, v= <OV> elby, ando = (1

m m

) x € . Then, for allh = (hy,..., h,,) € F

P(V+o)=h iff A, x=Dh,

A,

where A, = ( :
Am

A, =vTS, e FL", where S; == (Q}" + Q\" O + QP € F*™, for each 1 <i <m,

) and b’ = (hy —v'QWUv, ... h,, — vIQWV), with each row vector
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To generate a signature of msg € {0, 1}*, the signer samples a random pair (v,salt) € Fg x
{0, 1}!nsai and solves the linear system of Lemma 1 with h = ' (msg||salt) € 7. If the system
has no solution, the signer resamples the vinegar vector v (and a fresh salt) and retries until
a solution exists. Finally, the signer recovers the signature s = v+ o € 7, with v,0 as in
Lemma 1.

3.2. UOV with Pre-Signing (Single-Party)

As discussed by [SLK22], one can do most operations in an offline phase. Let (P, ) be a UOV
key pair, with 7 : B¢ — F" the public map defined by quadratic polynomials py,...,p,, €
F,lz1,.-,2,], O CFy avanishing subspace of 7 of dimension m, and Qg, ..., Q,, € F7*" the
matrices defining 7 as in (3). Let also 7 : {0,1}* — F7* be a hash function and O ey m
be the matrix defining a systematic basis of O:

vXm

(Olvxm) € by ™, with v =n—m.

m

According to Lemma 1, a UOV signature (o, salt) € 7 x {0, 1}/"t of a message msg € {0,1}*,
with h = (hy, ..., h,,) = F(msg||salt) € [, satisfies P(s) = H(msg|[salt) and has the form:

Uz(v—l—Ox)’ (4)

X
where v € [ is sampled at random and x € F" solves the linear system
A x =Db, (5)

of Lemma 1, instantiated with the sampled v and h.

The key observation is that the right-hand side b can be split into a message-independent part
and a message-dependent part:

b=b, +h, (6)
with b, = (—VTQ(ll)V, . —VTQ%)V) ey
Note that the vinegar vector v is sampled randomly and independently of the message. The usual

implementation of UOV generates this vector on demand, retrying until the matrix A, of the linear
system (5) is invertible. Instead, we can pre-sample one or several vinegar vectors v € [y such

that A is invertible, and store the inverse A’ ahead of time. The solution x of the linear system
(5) is then decomposed as

x = x, + Ay h, with x, = Aj'b,. (7)

Substituting (7) into (4), a UOV signature o can be decomposed as o = 7, + 0, Where

_ (v+OADb, _ (OA7'h
Upre - A\_rlbv ) Upost - A‘_,lh :
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Here o ,. depends only on v and is independent of the message, while o, is a linear function

of the digest h.

Hence, when x,, A_!, and OA! are all secret-shared among the N signing parties (PreSign pro-
tocol), completing it into a signature online can be done combining shares linearly (SignFromPreSig
protocol).

4. Open-Source Implementation

Code structure. The current prototype is implemented in Common Lisp, chosen for its mal-
leability, its debugging tools, and the balance it offers between high-level constructs and low-level
performance control. It depends on tiny-AES-c (exposed through a CFFI foreign-function
wrapper) for seed expansion, and on the Common Lisp libraries CFFI, USOCKET (network pro-
gramming), Bordeaux-Threads (multithreading), Alexandria, and nibbles (reading values
from octet-addressed data), managed through Quicklisp. It is compiled and run with SBCL.

Code progress and availability. The prototype currently implements and benchmarks the
online signing step of SignFromPreSig (from a precomputed, secret-shared pre-signature) for MPC
networks of 2 to 16 parties using additive secret sharing over [ ,s, instantiated with the UOV-Ip
parameter set [BCHKPSY23]. It does not yet include a public repository; we plan to publish
the DUQV core code, under a permissive open-source license, ahead of the package-submission
deadline.

Implementation of the networking model. We tested DUOV on a locally emulated network
where all participants are processes on a single machine, communicating via network sockets on
the loopback interface. For our evaluation (Section 5), the 16 participants ran on distinct AWS
EC2 instances located in different geographic regions, connected over the public internet through
a WireGuard VPN for ease of addressing and confidentiality of the communication channel against
external eavesdroppers.

5. Experimental Performance Evaluation

Performance. Figure 1 reports the mean wall-clock time to sign from a pre-signature for the
UOV-Ip parameter set, over 1000 signatures per party count. We compare a control environment,
where all N € {2,...,16} parties are emulated on a single 32-core machine (Scaleway POP2-HC-
32C-64G, communicating over loopback), against a test environment where each party runs on
its own AWS t3.small instance in a distinct region. Signing time grows mildly with N in the
control environment, matching the fact that opening the final signature share requires an all-to-all
broadcast. In the test environment, signing time is markedly higher and tracks the maximum
pairwise latency among the currently-benchmarked participants (also plotted in Figure 1) rather
than the number of parties: since the MPC broadcast for UOV-Ip carries only log, |F}:%| = 896 bits,
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easily fitting one network frame, this confirms that intercontinental latency — not local computation
— is the dominant cost of the online phase. This is, to our knowledge, the first demonstration that
a one-round threshold multivariate signing protocol remains practical under genuine wide-area
network conditions.

| — wide area network o __o—,
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Figure 1: Mean time to sign UOV-Ip from a pre-signature, by number of participants, in the control
(local) and test (wide-area) environments, together with the maximum measured latency between
participants in the test environment.

Platform. Our test environment (16 AWS t3.small instances, 2 virtual CPUs and 2 GB of RAM
each, one per targeted region) intentionally departs from the single-computer baseline platform
(16 cores, 64 GB of RAM) mentioned in the compilation of public comments [PubComs2PD] on
the 2pd, since our goal is precisely to measure the effect of realistic wide-area latency rather than
raw single-machine throughput. For comparability with other submissions, we plan to also report,
in the package submission, results obtained by emulating DUOV on the NIST baseline platform
itself.

6. Licensing, Patent Claims, and Funding

We intend to release the core code of DUOV under a permissive open-source license (e.g., Apache 2.0
or GPL licenses). lts external dependencies (Section 4) are themselves distributed under permissive
open-source licenses. To the best of the team's knowledge, no member holds, has applied for, or
is aware of, patent claims that would cover the contents of this submission.
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7. Comparison with Other Submissions

As discussed, pre-computing the message-independent part of UOV signing was first exploited in the
single-party setting in [SLK22]. DUQV extends this idea to the multi-party setting. Concurrently
and independently of our work 2, vinaigrette [NIS24; ABCN26] bring the offline/online pre-
computing idea to threshold UOV: they pre-calculate the matrix inverse and move salt generation
offline. In comparison to vinaigrette, our variant absorbs the vinegar vector entirely, allowing a
linear operation performed online in vinaigrette to be done offline in DUOV.

2DUOV was first presented in the master thesis of the third author in 2023 and presented at a French conference
(https://indico.math.cnrs.fr/event/9364 /attachments /3984 /6419/2023 /ProgrammeJC2.pdf) the same year. A
paper describing DUQV is also under submission


https://indico.math.cnrs.fr/event/9364/attachments/3984/6419/2023/ProgrammeJC2.pdf
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