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1. Introduction

In this work, we describe FROST (Flexible Round-Optimized Schnorr Threshold Signatures) [KG20; 
BCKMTZ22] a two-round threshold signature scheme that thresholdizes the EdDSA signature 
scheme. The upcoming submission of this threshold scheme fits within Category N1.1 (EdDSA) 
of the NIST Threshold Call.

FROST addresses the need for efficient threshold EdDSA signing operations, while ensuring 
strong security properties without limiting the parallelism of signing operations. FROST signing 
operations can be performed in two network rounds, or optimized to a single-round variant with 
preprocessing.

Here, we describe the two-round version of FROST. However, implementations may perform the 
first round in a batched setting, allowing the scheme to be used in a manner where online signing 
requires only a single round of communication.

2. Specification

2.1. System Model

We assume the following when describing FROST:

• Idealized Key Generation via Shamir Secret Sharing. We model key generation as 
an idealized functionality that outputs Shamir secret shares sk𝑖 of a private signing key 
corresponding to a public key PK, where 𝑛 total parties receive their respective secret 
signing key share, and a threshold 𝑡 parties are required to perform signing. We assume that 
each signing participant is initialized with their respective secret key share, the public key 
shares of all other participants, and the joint public key PK representing the group (after 
key generation has completed).

• Coordinator Role. We model message passing between participants via a centralized 
coordinator. The coordinator is trusted to not perform denial-of-service attacks by dropping 
messages, but otherwise the coordinator is untrusted.

2.2. Protocol Approach

FROST signing can be performed either in two online rounds, or one online round, after performing 
the first round using preprocessing. Then, a final stage to perform aggregation is required, at 
which the joint signature is output. The scheme is defined with respect to the domain-separated 
hash functions Hnon and Hsig.

Note that while FROST assumes that randomness generated during the first round of signing 
is used at most once during the second round of signing, it does not assume that participants 
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maintain consistent session identifiers. Moreover, each participant performs the first round of 
signing independently.

Round One. We next describe the first signing round of FROST as the non-preprocessing variant.

Each party with identifier 𝑘 ∈ {1, … , 𝑛}, where 𝑛 is the total number of parties, samples two 
nonces (𝑟𝑘, 𝑠𝑘)

$
← ℤ2

𝑝 uniformly at random, and then derives the corresponding commitments 
𝑅𝑘 ← 𝑔𝑟𝑘 , 𝑆𝑘 ← 𝑔𝑠𝑘 , where 𝑔 is the generator. They store (𝑟𝑘, 𝑅𝑘, 𝑠𝑘, 𝑆𝑘) in their internal state, 
and output (𝑅𝑘, 𝑆𝑘).

Round Two. All participants in a signing coalition 𝐶 ⊆ [𝑛], |𝐶| ≥ 𝑡, accept as input a message 
𝑚, the coalition 𝐶, and a tuple of commitments 𝒮com ∶= {(𝑖, 𝑅𝑖, 𝑆𝑖)}𝑖∈𝐶 from parties in the 
coalition 𝐶.

Each party 𝑘 ∈ 𝐶 retrieves (𝑟𝑘, 𝑅𝑘, 𝑠𝑘, 𝑆𝑘) from their internal state. (The party aborts if 
such (𝑅𝑘, 𝑆𝑘) does not match any given as input.) Then, each party derives binding factors 
𝜌𝑖 ← Hnon(𝑖, PK, 𝑚, 𝒮com) for each party 𝑖 ∈ 𝐶. Each party then derives 𝑅 ← ∏𝑖∈𝐶 𝑅𝑖 ⋅ 𝑆𝜌𝑖

𝑖 , 
and the challenge 𝑐 ← Hsig(𝑅, PK, 𝑚). Finally, each party outputs their signature share as 
𝑧𝑘 ← 𝑟𝑘 + 𝑠𝑘 ⋅ 𝜌𝑘 + 𝑐 ⋅ sk𝑘 ⋅ 𝜆𝑘, where 𝜆𝑘 is the Lagrange coefficient for the coalition 𝐶 for party 
𝑘, and deletes (𝑟𝑘, 𝑠𝑘).

Combine. The coordinator derives 𝑧 = ∑𝑖∈𝐶 𝑧𝑖, and the group commitment 𝑅 as explained 
above. The output signature 𝜎 = (𝑅, 𝑧) is a standard EdDSA signature, and verifies under the 
(single-party) EdDSA verification algorithm.

2.3. Security Properties

A threshold signature scheme is considered secure if the scheme is unforgeable, assuming the 
adversary is able to corrupt fewer than a threshold number of participants. FROST achieves a 
strong notion of both static and adaptive unforgeability in the dishonest majority setting, under 
the algebraic one-more discrete logarithm (AOMDL) assumption in the random oracle model 
(ROM) [BCKMTZ22; CKKTZ25]. In the adaptive setting, the security of FROST additionally 
requires the low-dimensional vector representation (LDVR) assumption.

Intuitively, unforgeability in a threshold signature setting guarantees that an adversary which 
controls the coordinator and up to 𝑡−1 signers cannot generate a valid signature for any message 𝑚. 
Note the coordinator in this model is trusted to relay messages for liveness, but not unforgeability.

As demonstrated by Bellare et al. [BCKMTZ22], there are different conditions to declare 𝑚 to 
be valid (signed), which gives different security levels for partially non-interactive schemes such 
as FROST.

TS-UF-0. The starting condition, which gives the “standard” unforgeability for a threshold 
signature scheme, we refer to as TS-UF-0. This condition considers that 𝑚 was signed as long as 
at least one honest party generated a signature share for 𝑚. In other words, for a TS-UF-0-secure 
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scheme, the adversary cannot forge a valid signature for 𝑚 if no honest party outputted a signature 
share 𝑧𝑖 for 𝑚. TS-UF-0 however does not consider the more general setting case when the 
adversary corrupts fewer than (𝑡 − 1) parties, i.e., it assumes that the number of corrupted parties 
is exactly 𝑓 = 𝑡 − 1.

TS-UF-1. The next level of security, TS-UF-1, generalizes the above condition to requiring that 
at least (𝑡 − 𝑓) honest parties generated signature shares for 𝑚, such that the allowable 𝑓 is 
generalized such that 𝑓 ≤ 𝑡. I.e., the adversary corrupts fewer parties than the maximum allowed 
𝑡 − 1. More precisely, for a TS-UF-1-secure scheme, a corrupted coordinator can send different 
combinations of commitments to different combinations of honest parties for signing 𝑚 in the 
(online) second round, and as long as the total number of honest parties responded is at least 
(𝑡 − 𝑓), the adversary might be able to compute a valid signature for 𝑚.

TS-UF-2. Such a malicious behavior is prevented by TS-UF-2, where we consider 𝑚 to be signed 
only if at least (𝑡 − 𝑓) honest parties generated signature shares for 𝑚 and they received the same 
commitment combination when generating the shares.

TS-UF-3. Bellare et al. [BCKMTZ22] showed that under the AOMDL assumption, FROST 
achieves the next level of security, TS-UF-3, in the ROM, where the above condition is fur-
ther strengthened: we declare 𝑚 to be signed only if there exists a coalition 𝐶 and 𝒮com =
{(𝑖, 𝑅𝑖, 𝑆𝑖)}𝑖∈𝐶 such that not only (𝑡 − 𝑓) honest parties, but also all honest parties 𝑖 ∈ 𝐶 with 
correct (𝑅𝑖, 𝑆𝑖), generated signature shares for the same second-round input (𝑚, 𝒮com), where 
we say (𝑅𝑖, 𝑆𝑖) is correct if and only if it was output by party 𝑖 in Round 1.2

TS-UF-4. The strongest notion of security defined by Bellare et al. [BCKMTZ22] is TS-UF-4, 
which requires that there is a coalition 𝐶 and 𝒮com = {(𝑖, 𝑅𝑖, 𝑆𝑖)}𝑖∈𝐶 such that all honest parties 
in 𝐶 generated signature shares 𝑧𝑖 for (𝑚, 𝒮com). TS-UF-4 is a stronger condition because the 
size of 𝐶 is at least 𝑡 and thus the number of honest parties in 𝐶 is at least (𝑡 − 𝑓). One means 
to achieve TS-UF-4 security is by ensuring authenticity of participants’ messages, to prevent an 
adversary from performing integrity attacks that may result in a valid output signature but where 
participants’ views are inconsistent during the protocol execution.

Bellare et al. [BCKMTZ22] showed that if we assume authenticated network channels, which 
guarantee that a corrupt coordinator cannot forward incorrect commitments to honest parties 
in the online round, then FROST achieves TS-UF-4. However, because implementations may 
wish to define authenticated channels in a manner specific to their setup, we do not define this 
authentication layer within this specification. As such, we allow implementations to choose if 
they wish to achieve TS-UF-4 security, and simply recommend that FROST be performed over 
authenticated channels to do so.

Strong Unforgeability. Moreover, Bellare et al. [BCKMTZ22] showed that FROST is strongly
unforgeable, referred to as TS-SUF-3 (or TS-SUF-4 assuming authenticated channels), which, 
analogous to the strong unforgeability of signature schemes, guarantees that an adversary cannot 

2Since the coordinator was corrupted, the commitment (𝑅𝑖, 𝑆𝑖) might not be one of the commitments output by 
honest party 𝑖 in Round 1.
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forge a message-signature pair (𝑚, 𝜎) that is not considered authorized. Also, it is guaran-
teed that there is at most one signature 𝜎 that can be issued for each second-round input 
(𝑚, 𝒮com = {(𝑖, 𝑅𝑖, 𝑆𝑖)}𝑖∈𝐶), and (𝑚, 𝜎) is considered issued only if there are sufficiently many
honest parties that generated signature shares for (𝑚, 𝒮com). In particular, for TS-SUF-3, “suf-
ficiently many honest parties” includes all honest parties 𝑖 ∈ 𝐶 with correct (𝑅𝑖, 𝑆𝑖), and the 
total number of honest parties must be at least (𝑡 − 𝑓); for TS-SUF-4, “sufficiently many honest 
parties” refers to all honest parties in 𝐶.

Adaptive Security. Crites et al. [CKKTZ25] analyze the adaptive security of FROST, which means 
that the adversary can adaptively choose which signers to corrupt even after learning the public key 
and participating in signing interactions. Upon corrupting a signer, the adversary learns all of the 
signer’s internal state, including its signing key share and any nonces it has generated (we do not 
assume secure deletion for our proof). They show that FROST achieves adaptive TS-UF-0 under 
the AOMDL assumption in the ROM when the maximum number of corrupted signers satisfies 
𝑓 = 𝑡/2. Furthermore, when 𝑓 > 𝑡/2, they prove that FROST remains adaptively TS-UF-0-secure 
in the algebraic group model (AGM) under the additional assumption of the hardness of the low-
dimensional vector representation (LDVR) problem, which is a new problem introduced in the paper. 
They also show that, in certain parameter regimes, the LDVR problem is unconditionally hard.

Disclosure. All technical content was produced by the team. The text integrates some text-
formatting improvements suggested by GenAI (and reviewed by the team).
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