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1. Introduction
The LESS signature scheme [BBBBC+24] is a promising post-quantum digital signature scheme
relying on the hardness of the Linear Code Equivalence problem. The scheme fits the Cryptographic
group actions framework [ADMP20] and presents similar characteristics to isogeny-based signature
schemes [DG19; BKV19]. This because both for the latter schemes and LESS the core subroutine
can be abstracted as a group action ⋆ ∶ 𝐺 × 𝑋 → 𝑋 of a group 𝐺 onto a set 𝑋. In both cases,
the hardness assumption is the Group Action Discret Logarithm Problem gaDLOG problem,
which states that given elements 𝑥, 𝑦 ∈ 𝑋 such that 𝑦 = 𝑔 ⋆ 𝑥 it is hard to recover 𝑔. In LESS
the public key is a gaDLOG instance 𝑥, 𝑦 and the secret key is the witness 𝑔. The core difference
between isogeny-based and code-based group actions stems from the structure of the group 𝐺.
In the former the group is commutative, allowing more complex constructions like public key
encryption, but also sub-exponential quantum attacks to gaDLOG [Kup05; Reg04; Kup13; BS20;
Pei20]. In code-based group actions, instead, the group is not commutative. However, it is still
possible to instantiate (threshold) digital signatures with them. In fact, the LEAST submission
leverages post-quantum code-based group actions [BMPS20] to instantiate the following threshold
primitives:

• A Threshold Signature Scheme (category S1) with Dishonest majority.

• A Distributed Key Generation (DKG) mechanism (category S4), compatible with the
signature.

Both protocols are actively secure against static adversaries.

We argue that LEAST is relevant to the NIST call for the following reasons:

1. Solid Security Foundations: Linear Equivalence is a traditional problem from coding
theory, which is well-known and has been studied for decades. Weak instances have been
extensively studied and identified in literature, and they are easy to avoid. The currently best
known solvers boil down to codeword searching and can therefore rely on the established
security track of the Syndrome Decoding Problem (SDP).

2. Quantum-safety, Diversity: the schemes are plausibly quantum-safe, based on different
assumptions compared to lattice schemes. Also, the non-commutative structure of the
group thwarts sub-exponential quantum attacks, allowing for efficient scalability to higher
security levels.

3. Compatibility with LESS : with minimal modifications to the LESS scheme [BBBBC+24]
(currently a candidate for standardization) parameters, the LEAST threshold signing proce-
dure is compatible with the LESS verification procedure.

4. Compactness: as in the case of centralized LESS , our signatures are small when compared
to other ZK-based signatures.

We also want to highlight the limitations of LEAST , some of them being shared with LESS :

1. Inherently sequential structure of the threshold primitives (aka Round Robin communica-
tion structure), leading to a high number of rounds and increased protocol latency.
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2. Computational bottleneck: as in the case of LESS , our protocol is relatively slow due to
the cost of the Gaussian elimination algorithm and the computation of the canonical forms.
In conjunction with the aforementioned round robin structure, this may limit its usability for
applications where speed is the paramount priority.

3. Large public keys: LESS features relatively large public keys, in the order of at least a few
kilobytes, and this also holds for our protocol.

4. Limited number of parties: the number of shares that each party holds is not constant
and becomes exponentially large. For this reason, LEAST is suitable when 𝑁, 𝑇 are close
(e.g. the full threshold case with 𝑁 = 𝑇) or low enough.

2. Specification
We first provide an high-level group-agnostic analysis of the threshold schemes (S1, S4) and their
security properties. The security of these schemes will consider active static adversaries and rely
on assumptions from the group action literature. Then we describe the group action used, and
specific code-based optimizations [CPS25; PS23] that can be integrated within the threshold
signing procedure.

Let 𝑇 be the threshold and 𝑁 the number of parties. A LESS key pair is composed by a secret
group element 𝑔 and a public pair of set elements 𝑥, 𝑦 with 𝑦 = 𝑔 ⋆ 𝑥.

2.1. Secret Sharing
As for LESS , LEAST secret keys belongs to a non-commutative group and thus many of the secret
sharing schemes in the literature are not directly applicable. Instead, we consider multiplicative
secret sharings [Des93], where, informally speaking, the secret can be written as a sequential
product of shares – more precisely group elements – of qualified parties (thus, working well with
secrets and shares in non-commutative groups).

Case 𝑇 = 𝑁. In this case, the secret key 𝑔 as the ordered product of 𝑁 group elements 𝑔1 ⋯ 𝑔𝑁.

Case 2 ≤ 𝑇 < 𝑁. To address this case, we consider the classical, state-of-the-art, Replicated
Secret Sharing scheme from [LMC16], as well as previous and recent Recursive Secret Sharing
schemes [DDB95; BBDMP25], as we now briefly describe.

• Replicated Secret Sharing: this technique splits a secret group value 𝑔 into multiple
group values 𝑔𝑖 using the classical replicated secret sharing. The main problem is that the
number of shares grows exponentially and becomes quickly unusable as 𝑇 or 𝑁 increases.

• Recursive Secret Sharing: The main idea is to split the set of parties into two sides,
write the secret as the product of two random group values, and recursively share each of
these two values, with all possible (and likely smaller) threshold values, over each side.

– To do a 1-out-of-𝑁 sharing the dealer just distributes the secret group value 𝑔 to all
of the 𝑛 parties.

2



LEAST Preview Writeup (version 0.1)

– To achieve an 𝑁-out-of-𝑁 sharing, sharing and recovery proceed as explained in the
above case 𝑇 = 𝑁.

– Otherwise, the user set is split in two sides of approximately the same size. For any ℓ
such that max(0, 𝑇 − ⌈𝑁

2 ⌉) ≤ ℓ ≤ min(𝑇 , ⌊𝑁
2 ⌋), split 𝑔 as 𝑔2 ⋅ 𝑔1, then recursively

perform a sharing with threshold ℓ of 𝑔1 on the first set and a sharing with threshold
𝑡 − ℓ of 𝑔2 on the second set. To allow each user to correctly combine their secret
shares, the dealer also labels each shared group value with a list containing all the
recursive steps performed to arrive at the sharing.

Relying on Recursive Secret Sharing allow for concretely reducing the number of shares needed,
even though the dependence on 𝑇 and 𝑁 is still super-polynomial, and reducing the number of
rounds of interaction from (𝑁

𝑇) to 𝑁.

We are currently working on several variants of the above recursive secret sharing approach,
focusing on improving the scheme’s performance.

2.2. (Distributed) Key Generation
Given as input any pair of LESS secret and public key 𝑔, (𝑥, 𝑔 ⋆ 𝑥), a trusted party can effectively
share it using the aforementioned schemes, also providing parties with public verification shares.

For 𝑇 = 𝑁, as explained in [BBMP24], a distributed key generation can be obtained in the
following way. First, the users agree on an order of execution and a set origin element 𝑥0 ∈ 𝑋.
Then, in order, each user samples its own secret share 𝑔𝑖 ∈ 𝐺 and publishes 𝑥𝑖 = 𝑔𝑖 ⋆ 𝑥𝑖−1,
which also serves as public verification share for the 𝑖-th user. Each user also needs to publish
a non-interactive proof of knowledge for 𝑔𝑖, to be verified by other users. These proofs are as
expensive as one centralized LESS signature. This distributed procedure can also be applied easily
to Replicated Secret Sharing, as shown in [BBMP24].

The centralized version of the key generation for Recursive Secret Sharing is illustrated in [BB-
DMP25] and follows the same principle of the one based on replicated secret sharing: the dealer
performs the secret sharing of 𝑔 and publishes all the intermediate set values as verification shares.
The distributed key generation for the Recursive version is currently under analysis.

2.3. Threshold Signature Scheme
As a base case, we show how distributed signing works for 𝑇 = 𝑁 users. Since we are using a
multiplicative secret sharing, 𝑔 is shared among the 𝑁 users as 𝑔 = 𝑔1 ⋅ ⋯ ⋅ 𝑔𝑁. Also, users know
public verification shares 𝑥𝑖 = 𝑔𝑖 ⋆ 𝑥𝑖−1, with 𝑥0 = 𝑥 and 𝑥 + 𝑁 = 𝑦. The signature algorithm is
divided in two phases, both having a Round Robin structure:

1. The first phase is message-less and can be preprocessed. The first player computes a random
group action 𝑥1 = 𝑔𝑟1

⋆ 𝑥 and sends it to the next player. Then, the other players continue
following the Round Robin and computing each random group action 𝑔𝑟𝑖

on the set element
received from the previous player. The final set element ̃𝑥 is the commitment.

2. A random binary challenge is computed using some secure randomness and ̃𝑥.
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𝑥0 𝑥1 𝑥𝑁−1 𝑥𝑁

̃𝑥1

̃𝑥𝑁−1

̃𝑥𝑁 = ̃𝑥

𝑔𝑟1 ⋆

𝑔1 ⋆ 𝑔𝑁 ⋆

𝑔𝑟𝑁
⋆

Figure 1: Schematic representation of the protocol idea, assuming 𝑇 = 𝑁 and 𝑔 = 𝑔1 ⋅⋯⋅𝑔𝑁. The
elements 𝑥1, … , 𝑥𝑁 are the public verification shares. In blue are the ephemeral group elements
revealed on challenge 0, while in red the map reconstructed for challenge 1.

3. If the challenge is 0, all the players reveal 𝑔𝑟𝑖
so that it is possible to compute the action

linking 𝑥 to ̃𝑥, otherwise the players perform a second Round Robin to compute the action
from 𝑦 to ̃𝑥 (which is obtained from reconstructing 𝑔 and all the 𝑔𝑟𝑖

). During the Round
Robin stage, parties can always verify the correctness of other parties computation using
public verification shares, effectively identifying misbehaving parties.

The above protocol is repeated in parallel multiple times to achieve the desired security level (i.e.
𝜆 repetitions ensure a security level of 2𝜆 as long as all the parameters are suitably chosen).

2.4. Group Action Specification and Optimizations
Let 𝑝 be a prime and 𝔽𝑝 be the field with 𝑝 elements. In our scheme, the set 𝑋 will be the set of
[𝑛, 𝑘] codes over 𝔽𝑝, while 𝐺 will be the group 𝑀𝑛 of 𝑛 × 𝑛 monomial matrices with coefficients
in 𝔽𝑝. The action considered is the following

⋆∶ 𝑀𝑛 × 𝑋 ⟶ 𝑋
(Q, G) ⟼ SF(GQ),

where G represents the generator matrix of the code and SF represents the reduction to standard
form. More details on the group actions can be found in [BBBBC+24]. To achieve more compact
signatures we rely on the usage of canonical forms, as explained in [CPS25]. The canonical form
is computed only on the final commitment ̃𝑥 and not on all the intermediate values.

As in the case of LESS , we can use the multi-key optimization to decrease the soundness error of
the protocol, that allows reducing the number of parallel executions.

3. Open-Source Implementation
All source code will be released under open-source software licenses compatible with those of
possible bundled dependencies. We plan to present a high-level Rust implementation of the LEAST
threshold protocol and the associated networking model, leveraging efficient Rust-based group
action routines provided by LESS . Since the primary computational bottlenecks lie in Gaussian
elimination and canonical form computation, we adopt the same approach as LESS by introducing
optimized implementations using AVX2, AVX512, and NEON instruction sets.
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4. Experimental Performance Evaluation
A public key comprises 𝑠 monomial matrices G0, ..., G𝑠−1, so that G𝑖 = SF(G0Q𝑖) for some
(shared) monomial matrix Q𝑖. The total number of repetitions needed to achieve 𝜆 bits of security
is 𝜏 = ⌈ 𝜆

log2(𝑠)⌉. The signature size is computed as ℓsalt + 𝜏ℓmonomial + ℓdigest + 1, where:

• ℓsalt is the size of the salt (resp. 32, 48 and 64 bytes);

• ℓmonomial is the size of a monomial matrix (𝑛
8 bytes);

• ℓdigest is the size of the digest (resp. 32, 48 and 64 bytes).

Table 1 shows the expected public key and signature sizes for various parameter choices. Table 2
shows the total number of shares each user has and the total number of public intermediate
generator matrices used for verifiability (considering only Recursive Secret Sharing). Notice that
the table refers to a single couple in the public key (i.e. 𝑠 = 1).

4.1. Timing
While concrete benchmarks are not available yet, due to the lack of a full implementation, we
provide a very rough estimate of timing for LEAST . Let 𝑛shares be the number of shares required
to reconstruct the secret key, that depends on the secret sharing scheme used.

• During the Round Robin stage required for the computation of ̃𝑥, each user performs
the following steps2 one matrix multiplication by a monomial matrix and one Gaussian
elimination;

• During the computation of the response, each user performs either the multiplication of
𝑛round monomial matrices (challenge 0) or one multiplication of two monomial matrices
and one correctness check of the received group element. This check is a simplified LESS
verification (challenge 1).

An upper bound for the computational effort of each user is thus: 2 Gaussian eliminations, one
monomial matrix generation and 3 products by a monomial matrix. This cost is dominated by the
Gaussian elimination (roughly 0.50 MCycles for NIST Category 1).

At the end, a single canonical form computation (roughly 0.10 MCycles for NIST Category 1) and
a single hash (KECCAK) of ̃𝑥 (roughly 0.10 MCycles for NIST Category 1) are required.

Overall, using as example LEAST -252-2 with 𝑇 = 2 and recursive secret sharing, we expect
around 128 ⋅ 2 ⋅ 0.5 + 128 ⋅ 0.2 = 153.6 MCycles, without considering any additional delay due to
the communication between the parties.

The estimation of clock cycles is based on a Ryzen 5 7600X processor, which is the same platform
used in LESS .

2for a single parallel repetition
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Table 1: Performance and Parameters for LEAST Signature Schemes.
NIST Parameter Prot. Params Keys Rep. pk Signature
Cat. Set 𝑛 𝑘 𝑞 s 𝜏 size (B) size (B)

1
LEAST -252-2

252 126 127
2 128 13940 4160

LEAST -252-4 4 64 41788 2112
LEAST -252-8 8 43 97484 1440

3 LEAST -400-2 400 200 127 2 192 35074 9696
LEAST -400-4 4 96 105174 4896

5 LEAST -548-2 548 274 127 2 256 65793 17792
LEAST -548-4 4 128 197315 8960

Table 2: Number and size of shares, both per users and in total. The size refers to the case 𝑠 = 2,
i.e., the public key is a single couple (G0, G1).

NIST N T Per User Total
Cat. # Shares Size (B) # Shares Size (B)

1
3 2 2 64 4 55696
5 3 4 128 11 153164
8 5 6 192 30 417720

3
3 2 2 100 4 140200
5 3 4 200 11 385550
8 5 6 300 30 417720

5
3 2 2 138 4 263044
5 3 4 276 11 1051500
8 5 6 414 30 1972830

5. Licensing, Patent Claims, and Funding
We are not aware of any patent claims covering the contents of the submission. Marco Baldi,
Michele Battagliola, Rahmi El Mechri and Paolo Santini are supported by the Italian Ministry of Uni-
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and eNcryption primiTives: dEsign and Realization (POINTER)” (CUP I53D23003670006), by
MUR under the Italian Fund for Applied Science (FISA 2022), project “Quantum-safe cryptographic
tools for the protection of national data and information technology assets” (QSAFEIT) - No.
FISA 2022-00618 (CUP I33C24000520001).
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h/grants/grant/213766).
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