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1. Introduction

We plan to submit two related cryptosystems to the NIST Threshold Call [BP26]. The first,
SEC, is an everywhere-short secret sharing scheme over integer modules, proposed in Category S7
(Gadgets). The second, LaTSEC, is a lattice-based threshold signature scheme with identifiable
abort built on SEC, proposed in Category S1 (Signing). Both are specified and analyzed in our
accompanying preprint [AESSS26].

Motivation. In a Raccoon-style lattice signature [PKPR24], a signature is a pair (¢, z) with
response z = cs + r, and verification accepts only if z is short. In a threshold version, each
party ¢ holds a share s, of s and contributes a partial response, and a combiner adds the
partial responses using reconstruction coefficients A;. If s is shared with Shamir’'s scheme, each
share is uniform modulo ¢ and each coefficient may be large modulo ¢; a partial response is
then neither short nor safe to reveal, so it cannot be checked against a norm bound on its
own [PKMMPS24; BCPEKNPT26]. Large coefficients cause a second, general problem: since
122, Aizill < [ Ay max; [z, even individually short responses can aggregate into a response that
exceeds the verification bound. A sharing scheme whose shares and reconstruction coefficients are
all short is called everywhere-short [PENP24; BCPEKNPT26]; it allows each partial response to
be verified on its own, which gives native non-interactive identifiable abort. Prior everywhere-short
secret-sharing constructions in the literature pay for this in the number of short sub-shares per
participant (Table 2): with n parties and reconstruction threshold k., replicated sharing assigns
(;?_,11) of them and the random-assignment ramp sharing typically & [PENP24], while Vandermonde
sh;ring as used in Hermine assigns a number that grows with k. and logn [BCPEKNPT26].
Black-box secret sharing over rings achieves small share complexity asymptotically, but does not by
itself provide short lattice shares or a leakage profile compatible with MLWE-style reductions [CX20;
ANP23|.

Approach. SEC follows the coding-theoretic line of secret sharing [MS81; CX20] but works over
a Z-module rather than a finite field, so that secrets, shares, and reconstruction coef[icients are
integer objects that compose with lattice arithmetic. Its generator matrix is G = [g | G] € Z™*F,
where the first column g carries the secret and Gisa signed, permuted transpose of the bi-adjacency
matrix of a lossless bipartite expander. A bipartite expander is a sparse bipartite graph in which
every small set of left vertices has almost as many distinct neighbors as its number of edges allows;
its bi-adjacency matrix is the parity-check matrix of the corresponding expander code. Sparsity
keeps every share short, and expansion guarantees unimodular submatrices for every coalition of at
most k,, parties, which rules out noise-cancellation attacks and is a precondition for computational
privacy. A set T of parties reconstructs with an integer vector A, satisfying AL.G = e]. LaTSEC
uses this reconstruction function of SEC, z = ZieT A;7; with small integer \;, as the aggregation
function of a Raccoon-style Fiat-Shamir (FS) signing protocol [PKPR24; PKMMPS24]. Each
participant holds exactly one short share, and identifiable abort follows from local partial verification:
each received partial response is checked independently and non-interactively against that signer’s
public abort key, without zero-knowledge proofs [PKNRT25].
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Fit with the Threshold Call. LaTSEC addresses featured example 1 of Section 11.1 of the
call: threshold-friendly and quantum-resistant. It is a threshold scheme for a signing primitive
that NIST has not standardized, so per Requirement 11.2 the Technical Specification will also
specify the conventional (non-threshold) Raccoon-style scheme that serves as its algebraic core,
together with at least one concrete parameter set. SEC is proposed under the third framing of
Table 11 of the call, as a full-fledged cryptosystem for standalone analysis: it is a sophisticated
variant of secret sharing, it has an independent security formulation and proof, and it is of
independent interest to any team building lattice threshold schemes that need short shares and
bounded reconstruction coefficients. Per Requirement 11.8, SEC will be thoroughly specified,
implemented in the team’s core code with scripts for standalone testing, and reported separately
in the experimental evaluation.

Real-World Pertinence. Threshold signing with identifiable abort is the operational requirement
in custody, certificate issuance, and validator settings, where a stalled signing session must be
attributed to a specific party rather than merely detected. Such deployments need not involve
thousands of parties: Hermine [BCPEKNPT26], for example, targets up to 64 participants, with
parameters selected for n < 16 and t < 8. LaTSEC is instantiated for n = 40 and n = 60, and
the gap it targets is per-participant storage: achieving native non-interactive identifiable abort
with post-quantum security while each participant holds one short signing share and is associated
with one public abort key.

2. Specification

Organization. The Technical Specification will contain two chapters on cryptosystems. CS1

specifies SEC: syntax (Dealpp, Recpp), the ramp threshold access structure with privacy threshold

kp and reconstruction threshold k., the construction of G from an expander, the construction of
the first column g of the generator matrix G, share and reconstruction-coefficient bounds, and the
leakage-resilient privacy theorem. CS2 specifies LaTSEC: the conventional Raccoon-style signature,
key generation, the signing protocol, partial verification, aggregation, and the identifiable-abort
and unforgeability theorems. Two components may be of independent interest to other teams:
the expander-based sharing gadget itself, and the matrix-hint MLWE machinery used to prove
privacy under multi-query leakage.

System Model. The setup fixes public parameters pp (the generator matrix G, ring and
modulus, and Gaussian widths) and a public matrix A € ﬂgxg in systematic form; no party holds a
trapdoor. The current construction assumes a trusted dealer: sk := s is sampled short and shared
as (8;);e[n) < Dealy,(s); each party i is associated with the public abort key ak; :=t; := As;,
and the global verification key is vk := t := As. The threshold profile is a ramp structure with
two thresholds. The privacy threshold k,, is the corruption threshold: threshold unforgeability
holds against at most ¢, = k,, corrupted parties. The reconstruction threshold &, is an empirical
participation threshold: signing requires an admissible active signer set act C [n], namely one
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satisfying e] € Row,(G,;), and a random set of size at least k,_ is admissible with estimated
probability at least 0.99. Set admissibility is a public, efficiently checkable predicate. For our
instantiations, (n,k,,k.) = (40,5,26) and (60,6,46): unforgeability holds against up to 5
and 6 corrupted parties, respectively, while signing uses admissible sets of at least 26 and 46
parties. This gap between k, and k, is the price of one short share per participant. Signing is a
three-round protocol over an authenticated broadcast channel, modeled as synchronous rounds:
hash commitments cmt;, then openings of w, := Ar;, then responses z; := cs; + r; against the
common challenge c. Aggregation applies Rec,, coordinate-wise, and the combiner is untrusted:
it performs only public operations, and any deviation is caught by the verifier. Identifiable abort
attributes verifiably incorrect values only, namely an opening inconsistent with its commitment
or a partial response failing the check against its abort key; it does not detect missing messages
based on timing or network assumptions.

Security. Privacy of SEC is computational, not information theoretic. The adversary's view—
raw shares of a corrupt coalition together with the linear leakage induced by signing queries—is
expressed as noisy linear hints on the secret and reduced through a chain of assumptions from
a matrix-hint variant of MLWE down to standard MLWE [KLSS23; ENP24], under smoothing,
no-wrap, and noise-growth conditions. For LaTSEC we prove three properties:

« lIdentifiable abort: local verification of Az, — ct, = w, together with a partial-response
norm bound attributes any invalid contribution to its sender, and honest parties are never
blamed except with negligible Gaussian-tail probability.

« Correctness: it follows from the linearity of Rec,, and its commutation with public linear
maps.

o Threshold unforgeability: a hybrid argument replaces the real global verification key
and the complete public abort-key tuple by simulated ones, while retaining the adversary's
raw-share and multi-query response views, using the augmented privacy of SEC; any forgery
then yields a solution to SelfTargetMSIS, and hence to MSIS by the standard reduction.

Regarding rushing adversaries, the first round fixes every opening w; by a hash commitment before
any opening is revealed, so a corrupted signer cannot choose its opening after seeing the honest
ones; this commit-then-open round is the standard mechanism by which three-round protocols
avoid the biasability of the aggregate commitment, and hence of the challenge, present in some
two-round protocols. A corrupted signer can still withhold its messages, which our identifiable
abort does not attribute. We state this as a design rationale; our preprint does not formalize
non-biasability. Concrete security is estimated with the lattice estimator [APS15] against MLWE
and MSIS at k € {128,192,256}: every retained parameter tuple is evaluated at its exact prime
modulus using the full LWE attack set, including primal, BDD, dual, and hybrid attacks, under
the reduction-cost model of [ADPS16].
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3. Open-Source Implementation

Code Structure. The core code will consist of three modules. (i) A parameter and construction
toolkit in SageMath, which builds expander generator matrices, computes Hermite normal forms
with unimodular transformations, searches for reconstruction vectors, and evaluates the security-
parameter constraints. This module exists today, is publicly available [Arz26], and produced the
numbers in Section 4. (ii) A Python reference implementation of SEC and LaTSEC, written for
clarity and intended as the byte-exact specification oracle, emitting deterministic test vectors from
fixed seeds. (iii) A performance implementation of SEC and LaTSEC in Rust, required to reproduce
the Python test vectors bit-for-bit. Modules (ii) and (iii) are planned and not yet written. The
toolkit consists of Jupyter notebooks for SageMath 10.7 and depends on SageMath and the lattice
estimator, together with numpy and pandas. The reference and performance implementations are
planned to depend only on widely used libraries: a SHA-3/SHAKE implementation, a constant-time
comparison primitive, and a secret-zeroizing primitive. Build and benchmarking will be driven by
standard scripts for each language.

Code Progress and Availability. The SageMath toolkit is complete for the parameter regimes
reported in Section 4 and is available in a public Git repository [Arz26]; the reference and
performance implementations will be developed in the same repository.

Implementation of the Networking Model. The protocol assumes an authenticated broadcast
channel (or public bulletin board) in every round, so that all honest signers derive the same aggregate
commitment and hence the same challenge. On the baseline single-machine platform, we will
model broadcast in process, with full serialization at every party boundary so that message sizes
are measured rather than assumed. A loopback harness with configurable latency and packet loss
will allow end-to-end evaluation under non-optimal network conditions.

Testing. Three testing challenges are specific to this submission. First, reproducibility of
randomized construction: the expander generator matrix and the first column g are produced by
randomized search, so the toolkit fixes seeds and ships the resulting matrices as data, and tests
re-derive the published parameters from the seeds. Second, admissibility: because reconstruction
is not available for every signer set of size at least k,, the test suite must cover both admissible and
inadmissible sets and confirm that the admissibility predicate agrees with the outcome of Rec, .
Third, malicious behavior: negative-path tests will cover inconsistent openings, out-of-bound
partial responses, replayed session identifiers, and cross-session transcript mixing, and will assert
that the identified party is exactly the deviating one.

4. Experimental Performance Evaluation

Performance. Table 1 reports the selected parameters and the resulting sizes for n € {40, 60}
at each security level, with ring degree d = 512, as derived in our preprint [AESSS26].

4
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Table 1: Selected LaTSEC parameters and sizes (ring degree d = 512; sizes in KiB). Unforgeability
holds against at most k,, corrupted parties; signing uses admissible sets of size at least k.. In
every instance o, = op. Secret shares and signatures are ideal entropy-coded sizes; vk and abort
keys are encoded without bit dropping.

n K kp kc |—1gq-| (£7p> We lgO'S lgar ‘ |Skz| |akz| |Vk| |S|g|

40 128 5 26 63 (12,6) 30 16.686 46.339|14.799 23.625 23.656 41.545
40 192 5 26 65 (16,8) 44 17.203 48.153|20.250 32.500 32.531 57.207
40 256 5 26 66 (20,10) 60 17.337 48.791|25.480 41.250 41.281 72.307
60 128 6 46 66 (12,6) 30 17.205 47.139|15.189 24.750 24.781 43.417
60 192 6 46 68 (16,8) 44 17.721 48.951|20.768 34.000 34.031 59.702
60 256 6 46 68 (20,10) 60 17.854 49.589|26.126 42.500 42.531 75.424

Our main efficiency claim is per-participant storage: SEC gives exactly one short share per
participant, independent of n, k,, and k.. At n = 60 and x = 128, each participant stores
one 15.19-KiB signing share and is associated with one 24.75-KiB public abort key; Section 6
compares these sizes with other schemes. The cost of this is the ramp gap between k,, and k,
and the fact that admissibility is a property of the signer set rather than only of its size. We
will additionally report the empirical fraction of admissible signer sets of each size, the observed
distribution of reconstruction-coefficient norms, and wall-clock timings for dealing, signing, partial
verification, aggregation, and verification.

Platform. The baseline platform of a single machine with 16 cores and 64 GB of RAM is
adequate for the protocol itself: signing, partial verification, and aggregation are all linear-algebraic
operations over short vectors, they parallelize across parties, and the working set is small. The
demanding part is offline parameter selection: certifying expansion and computing the privacy-
side and abort-key quantities require exhaustive enumeration of all coalitions of at most &,
parties, which is exponential in n, while reconstruction statistics are estimated by sampling. This
computation is performed once, offline, and its output is a fixed public parameter set, so it does
not affect protocol benchmarks; we will report it separately.

5. Licensing, Patent Claims, and Funding

Licensing. The SageMath toolkit is released under the GNU General Public License, version 3
(GPL-3.0), consistent with its dependency on SageMath (GPL); it uses the lattice estimator
(LGPL-3.0-or-later) as an external dependency. The reference and performance implementations
will be released under a permissive OSl-approved license (Apache-2.0 or MIT). The license of each
bundled and external dependency will be documented in the package.

Patent Claims. To the best of the team’s current knowledge, no team member is an inventor,
applicant, or assignee on a patent with claims that may cover the contents of this submission,
and no entity employing or sponsoring a team member is asserting such rights. This statement
will be reconfirmed at the package submission deadline.
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Funding. This work is supported in part by the Indonesia Endowment Fund for Education Agency
and also Australian Research Council (ARC). Concrete grant identifiers will be acknowledged in
the packaged submission.

6. Comparison with Other Submissions

Several Round-1 preview writeups propose post-quantum lattice threshold signatures in Category S1
or in the ML-DSA-targeted subcategory N1.4. LaTSEC sits in the same MLWE/MSIS family, and
we see it as complementary rather than competing along three axes.

Table 2: Secret sharing schemes used in lattice-based threshold signatures [AESSS26]. “Shares per
participant” counts the atomic sub-shares held by one participant; “Coeff.” are the reconstruction
coefficients; “binary” ones lie in {0,1}, “small” permits bounded signed integers.

Sharing scheme Used in Access  Shares per Short Coeff.  Privacy
participant
Shamir [Sha79] [PKMMPS24; threshold 1 x  large perfect
ENP24; PKNRT25;
GHKSS25]
Benaloh—Leichter +  [CTZ24; ZT25] threshold O(u*3logn)* x® {0,+1} perfect®
Boppana [BLI0;
Bop85]
Replicated [PENP24] sDKG [PENP24] threshold (%) v’ binary  comput.
Random-assignment  sDKG [PENP24] ramp*® typ;ically K v/ binary  comput.
ramp [PENP24]
Vandermonde Hermine threshold grows with k. v’ binary  comput.
[DDBY4; [BCPEKNPT26] and logn
BCPEKNPT26]
SEC (this work) LaTSEC (this work) ramp? 1 v small  comput.

2p == min{k,,n — k.} [BCM21; CTZ24]. PAs instantiated in [CTZ24; ZT25], the sharing randomness is uniform over R, so shares
are not short and privacy is perfect; sampling short pieces instead would make shares short but privacy computational. “The privacy
and reconstruction thresholds hold with overwhelming probability over a public seed [PENP24]. dThe privacy threshold k,, holds for
every coalition of at most k,, parties, given a lossless expander; the reconstruction threshold k. is selected empirically.

Sharing Layer. Table 2 summarizes the substantive difference. Because Shamir shares are not
short, Shamir-based schemes such as [PKMMPS24; PKNRT25] must mask partial responses,
while prior everywhere-short layers assign several short sub-shares per participant. SEC assigns
exactly one, at the price of a ramp access structure with a set-dependent admissibility predicate
rather than an exact k-of-n threshold. Teams working on lattice threshold schemes may find
SEC usable as a drop-in sharing gadget, which is why we propose it for standalone analysis in
Category S7.

Identifiable Abort. Threshold Raccoon does not provide identifiable abort natively, and one
route to adding it is an additional protocol after failed aggregation [PKNRT25]; Olingo relies
on zero-knowledge proofs [GHKSS25]. Hermine and the sDKG schemes obtain non-interactive
identifiable abort from everywhere-short sharing with several sub-shares per participant. LaTSEC
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Table 3: Lattice-based threshold signatures with mechanisms for handling malicious signers,
at k = 128, in chronological order [AESSS26]. Sizes per participant in kBS; |sk;|: long-term
secret-share storage; |ak,|: participant-specific public verification material; Comm;: per-party
signing communication (optimistic value in parentheses); n/r: not reported; n/a: not applicable.

Scheme Max. n sk, | lak;|  |sig] Comm, Malicious DKG
GKS [GKS24] 5 n/r n/r 46.6% 3000 proof IA® v
Pelican [ENP24] 48° n/r n/r 12.3 26.8+56t% robust? v
sDKG-rep. [PENP24] 16 >323.5TiB° > 0.63TiB® 10.3 20.0 NI-IA v
sDKG-ramp [PENP24] 1024 > 963.8¢ >1920¢ 11.9 25.0 NI-IA v
TRaccoon-IA [PKNRT25] 1024 n/r n/r 12.7 88.2+6.4¢ (28.2) int. IA X
Olingo [GHKSS25] 1024 n/r n/a¢  11.3 852 (76) proof IA v
Hermine [BCPEKNPT26] 64°¢ >699.27 >2039.8f 11.3¢ 73.2¢ NI-IA X
LaTSEC (ours) 60 15.19 24.75 43.42 61.68 NI-IA X

NI-IA (non-interactive |A): each partial response is verified directly against participant-specific public material; int. IA: an additional
protocol runs after failed aggregation; proof IA: non-interactive zero-knowledge proofs; robust: a valid signature is guaranteed when
enough honest signers participate. sDKG-rep. and sDKG-ramp use the replicated and random-assignment ramp sharings of [PENP24];
the sharing layer of every scheme is in Table 2. SLaTSEC values are the n. = 60 entries of Table 1 in KiB; prior-work values keep the
decimal-kB units of their sources (a 2.4% difference). ®As reported in [GHKSS25, Table 1], which notes that misbehaving parties can
be identified but gives no formal IA proof. bParameter set for ¢ < 16, n = 3t [ENP24, Table 2]; robustness tolerates t — 1 malicious
parties among 3t active signers. “Extrapolated to n = 60 in [AESSS26]: replicated values are privacy-matched at ¢t = k,+1=1,
outside the supported range n < 16; ramp values are optimistic, with © = x = 128 parallel sharings and v = 7 buckets. dOlingo obtains
IA from zero-knowledge proofs, so no counterpart to |ak;| is defined. ®Hermine targets n < 64; its parameters are selected for n < 16,
t < 8, with benchmarks up to n = t = 64 [BCPEKNPT26]. fSmallest per-participant value, privacy-matched at t = k,+1=7and
extrapolated to n = 60, outside Hermine's parameter-selection range [AESSS26].

obtains it from one public abort key per participant and a norm check on each partial response:
the check is a single linear equation, with no proof system in the trusted computing base.

Storage, Signature Size, and Round Complexity. Table 3 shows that LaTSEC is the only
listed scheme combining non-interactive identifiable abort with one short share per participant.
At n = 60, its per-participant secret-share storage is at least 46.0 and 63.5 times smaller than
that of Hermine and the ramp sDKG, respectively, and its per-participant abort-key storage at
least 82.4 and 77.6 times smaller, with both baselines extrapolated to n = 60 [AESSS26]. The
aggregate signature of LaTSEC is approximately 3.5 to 4.3 times as large as those of Pelican,
the sDKG schemes, TRaccoon-IA, Olingo, and Hermine, primarily because LaTSEC does not yet
apply bit dropping; it is nevertheless smaller than the 46.6-kB signature of GKS and the 144.5-kB
signature of the two-round line of [CTZ24; ZT25], as reported in [GHKSS25, Table 1]. LaTSEC is
a three-round protocol and therefore does not compete with the two-round submissions [CTZ24;
GKS24; EKT25] on latency. A useful joint question for Phase 3 would be whether the expander-
code sharing layer composes with a two-round signing template, and whether the matrix-hint
MLWE machinery used in our privacy proof transfers to other sharing layers.
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