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1. Introduction
The scope of this preview document is to present our plan for submitting two lattice-based 
two-round threshold signature schemes supporting general 𝑡-out-of-𝑛 access structures.

We plan to propose two schemes: 1) TalonG [GTJLLLWY26], a lattice-based threshold signature 
scheme designed for large-scale threshold settings, focusing on reducing per-party communication 
overhead; and 2) P-DualTS, a lattice-based threshold signature scheme optimized for small-party 
deployments, achieving compact public keys, short signatures, and low communication overhead.

Both submissions focus on post-quantum lattice-based threshold signatures and target Category 
S1: [Special] Signing of the NIST Threshold Call [NIST-IR8214C].

2. Specification

Organization. Our final submission will feature two lattice-based two-round threshold signature 
schemes, namely TalonG and P-DualTS, both supporting general 𝑡-out-of-𝑛 access structures, 
where any set of at least 𝑡 parties can jointly produce a valid signature. The two schemes 
target different deployment scenarios. TalonG is designed for large-scale threshold settings and 
emphasizes low per-party communication, whereas P-DualTS is intended for small-scale settings 
and optimizes the overall efficiency in terms of public key size, signature size, and communication 
overhead.

TalonG, based on our previous work [GTJLLLWY26], is a bandwidth-efficient two-round lattice-
based threshold signature scheme designed for large-scale threshold settings (as large as 1024 
parties). TalonG follows the Raccoon-like Fiat–Shamir framework and adopts techniques inspired 
by Raccoon and its threshold variants [PKPR24; PKMMPS24; EKT24; BKLMTT25], but its 
resulting threshold signatures are not directly interchangeable with standard Raccoon signatures.

P-DualTS is a two-round lattice-based threshold signature scheme designed for small-scale threshold 
settings, such as ≤ 16 parties. It includes the threshold profiles of Two (2), Three (3), Small 
(S) and part of Medium (M) as defined in Appendix C.3 in [NIST-IR8214C]. P-DualTS follows 
the ML-DSA-like Fiat–Shamir-with-rejection-sampling framework and adopts techniques from 
ML-DSA [Nat24] and recent threshold variants [DKLLSSS18; PN25; CPENP26], but its resulting 
threshold signatures are not directly interchangeable with standard ML-DSA signatures.

During key generation, a trusted dealer distributes secret-key shares using Shamir secret sharing in 
TalonG and replicated secret sharing in P-DualTS. The signing protocol consists of two interactive 
rounds, after which the partial signatures are combined into a publicly verifiable signature.

2.1. System model
The key generation of the proposed system follows the trusted-dealer model. A trusted dealer 
generates the master secret key, derives the public verification key, and distributes secret key 
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shares to the participating signers using Shamir secret sharing in TalonG, or using replicated secret 
sharing in P-DualTS.

The schemes support general 𝑡-out-of-𝑛 threshold configurations, where any set of at least 𝑡
parties can jointly produce a valid signature. After the trusted setup phase, the signers execute a 
two-round interactive signing protocol over authenticated broadcast channels. The adversarial 
model allows a probabilistic polynomial-time adversary to statically corrupt up to 𝑡 − 1 signers 
and obtain their secret key shares. It may additionally interact with the remaining honest parties 
through partial signing queries to obtain protocol messages with the objective of forging a valid 
threshold signature.

2.2. Key Idea
TalonG. Our aim is to construct a lattice-based threshold signature that runs in two rounds, 
the known minimum for this family, and scales to large committees (𝑡 = 1024) while keeping 
communication practical. At this scale, existing two-round lattice-based schemes require 275 and 
618 KB of communication per party, respectively, making them impractical for large committees.
TalonG reduces this to 26.9 KB per party.

The obstacle is structural. In the Fiat–Shamir paradigm, a signer publishes a commitment value 
𝑤, derives a challenge 𝑐 = H(𝑤‖msg), and responds with z = y + 𝑠𝑐 mixing 𝑐 into the secret 
key 𝑠. Security is argued by a simulator holding no key: it invents (𝑐, z, Δ), computes the 
𝑤 = 𝑎z − 𝑏𝑐 + Δ that would have produced it, and programs the random oracle to return 𝑐 on 
that input. This requires that 𝑤 not be fixed before 𝑐 is. Three-round protocols achieve this 
by hashing 𝑤𝑗 in a first round and opening it in a second; deleting that round lets an adversary 
see the honest 𝑤𝑗 and choose its own to influence the aggregate. Existing two-round schemes 
block this by having each signer send 𝑘 candidate values {𝑤𝑗,𝑖}𝑖∈[𝑘] and combining them with 
random-oracle coefficients, so no one controls the result, but the proof forces 𝑘 large, resulting in 
substantial communication overhead.

A cleaner route is a homomorphic trapdoor commitment: commit to 𝑤𝑗 in round one, open 
in round two. The reduction then runs in trapdoor mode, committing to a value before the 
challenge is known and later opening it to whatever value is required by the simulation. The 
drawback is that the opening randomness must be included in the signature, and for standard 
lattice commitments it is bulky. TalonG keeps this idea and removes the cost, starting from the 
observation that standard binding is more than the proof needs. We allow the adversary without 
trapdoor to find pairs of distinct (𝑤(1), 𝑤(2)) such that Com(𝑤(1); 𝜌(1)) = Com(𝑤(2); 𝜌(2)) with 
distinct randomness (𝜌(1), 𝜌(2)), but neither 𝑤(𝑏) can be expressed in the RLWE form 𝑎𝑧 − 𝑐𝑏 + Δ. 
This is exactly the type of collision produced by the forking lemma. Given two forgeries with 
different challenges, the reduction obtains

Com(𝑎z(1) − 𝑐(1)𝑏 + Δ(1); 𝜌(1)) = Com(𝑎z(2) − 𝑐(2)𝑏 + Δ(2); 𝜌(2)),

where both committed values have the required verification form. Such a collision can then be 
directly transformed into a short solution to the underlying lattice problem. Hence, the security 
proof only requires this restricted form of binding, which we call semi-commitment.
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This weaker requirement enables a substantially more compact construction. Standard lattice-based 
commitments typically rely on trapdoors associated with wide matrices, whereas TalonG instead 
uses the compact NTRU-type trapdoor underlying Falcon: the commitment is 𝑤̃ = 𝑤 +(𝑟1 +ℎ𝑟2)
for short randomness 𝑟1, 𝑟2. The masking term 𝑟1 + ℎ𝑟2 provides statistical hiding, while 
equivocation can be performed using Falcon-style preimage sampling with the short basis for ℎ. 
Thus, a commitment consists of a single ring element, and its opening consists of only two short 
polynomials. This allows each signer to broadcast a single polynomial in the first round, rather 
than 𝑘 candidate commitments.

In the second round, the response shares are additionally masked by zero-sum terms, preventing 
the Lagrange coefficients used in the secret sharing from revealing individual secret shares. Two 
further techniques are important. First, the commitment key ℎ is derived by hashing the message. 
This prevents the adversary from controlling the commitment key and allows the reduction to 
embed a trapdoor in ℎ for signing queries while embedding the hard instance in the commitment 
key used for the forgery. Second, since part of 𝑤̃ is small, modulus switching allows the low-order 
information to be discarded, so that only the high-order bits need to be published. This further 
reduces both the signature and public-key sizes.

At 128-bit security with 𝑡 = 1024, TalonG sends 26.9 KB per signer with a 2.0 KB public 
key, both the smallest among lattice-based threshold signatures, and signs in 140.7 ms against 
2487.9 ms for the closest competitor on the same processor, roughly 18×, from the sharp drop in 
polynomial multiplications per round. The trade-offs are explicit: signatures are larger at 17.7 KB, 
though practical; both rounds run online, where the prior schemes precompute the first; and 
security additionally assumes NTRU. The semi-commitment is generic and should improve other 
trapdoor-commitment constructions.

P-DualTS. Our aim is to construct a lattice-based threshold signature that runs in two rounds 
and relies only on the standard MLWE and MSIS assumptions. Existing two-round schemes each 
incur additional costs to achieve this round complexity: two rely on stronger assumptions, namely 
AOM-MLWE or Hint-MLWE , with the latter reducing to standard MLWE only for sufficiently 
large Gaussian parameters, which in turn leads to larger concrete parameters, such as the modulus 
𝑞. P-DualTS avoids these additional assumptions while substantially reducing the signature size 
and communication overhead, at the cost of restricting the protocol to small committees.

Our starting point is dual simulation, developed for two-round lattice multi-signatures. Security is 
argued by a simulator holding no secret key, so it must produce transcripts that look real. Dual 
simulation programs the random oracle to return an ephemeral matrix B for which there exists a 
short dual key u satisfying

[A ∣ I] s = [B ∣ I] u,

and then swapping the roles of the two response components: the real z = y + 𝑐s is simulated as 
plain y, while the real r = p becomes p + 𝑐u. Both components are masked by rejection sampling 
rather than noise flooding, so signatures stay small, and no lattice trapdoor is needed anywhere.

Generalising this to a (𝑡, 𝑛) threshold meets two obstacles. First, the simulator may need to 
simulate multiple honest parties simultaneously, up to min(𝑡, 𝑛 − 𝑡 + 1) in a single signing session. 
Consequently, a single matrix B must admit a distinct short dual key u𝑖 for each simulated 
party. Embedding a trapdoor in B could provide such dual keys, but requires B to have width 
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𝑙 ≈ 2𝑚 log 𝑞, substantially increasing the resulting parameter sizes. Second, rejection sampling 
requires each signer’s effective secret-key contribution to remain short. This is incompatible with 
Shamir secret sharing, since its Lagrange coefficients are taken modulo 𝑞 and can be large, causing 
terms such as y𝑖 + 𝑐𝜆𝑖s𝑖 to become too large for the rejection-sampling procedure to remain 
effective.

We resolve the first obstacle with parallel-dual simulation: rather than sampling each u𝑖 through 
a trapdoor, we construct B and the u𝑖 together by design. Each dual key takes the shape 
u𝑖 = [e𝑇

𝑖 ∣ u𝑇
𝑖,1 ∣ u𝑇

𝑖,2]𝑇 with e𝑖 a canonical basis vector, and setting B̂1 uniform with B̂0 =
[b1 ∣ ⋯ ∣ b𝑡] − ̂B1U1 − U2. Then, B = [B̂0 ∣ ̂B1] is a valid dual matrix for every active party 
simultaneously, and its pseudorandomness following from MLWE applied to B̂1U1 + U2. This 
widens B by only 𝑡 columns.

The second obstacle we resolve with replicated secret sharing: the dealer issues ( 𝑛
𝑡−1) short vectors, 

each signer holds those indexed by subsets containing it, and reconstruction partitions them so 
each is contributed exactly once with coefficient 1. Since each u𝑖 is zero in most of its leading 
coordinates, its mask can be too; mirroring that sparsity in the real protocol leaves only 𝑚 + 𝑘 + 1
non-zero entries to transmit, making per-party communication constant in 𝑡. Since B is built 
from the public key shares, which under replicated sharing depend on who is signing, we hash 
a salt derived from the active set into B and include it in the signature, preserving the binding 
while keeping verification independent of who signed.

At 128-bit security with (𝑡, 𝑛) = (5, 8), P-DualTS gives public keys of 1.72 KB, signatures of 
7.67 KB, per-party communication of 10.72 KB, and per-party signing below 7 ms. That is an 
order of magnitude less communication than the One-More and Hint-based schemes and roughly 
half that of the NTRU-based one, with a much smaller modulus (𝑞 ≈ 228 against 𝑞 > 240). The 
trade-offs are explicit: both rounds run online like TalonG; signing is slower than TalonG, the 
price of dropping NTRU assumption; and the ( 𝑛

𝑡−1) term confines the protocol to roughly 𝑛 ≤ 16, 
which covers the “two”, “three” and “small”-party profiles of NIST’s call.

2.3. Security
The security of TalonG is based on the hardness of the RLWE , RSIS and decisional NTRU problems, 
while the security of P-DualTS is based on the hardness of the MLWE and MSIS problems. Under 
these standard lattice assumptions, the schemes achieve correctness and selective existential 
unforgeability under chosen-message attacks in the random oracle model. More specifically, the 
security model allows an adversary to corrupt up to 𝑡 − 1 parties, with the set of corrupted signers 
fixed before the adversary interacts with the signing oracle. We leave adaptive corruption as an 
interesting direction for future work. The current constructions provide security-with-abort rather 
than robustness.

The recommended parameter set targets NIST Security Category 1 (approximately 128-bit post-
quantum security).
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3. Open-Source Implementation
Code structure: The preliminary proof-of-concept implementation of both TalonG and P-DualTS
is developed in Go for our research papers. The implementation adopts a modular design, including 
key generation, two-round partial signing, signature combination, signature verification, parameter 
configuration, and benchmarking. The two schemes share a common implementation framework, 
differing mainly in the parameter sets and the key-generation/secret-sharing module.

In the submission, we plan to update our code according to the requirements of NIST Threshold 
call [NIST-IR8214C].

Code progress and availability: A proof-of-concept implementation is already available through 
an anonymous public Git-compatible repository: https://anonymous.4open.science/r/P-DualTS-4
650/. An optimized implementation supporting both TalonG and P-DualTS will be released with 
the final submission.

Implementation of the networking model: The current implementation targets a local 
deployment model in which all participating signers are executed on a single machine. Each 
signer maintains its own local state, and protocol messages are exchanged through local program 
interfaces. This implementation is intended to evaluate the local computational cost of each 
participant independently of network latency. We will update accordingly in the submission.

Testing: The current implementation provides correctness tests for the core algorithms and 
evaluates the performance under different threshold parameters.

Performance: Our preliminary experimental results demonstrate that both TalonG and P-DualTS
achieve practical signing performance while maintaining competitive communication and signature 
efficiency. The final submission will include detailed benchmark results and comparisons with 
representative lattice-based threshold signature schemes.

4. Licensing and Patent Claims
1. The reference implementation of both TalonG and P-DualTS will be released under the 

Apache License 2.0.

2. We disclose one pending Chinese patent application that may cover part of the techniques 
underlying the proposed submission:

• Low-Communication Threshold Signature Method and System Based on Clas­
sical Lattice Hardness Assumptions, Chinese Patent Application No. 2025115061877, 
applicant: Institute of Information Engineering, Chinese Academy of Sciences.
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Table 1: Comparison of lattice-based threshold signatures. R denotes the number of rounds. 
|sig| and |vk| represent signature and public key sizes in kilobytes (KB), respectively. “Comm.” 
denotes per-party communication costs in KB. 𝑛 denotes the number of parties, and 𝑡 is the 
threshold value. “EKT-s” means small-scale EKT, and similar examples include “Ringtail-s” and 
“TalonG-s”.

Scheme R |sig| |vk| Comm. 𝑛 Assumptions

ENP24 [ENP24] 4 12.3 12.8 364 16 RLWE,RSIS
TRaccoon [PKMMPS24] 3 12.7 3.9 40.8 1024 Hint-MLWE, MSIS

Finally! [PN25] 3 2.7 2.6 7.5 8 MLWE, MSIS
CPENP26[CPENP26] 6 2.4 1.3 21 ∼ 1005 6 MLWE,MSIS

GKS24 [GKS24] 2 46 13 3072 5 RLWE, RSIS
CATZ24 [CTZ24] 2 258 47 1526 5 MSIS

EKT [EKT24] 2 10.8 5.5 276.1 1024 AOM-MLWE
Ringtail [BKLMTT25] 2 13.4 4.5 612.8 1024 Hint-MLWE, MSIS
TalonG [GTJLLLWY26] 2 17.7 2.0 26.9 1024 Hint-RLWE, RSIS, NTRU

Hermine [BCDEKNPT26] 2 11.0 2.8 71.5 64 AOM-MISIS,MSIS
EKT-s [EKT24] 2 8.6 4.5 254.4 8 AOM-MLWE

Ringtail-s [BKLMTT25] 2 11.7 3.0 523.7 8 Hint-MLWE, MSIS
TalonG-s [GTJLLLWY26] 2 15.1 1.3 26.0 8 Hint-RLWE, RSIS, NTRU

P-DualTS 2 6.11 + 0.31𝑡 1.7 10.72 8 MLWE, MSIS

5. Comparison
Table 1 compares TalonG and P-DualTS with other lattice-based threshold signature schemes 
in terms of the number of rounds, signature size, public key size, per-party communication, and 
security assumptions.

TalonG is designed for large-scale threshold signing, where minimizing per-party communication is 
particularly important. For 𝑛 = 1024, TalonG requires only 26.9 KB of communication per party, 
substantially less than EKT (276.1 KB) and Ringtail (612.8 KB), while maintaining a public key 
size of 2.0 KB. Its communication cost remains nearly unchanged in the small-scale configuration, 
demonstrating that its communication efficiency is largely independent of the number of parties. 
Although TalonG has larger signatures than EKT and Ringtail, it offers a favorable trade-off 
between signature size and communication overhead.

P-DualTS targets small-party deployments and prioritizes compact signatures and efficient com­
munication. For (𝑡, 𝑛) = (5, 8), it achieves a public key size of approximately 1.7 KB and 
per-party communication of 10.72 KB, both substantially smaller than those of EKT-s, Ringtail-s, 
and TalonG-s. Its signature size is 6.11 + 0.31𝑡 KB, yielding 7.66 KB at 𝑡 = 5, which is also 
considerably smaller than the signatures of these three small-scale configurations. Compared 
with Finally!, a three-round scheme with a 2.7 KB signature and 7.5 KB communication cost, 
P-DualTS reduces the number of signing rounds to two while maintaining competitive signature 
and communication sizes. These results make P-DualTS an attractive option for deployments 
where low interaction, compact signatures, and communication efficiency are all important.
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