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1. Introduction

Our submission will include two parts. The first part will focus on conventional passive-security
FHE cryptosystems and passive-security thresholdization techniques that are already implemented
in the current versions of OpenFHE [AABBC+22], Lattigo [EPF24], and/or Poulpy [Zon25]. The
second part will deal with proposed cryptosystems that are being developed specifically for the
NIST MPTC call. The proposed cryptosystems will be implemented and evaluated as part of
preparing our submission package.

The first part will be described in the Preliminaries of the submission package. The following
conventional, i.e., non-threshold, FHE crypto-systems will be included:

1. Brakerski/Fan-Vercauteren (BFV) [Bral2; FV12] and its recent “decomposed” variant
dBFV [PZZ25],

Brakerski-Gentry-Vaikuntanathan (BGV) [BGV14],
Chilotti-Gama-Georgieva-lzabachene (CGGI) [CGGI16], also known as TFHE,
Cheon-Kim-Kim-Song (CKKS) [CKKS17],

Ducas-Micciancio (DM) [DM15] and Lee-Micciancio-Kim-Choi-Deryabin-Eom-Yoo (LMK+)
[LMKCDEY23] variants of FHEW.

o wnN

BGV and (d)BFV are typically used for finite-field arithmetic over vectors, e.g., for Private
Information Retrieval and Private Set Intersection. CGGl and DM/LMK+ are commonly used for
low-latency operations over (few) small integers and support lookup table evaluation (best suited
for blockchain applications). CKKS is often used for applications that deal with the polynomial
evaluation over vectors of real/complex numbers, with applications in machine learning.

(d)BFV-based bootstrapping can also be used for high-throughput functional bootstrapping of
FHEW/TFHE ciphertexts instead of RGSW, enabling lookup table evaluation of small-integer
arbitrary functions [LW23]. Similarly, CKKS-based bootstrapping can be used for high-throughput
functional bootstrapping of (d)BFV/RLWE and FHEW/TFHE ciphertexts [BKSS24; AKP25].
CKKS bootstrapping can also be used to bootstrap (d)BFV ciphertexts [KSS24].

Passive-security threshold variants of BGV, BFV, and CKKS are also already implemented in
OpenFHE and Lattigo. These variants use homomorphic addition of secret key shares during
distributed key generation and noise flooding for distributed decryption. For BFV and CKKS, two
methods of interactive bootstrapping are available: (1) a general method for any n [MTBH21] (a
slightly improved version is presented in Appendix E of [GGPLR+23]), and (2) a more efficient
method for two parties based on distributed rounding (Appendix D of [GGPLR+-23]). Interactive
bootstrapping is implemented in both OpenFHE and Lattigo.

The second part of our submission will propose threshold FHE cryptosystems that achieve active
security. For distributed threshold decryption, we will use the MPC-based approach proposed
in [ZZLP25]. We will develop the thresholdized variants of (d)BFV, LMK+, and BGV, which
we will label as Th-(d)BFV, Th-FHEW, and Th-BGV, respectively. For Th-FHEW, we will use
improved distributed key generation techniques that minimize key generation noise.
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Our solutions will target both n-out-of-n and t-out-of-n profiles (here, ¢ > f, where f is the
corruption threshold in the MPTC call).

All conventional FHE schemes and proposed threshold FHE schemes belong to the S5 category.

2. Specification

2.1. Organization

A Threshold FHE (Th-FHE) scheme consists of the following granular building blocks:
A (distributed) key generation protocol KeyGen;
« A (non-interactive) public-key encryption algorithm Encrypt;
« A (non-interactive) homomorphic evaluation algorithm Evaluate; and
o A distributed decryption protocol Decrypt.

The Encrypt and Evaluate algorithms are the same as in the case of conventional FHE schemes,
with the exception that larger parameters are sometimes needed in the threshold setting. The
remaining building blocks are specific to the threshold instantiation, and we will describe them in
more detail.

For KeyGen and Decrypt, all FHE schemes deal with generic Module-LWE (of which LWE and
RLWE are special cases) schemes. BGV works with the least-significant-digit (LSD) encoding. BFV
and LMK+ work with the most-significant-digit (MSD) message encoding, like Regev's (R)LWE
scheme. dBFV uses a more sophisticated “digit decomposition” lattice encoding, following [MP12],
to obtain lesser noise growth and thus better parameters and efficiency. We will target (d)BFV,
LMK+, and BGV in our proposed cryptosystems. Another building block, the RGSW scheme, is
also used as part of LMK+. This scheme requires a thresholdized KeyGen in some scenarios.

We will describe various protocols as modules/gadgets, e.g., we will use an MPC-based module
for distributed decryption in Th-(d)BFV, Th-FHEW, and Th-BGV.

2.1.1. Distributed key generation

We consider the following options: (i) trusted dealer, (ii) private channel for initial Shamir secret
sharing and homomorphic addition of secret key shares, (iii) homomorphic addition of key secret
shares, and (iv) MPC key generation.

Options (ii) and (iii) are currently implemented in Lattigo and OpenFHE.
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2.1.2. Distributed decryption

The two main options in the literature to achieve passive security for distributed decryption are
MPC and noise flooding. We will examine both options for Th-(d)BFV, Th-FHEW, and Th-BGV.
The MPC module for actively secure distributed decryption will be developed by the Fhenix team
using the method proposed in [ZZLP25].

2.2. System model

We will describe the details on participants, distributed systems, and communication at later
stages of the NIST MPTC standardization process.

2.2.1. Threshold profiles

We will consider both n-out-of-n and t-out-of-n scenarios. We are planning to focus on threshold
profiles (2), (3), (S), and (M) from the NIST MPTC call, i.e., the cases where n does not
exceed 64.

In terms of corruption proportion, we will target dishonest majority (D) (n-out-of-n and (n — 1)-
out-of-n) and the two flavors of honest majority (h) (¢t > N/2) and (H) (¢t > 2N /3).

2.3. Security

In the proposed cryptosystems, we will achieve active (adaptive) security for threshold decryption
using the MPC-based arithmetic black box model proposed in [ZZLP25]. For distributed key
generation, we will consider the polynomial interactive oracle proof approach proposed in [HLSS25].

We will target public key encryption under passive security, and homomorphic evaluation under
both passive and active (fully malicious) security. The computational security for (R)LWE will
be estimated using the lattice estimator [APS15]. For active-security evaluation of the BGV and
(d)BFV schemes, our approach is based on Laminate [PLFT25], which augments the homomorphic
evaluation to efficiently produce a SNARG proof to verify that the encrypted outputs were correctly
computed. More details will be added at later stages of the NIST MPTC program.

3. Open-Source Implementation

The current open-source implementations of threshold FHE concern passive security. We are
planning to extend Th-(d)BFV, Th-FHEW, and Th-BGV to malicious security models as part of
preparing the submission. For each proposed cryptosystem, we are planning to provide a reference
implementation using at least one of the libraries listed below.
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3.1. Open-source libraries
3.1.1. OpenFHE (C++)

OpenFHE implements single-key BGV, BFV, CGGI, CKKS, DM, and LMK+ FHE schemes.

Threshold FHE for BGV/BFV is implemented (2-round relinearization key generation is currently
supported). Threshold FHE is implemented for CKKS in OpenFHE as an extension of the
IND-CPAP mode. IND-CPAP is treated as the 1-party case (for decryption). For BGV,
BFV, and CKKS, both n-out-of-n and t-out-of-n profiles are supported. The summary of what is
currently implemented in OpenFHE is available at Threshold FHE in OpenFHE.

An early prototype of low-noise threshold LMK+ is available in a feature branch of OpenFHE.

The OpenFHE source code is available at https://github.com/openfheorg/openfhe-development.

3.2. Lattigo (Go)

Lattigo implements BGV, BFV, and CKKS and their thresholdized variants. Both n-out-of-n and
t-out-of-n profiles are supported. A summary of the threshold schemes implemented in Lattigo is
available at Multiparty Schemes in Lattigo.

The Lattigo source code is available at https://github.com/tuneinsight/lattigo.

3.3. Poulpy (Rust)

Poulpy provides an implementation in Rust of LMK+ in the conventional FHE setting. The Poulpy
team will add a reference implementation of thresholdized LMK+ prior to the submission of the
main package. The Poulpy library is accessible at https://github.com/phantomzone-org/poulpy.

3.4. Networking model

The published cryptographic literature considers many networking models; for example: asyn-
chronous vs. synchronous, or broadcast channels, or private channels, or authenticated channels,
or combinations of the above. All protocols need to be constructed in the same security model as
the threshold system. (For example, in the same majority setting, the same passive vs. active
threat modeling for the adversary, or point-to-point vs. broadcast, and so on.) In any instantiation,
any particular assumptions regarding the existence of a public bulletin board, or a blockchain, etc.,
will be explicitly mentioned and justified.

However, this approach leads to a combinatorial explosion of possibilities. In the interest of building
towards a useful standardization process, we believe identifying specific, important use-cases is
critical. So then, which ones?


https://github.com/openfheorg/openfhe-development/blob/main/docs/static_docs/Threshold_FHE.md
https://github.com/openfheorg/openfhe-development
https://github.com/tuneinsight/lattigo/blob/main/multiparty/README.md
https://github.com/tuneinsight/lattigo
https://github.com/phantomzone-org/poulpy
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We take the approach of modern, early-deployed PQC protocols: specifically, Apple iMessage and
Signal’s encrypted text message chat. In particular, these Double and Triple Ratchet schemes are
characterized by adopting NIST PQC KEM standards into complicated network flow protocols,
and enhancing them for practice. These MLS-type broadcast protocols have uses extending far
beyond point-to-point encrypted text messaging—serving as useful, immediate replacements for
many heterogeneous systems in the air, space, and maritime environments.

In this context, we plan to examine multiple thresholdized uses of FHE.

3.5. Testing

A standard test-suite/benchmarking suite for functionality in this environment is to consider
various experimental workloads: local vs. networked; small data vs. large data; and—particularly
in the FHE case—a large variety of representative functions that parties may want to actually
compute in the real world.

As a starting point, we will consider calculations over a single core on a local machine. Then, we
will consider simulating experimental effects of network latency and bandwidth. The aim of these
protocols is to work on actual networks of various types; e.g., 2G, 3G, 4G, 5G networks; 10GB
network connections, 100-400GB connections, etc.

Moreover, a central issue in FHE benchmarking is which functions to compute, and on which
hardware. We aim to align with community efforts on benchmarking, which consider 3 or 4 major
function types, of various multiplicative depths, and running on various hardware architectures.
For some such scenarios, we might observe only a 10X overhead on computation compared to the
unencrypted calculation; on others, different slowdowns.

While it is too early to report comprehensive and authoritative results, we believe we understand
(and are the implementers of ) the key methodology and can provide rigorous testing data in the
fullness of time.

4. Experimental Performance Evaluation

At this stage, we are focusing on defining the proposed cryptosystems and the gadgets used, e.g.,
an MPC-based arithmetic black box method for distributed decryption. Once all the components
of the cryptosystems are fully specified, we will develop a performance evaluation plan and select
a platform for executing the plan. For OpenFHE, we will extend the existing (micro)benchmarking
capabilities based on the Google Benchmark library to the proposed threshold cryptosystems.



PANTHERIA: Threshold FHE for RLWE-Based Cryptosystems Preview Writeup (version 1.0)

5. Licensing, Patent Claims, and Funding

5.1. Open-source licenses
The OpenFHE source code is available under the BSD-2 license. The Lattigo source code is

available under the Apache 2.0 license. The Poulpy library is available under the Apache 2.0
license.

5.2. Relevant patents

Duality Technologies holds a patent on threshold FHE key generation (US Patent No. 11,962,679).
Fhenix has filed provisional patent applications for dBFV.

5.3. External research funding

o Duality Technologies' contribution to the submission will be partially funded by ARPA-H.


https://patents.google.com/patent/US11962679B2/en
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