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1. Introduction

Cryptographic group actions offer a flexible framework for instantiating plausibly post-quantum
schemes [Cou06; ADMP20]. A commutative group action x : G x X — X of a commutative
group GG onto a set X is called cryptographic if the operation x is efficiently computable and hard
to invert. Formally, the gaDLOG states that given elements =,y € X such that y = g*x z it
is hard to recover g. Every group action mentioned in this document will be cryptographic and
commutative, even when the adjectives are omitted.

Cryptographic group actions can be instantiated from several pre- and post-quantum hard problems.
The PQarrots submission leverages post-quantum isogeny-based group actions [CLMPR18; BKV19;
DEFMI+25] to instantiate the following threshold primitives:

» Macaw, Signature Scheme (category S1) targeting small numbers of parties with Dishonest
majority.

« Kea, Public Key Encryption (PKE) Scheme with threshold decryption (category S2), also
targeting small numbers of parties with Dishonest majority.

» Kakapo, Distributed Key Generation (DKG) mechanism (category S4), compatible with
both the signature and PKEschemes. For the larger security levels Kakapo is practical for
up to 4 parties.

We argue PQarrots is relevant to the NIST call for the following reasons:

1. Quantum-safety, Diversity: The schemes are plausibly quantum-safe, based on substan-
tially different assumptions compared to lattice schemes, and with a clear research track
record.

2. Compactness: across various trade-offs, signatures can be as compact as 2.8 KB, public
keys as 256 B, ciphertexts as 1307 B at the highest security level, although not all minima
are necessarily simultaneously attainable.

3. Syntactic Compatibility: Group actions naturally generalize the existing discrete logarithm
framework. In particular, their strong syntactical similarities lead to a streamlined protocol
design and security analysis. Moreover, all our schemes remain agnostic to the specific
implementation of the underlying group action, allowing for future performance improvements
without affecting their correctness or security.

We also want to highlight the limitations of the submission:

1. Quantum sub-exponential attack: it is well know that Kuperberg's algorithm [Kup05;
Reg04; Kupl3; BS20; Pei20] breaks commutative gaDLOG in quantum subexponential
time. However, at the present moment the community has reached no consensus on the
practical quantum security of the isogeny instantiations.

2. Larger sizes: to mitigate the impact of the quantum attacks, but also because of intrinsic
limitations of the group action framework [BGZ23], sizes are not as compact as what the
community has come to expect from isogeny-based schemes [AAABC+24].
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3. Inherently sequential structure of the threshold primitives (aka Round Robin communica-
tion structure), leading to a high number of rounds and increased protocol latency. Some
of this can be mitigated through preprocessing.

At the moment of writing, the best candidate for a scalable isogeny-based group action is qt-
Pegasis [DEFMI+25; DEIV25]. We plan to base our implementation on it, leaving open the
possibility to upgrade to a more efficient one as research progresses. Additionally, we include some
isogeny-specific gadgets [Fou25] that let us greatly speed up some of the protocols.

2. Specification

The package will be organized as follows:

1. An in-depth analysis of the threshold schemes and their security properties, relying only on
the general Cryptographic group action framework. The security of these schemes considers
active adversaries and relies on assumptions from the group action literature.

2. A group-action-agnostic specification of the schemes. We follow a Plug and play design
choice: the schemes can be instantiated with any implementation of a group action satisfying
the listed axioms.

3. The specification of the isogeny group action following [DEIV25] and of other isogeny-specific
gadgets.

4. A report on the (quantum) security of our assumptions.

Let T be the threshold and N the number of parties. We summarize the main design choices for
our schemes.

Security assumptions. There are other standard assumption of relevance for our submission,
closely related to gaDLOG , that generalize well-known ones from the discrete logarithm literature:
the Group Action Decisional Diffie-Hellmann (gaDDH ) assumption and the Group Action
Computational Diffie-Hellman (gaCDH) assumption. Note: for quantum adversaries the latter is
equivalent to gaDLOG [MZ22]. Lasty, the Group Action Strong Computational Diffie-Hellman
(gaStCDH) assumption, a variant of gaCDHwhere the adversary has access to an additional
fixed-input gaDDH oracle [DHKKLR23].

Depending on the secret-sharing mechanism used we may also consider the use of the Power DDH
assumption [DM20]. For the security proof we also use the Random Oracle Model and, if needed,
the Algebraic Group Action Model (AGAM) [DHKKLR23]. The core idea of the AGAMis that
whenever any algorithm provides a set element it needs to also add an explanation of it, in the
form of a pair in G x X.

Scheme design for the Threshold Signature. The main idea of the signature scheme is to
have a Round Robin message-independent preprocessing phase. This phase is run by 7T parties,
inherently sequential, and terminates with the generation of the commitment. The online signing
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phase instead requires 2 rounds of online interactions, one to generate randomness and one to
generate the final signature, neither requiring expensive group action evaluations.

Different strategies can be employed to authenticate the information sent during the commitment.
For this we propose an instantiation using the interactive proof-of-knowledge from [MJ23], a more
efficient solution with respect to the ones proposed in the literature, but whose security relies on
the AGAM [DHKKLR23] and gaStCDHassumption. The cost of the procedure is dominated by
the computation of 21" - ¢, sequential group actions. The parameter ¢,. grows linearly with the
security parameter and is inversely proportional to the logarithm of the public key size. In practice,
t, ranges between 11 and 49. As a recovery mechanism, the scheme can be augmented with an
interactive identifiable abort protocol [PKNRT25].

Scheme design for the Threshold PKE. On a high level, the threshold PKEfollows the hybrid
encryption paradigm (PKE+ symmetric key encryption). Encryption requires a single group action
computation, whereas decryption is performed in a Round Robin style computation with the
number of rounds linear in the threshold. The ciphertext contains a non-interactive proof-of-
knowledge using the efficient WaterSQI [Fou25] framework. Decapsulation, on the other hand,
requires the interactive proof-of-knowledge from [MJ23], resulting in an overall computational
cost that is quadratic in the participation threshold. Notably, both ciphertext and public key size
are independent of the group size and only scale linearly in the security parameter. Security can
be proven under minimal assumptions, featuring static corruptions and identifiable aborts. Due
to the lack of existing security notions for Round Robin TPKE, we furthermore develop novel,
(restricted) chosen-ciphertext attack-style security notions and compare them with the existing
literature. For the security proof we rely on an idealized model for the group action.

In addition to the above construction, an alternative construction is feasible featuring a silent
setup, security under adaptive corruptions, updatable public keys and constant round complexity
for decryption. However, this comes at the expense of public key and ciphertext sizes linear in the
number of parties. At the moment we do not plan to include this alternative construction in the
package.

Scheme design for KeyGen and Secret Sharing. The kind of secret-sharing scheme used
depends on the parameters. For our smallest set of parameters, the order of the group is known,
allowing us to use standard Shamir secret-sharing as outlined in [DM20]. For larger parameters,
where the order of the group is unknown, we instead use a black-box secret-sharing, as defined
in [CF02]. Different instantiations of the secret-sharing [CF02; DDB95; DT06] are possible, and
for each profile we consider the one providing better performance.

To instantiate the DKG, we implement (a generalization of) the protocol CSI-Rashi++ [ABCP23].
To achieve the identifiable aborts property, we propose an extended version of CSI-Rashi++ that
also outputs the public verification shares. It achieves robustness and adaptive security with
Honest-Majority in the QROM, assuming the hardness of gaDLOG .

The Group action implementation we specify follows the design of qt-Pegasis [PR23; Dar25;
DEIV25], an improvement of Pegasis [DEFMI+25] and CSIDH [CLMPR18]. We shall introduce
further improvements to the state of the art, in particular regarding isogeny computations.
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Ad-hoc gadgets. As shown in [Fou25], under some specific parameter choices for our group
action instantiations, it is possible to leverage additional algebraic structure, beyond the group
action framework, to improve the performance of some subroutines of the schemes. When possible,
we plan to include these optional speed-ups in our implementation, still allowing the possibility of
removing them to just rely on the group action framework, if wanted.

Quantum security analysis. The security of most isogeny-based group actions, including
qt-Pegasis, is parameterized by the characteristic of the chosen finite field. Their pre-quantum
security strength is equivalent to that of the discrete logarithm in an elliptic curve over a finite
field of half the size: thus qt-Pegasis over a field of 512 bits has comparable security to curve
P-256 and AES-128.

Because of Kuperberg's algorithm, there is much greater uncertainty surrounding the quantum
security of commutative group actions in general. Estimates of the quantum security of 512-bits
CSIDH vary from “above 280 quantum Tgates” [BLMP19, § 1.3] to “not much more than 26°
quantum T-gates” [Pei20, § 1.3].

Our specification document will contain a detailed cost analysis of classical and quantum attacks
against our isogeny group action, taking into account the most recent algorithmic developments.
Based on it, we will issue three parameter sets, dubbed optimist, prudent and pessimist, targeting
quantum security at least as strong as AES-128 according to our costing models. For the sake
of this preview, we provisionally set at 512, 1024 and 2048 bits the size of the finite fields
corresponding to these parameters.

3. Open-Source Implementation

We propose a Python implementation of the threshold protocols and networking model, which calls
efficient low-level pure-C implementations of the group action and other isogeny-related gadgets.
We additionally include Intel-assembly-optimised implementations of the low-level routines.

Source code, build instructions and issue-tracking will be made available for early review at
https://github.com/Threshold- Group-Actions/. The code depends on GNU Multiple Precision
Arithmetic Library for multi-precision integers and ships code for [ -arithmetic machine-generated

through modarith?.

The networking model is implemented in Python in a group-action-agnostic way. This allows for
agility in the implementation, including the ability to mock-up isogeny-based group actions with
pre-quantum discrete logarithm groups.

The implementation ships unit-tests for all local operations, as well as protocol-level testing for the
processing of valid, corrupted and malicious data packets. We ensure that inputs of the protocols
are valid using efficient algorithms [BGS22]. A canonical representation of public data is used
to aid in the development of detection of corrupted data and early-abort within the threshold
protocols.

2https://github.com /mcarrickscott/modarith
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4. Experimental Performance Evaluation

Performance of our schemes is impacted by two main factors: the number of group actions
evaluated by the protocol, and the individual cost of a group action evaluation. For the latter, we
report in the table below the runtimes of our preliminary C implementation of qt-Pegasis (median
of 100 runs on a i7-11850H with turboboost disabled).

Parameter set optimist prudent pessimist

Size of p (in bits) 512 1024 2048
Estimated C timings (in MCycles) 103 510 3633
Estimated C timings (in ms) 41 204 1450

To obtain an estimate for the overall runtime, we multiply the numbers above by the total number
of group actions, although this ignores potential speed-ups achieved through parallelization and
ad-hoc gadgets. The results are summarized in the table below.

Size of p 512 bits \ 1024 bits \ 2048 bits
profile | (2,3) (3,5) (8,16) \ (2,3) (35 (8,16) \ (2,3)  (3,5) (8,16)
Threshold Signing Preprocessing estimates for three different choices of pk size (in sec)
Small | 6.03 10.04 30.14 | 29.99 4998 149.94 | 213.74 356.23 1068.69
Medium | 2.34 390 11.69 | 11.63 19.38 58.14 | 82.88 138.13 414.39
Large | 1.35 225 6.76 | 6.73 1122 33.66 | 4798 79.97 239.91
Threshold PKEestimates (in ms)
Dec. | 123 246 1476 | 612 1224 7344 | 4362 8724 52344

Enc. 82 \ 408 \ 2908
Distributed Key Generation estimates (in min)
DKG 0.4 0.5 1.4 1.7 2.6 7.0 12.5 18.7 49.8

DKG IA 1.4 3.2 239 | 175 550 678.1| 1246 3924 4832.9

Macaw (category S1) offers a range of compromises between public key and signature size. These
are shown in Figure 1. We are currently working on an improved compression technique for group
elements reducing by 1/3 the signature sizes for larger prime sizes (1024 and 2048 bits). More
precisely, a linear increase in the public keys size gives a logarithmic improvement on the signature
size, preprocessing time and verification time (see [BPPRS25, §3.1]). We note the preprocessing
time only weighs on the parties actively participating to the signing protocol, whose number we
take equal to the threshold. The table shows the estimated preprocessing time, dominated by the
latency of the sequential group action evaluations. The online phase time is instead dominated by
the network latency of 2 online rounds of interaction.

Kea (category S2) features relatively fast encryption and small bandwidth. The number of
sequential group actions performed during decryption scales as T'(T + 1) /2, whereas encryption
requires only two group action computations. The bandwidth estimates are contained in Figure 1,
the ciphertext includes a WaterSQI proof and its size is computed using the values in [Fou25].
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For Kakapo (category S4) we report the cost of generating one public key. This needs to be
repeated multiple times (from 1 to hundreds, depending on the chosen parameters) if generating
public keys for Macaw. Kakapo requires additional computations to also generate public verification
shares for the identifiable aborts protocol. We are currently working on reducing the overhead of
these additional computations.
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Figure 1: Estimated trade-offs in size between public keys and signatures for Macaw (circles) and
between public keys and ciphertexts for Kea (squares).
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