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1. Introduction

Pilaf is a two-round threshold Schnorr-type signature scheme with fully tight adaptive security,
submitted to Category S1 of the NIST Threshold Call [NIST-IR8214C]. Threshold signatures
grew out of Desmedt’s proposal to distribute signing authority and Desmedt—Frankel's threshold
cryptosystems [Des90; DF90]; they distribute a signing key among IV parties so that any subset of at
least ¢ parties can jointly produce a valid signature, while fewer than ¢ parties cannot forge signatures.
Modern definitions model dynamically selected signer sets and malicious leaders [BCKMTZ22];
fully adaptive security further allows corruptions to depend on earlier protocol transcripts [CKM23].
Threshold Schnorr signatures have a linear structure that is particularly suitable for thresholdization:
signers can locally generate signature shares that aggregate into a compact signature while
preserving the public verification interface of the underlying Schnorr primitive [KG20].

The primary design goal of Pilaf is to combine two-round signing, offline preprocessing, adaptive-
corruption security, and fully tight concrete security in a single pairing-free construction. Existing
work covers these ingredients separately, but not their exact combination under Pilaf’'s model
and assumptions. FROST provides practical two-round signing with offline preprocessing, but is
analyzed against static corruptions [KG20]. Fully adaptive FROST-style analyses include Sparkle+,
HARTS, FaFROST, and ms-FROST. These analyses rely on the AGM and/or OMDL /AOMDL-type
assumptions; HARTS additionally targets robustness under a distinct threshold model [CKM23,;
BLSW24; BGCRSY25; BCLTZ26]. Under standard pairing-free assumptions, Twinkle, Glacius,
Gargos, and Rackle require at least three signing rounds, whereas the two-round Dazzle and
Gerhart et al. constructions have non-tight reductions; the latter additionally assumes bounded
signing between public-key refreshes [BLTWZ24; BDLR25b; BDLR25a; NRT26; Che25; GCRS26].
Chen's partially non-interactive construction likewise has query-dependent security loss [Che26].
Fully tight alternatives include the three-round Dazzle-T and Twinkle-T, the higher-round Glitter,
and the two-round but statically secure Earpicks [Che25; BW26; TJZ25; BC26]. Pilaf targets the
remaining combination while staying pairing-free and relying only on the Matrix Diffie-Hellman
assumption in the random-oracle model [EHKRV13].

In a two-round threshold signing protocol, the first-round messages are generated before the
message is known and may be preprocessed offline [KG20; BCKMTZ22]. This creates a fundamental
difficulty for adaptive security: if a signer is corrupted after first-round messages have appeared
in previous transcripts, the simulator must reveal local randomness that is consistent with those
already published messages. The construction relies on a linearly homomorphic dual-mode
commitment with targetable opening, which allows the proof to explain first-round commitments
after the Fiat-Shamir challenge and the relevant aggregate target are known. It also uses a
profile-wise zero-sum masking mechanism with posterior completion, which ensures that later
corruptions reveal local randomness distributed consistently with previously published transcripts.

By providing a complete specification, reference implementation, and experimental evaluation
of such a two-round adaptively secure and fully tight threshold signature scheme, the planned
package contributes to the Threshold Call's goal of building a public body of reference material
for threshold cryptography.
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2. Specification

2.1. System Model

The system consists of NV parties and a threshold parameter ¢, where 1 <t < N. Any signer set
S of size |S| > t can jointly produce a valid signature under a common aggregate verification key,
whereas any signer set of size |S| < ¢ cannot forge signatures.

The signing protocol consists of two rounds. In the first round, each signer independently generates
a message-independent preprocessing message and stores the corresponding local state. These
first-round messages can be generated before the message to be signed is known. In the second
round, after the message and the complete first-round transcript are fixed, each signer produces a
signature share. Any party acting as a combiner may aggregate t valid second-round shares into a
publicly verifiable signature.

2.2. Proposed Cryptosystem
The Pilaf threshold signature scheme is defined as Pilaf = (Setup, KGen, Sig,, Sig, ; SAgg, Ver).

o Setup Setup(1*). The setup algorithm takes as input the security parameter \ and outputs
public parameters pp for the linear function family, commitment scheme, and masking
scheme.

« KGen KGen(V,t). The dealer uses Shamir secret sharing with threshold ¢ to distribute =
among the N parties. Signers P, receive shares x, of the signing key =, and the aggregate
verification key is vky, := F'(x). Any t shares reconstruct = through Lagrange interpolation.
In addition to the signing-key shares, the dealer generates pairwise masking seeds for the
parties. Each party receives only the seeds needed to compute its own masks. These seeds
are used to derive correlated random values whose weighted sum is zero for every signing
set. The local secret key of P, therefore consists of its Shamir share and its masking seeds.
The aggregate verification key vks. is public.

- Sig, Sigo(vkz,f,id,ske,S,m). This round is independent of m and can therefore be
preprocessed offline. Signer P, samples a, , and sets a,; := x, —a, . For each branch
b € {0,1}, it derives commitment keys from H(vky;, id), samples a nonce preimage 2,
and computes X, , := F(a,,) and R, := F(2,,). It commits separately to X, , and
Ry 1, masks the resulting commitment pair using the first-round masks for (id, S, b), and
returns the two masked branch commitments together with local state st,.

« Sig; Sig, (vky, !, id,sty, {m;};cq,S,m). After the message and complete first-round
transcript are known, each signer aggregates the first-round commitments ¢, = (x;,7,)
using the Lagrange coefficients. Because the first-round masks have a weighted sum of
zero, this produces a common pair of aggregate commitments for each branch. The signer
then computes a Fiat-Shamir challenge h := H(vky,, 2,7, z,,71,%d, S, m). P, computes
its second-round signature share for each branch b as py, := 2z, + h - a,;,, where 2, is
the nonce used in the first round. Before these values are released, they are masked using
fresh masks derived from the complete second-round transcript. In particular, the masking
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2.3.

3.

context contains the first-round transcript supplied to the signer. This ensures that the
second-round share is bound to the exact first-round transcript on which it was computed.

SAgg SAgg(vks, {0, }icg,id, S,m). The aggregator first checks that all shares contain
the same ¢, for each branch. It then aggregates the branch values X, nonce values R,,
responses p;, and commitment openings w, using the Lagrange coefficients. The second-
round masks cancel, yielding the aggregate signature o5, = { X, Ry, pp, Wy € Foefo,1}-

Ver Ver(vky,id, S, m,oy,). The verification algorithm checks the validity of the aggregated
signature against the aggregate verification key. The verifier parses ¢, = (x, 1} ), derives the
commitment keys from H(vksy;, id), and recomputes h := HH(vks,, 2, 1o, 21,7y, 9d, S, m).
It checks X, + X; = vky and, for each branch b, verifies the Schnorr relation R, =
F(py) + X,h and the openings of both commitments z;, and r,.

Security

Underlying assumptions. The concrete Pilaf instantiation is pairing-free and is proved
secure in the random-oracle model (ROM). Security relies on the Matrix Diffie-Hellman
assumption for indistinguishability between the two modes and on the MDDH-based prop-
erties of the underlying linear function family. The construction does not rely on bilinear
pairings, the algebraic group model, or any other non-standard assumptions.

Fully tight security. For the final forgery, the hidden branch has not been exposed.
The reduction can therefore select this branch with only a constant loss and switch its
commitments to binding mode. A valid forgery must then satisfy the extracted relation
R* = F(p*) + Xh, which contradicts the lossy soundness of the underlying linear function
family except with the stated error probability.

Adaptive security. Pilaf is secure against an adaptive adversary that may run multiple
signing sessions concurrently, choose the messages and signer sets, request signature shares,
and corrupt up to t — 1 parties during the execution. When a party is corrupted, the
adversary obtains its secret-key share and all local state from previous signing sessions,
including the randomness used in the first and second rounds. The dual-mode commitment
allows the simulator to produce openings consistent with the challenge after the first-round
transcript has already been fixed.

Open-Source Implementation

Since the current preview focuses on the cryptographic specification and security claims, the
experimental evaluation is preliminary and the implementation is not yet fully open-source. The
final submission package will include an open-source reference implementation and a systematic
experimental report, following the NIST Threshold Call requirements. The evaluation will measure
per-party communication, round complexity, signing latency, verification cost, and the overhead
introduced by the dual-mode commitment, masking mechanism, and dual-branch signing structure.
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We will benchmark representative threshold configurations and compare the implementation with
existing two or three round threshold schemes.

4. Licensing, Patent Claims, and Funding

1. A Chinese invention patent application (application no. 202611078393.7), concerning an
adaptively secure two-round threshold signature method and system with fully tight security,
was filed with and accepted for processing by the China National Intellectual Property
Administration on July 20, 2026. The applicant is Shandong University, and Chen Qian and
Xingyu Zhao are named as the inventors. The application relates to the Pilaf scheme and is
currently pending. It is intended for defensive purposes only and is not intended to restrict
the free use of the scheme by any entity.

2. The research that led to the scheme was supported by the National Natural Science Foun-
dation of China (Grant 62302272), the Shandong Provincial Outstanding Young Scientists
Fund (Overseas) (Grant 2024HWYQ-013), the National Natural Science Foundation of
China (Grant 62472255), and the National Key Research and Development Program of
China (Grant 2022YFE0114300).
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