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1. Introduction

Decentralized systems are becoming the de-facto standard in data-management, especially in
applications involving sensitive data and collaborative decision-making (e.g. e-voting), due to
their security against single-points of failures and their ability to protect the users’ privacy while
offering protection from key-loss and similar drawbacks present in centralized systems. In this
contest, (decentralized) Elliptic-Curve Cryptography, in particular digital signatures such as ECDSA
and EdDSA, constitutes the core of many state-of-the-art decentralized architectures (see e.g.
[DLMR20]). Particularly relevant is the application in the metaverse, where the enforcing of
regulation is very tricky due to transnational domains and the lack of central governance (or the
security and trust risk that centralization would pose)[Ranar]. In this context many application
would benefit from control policies that are finer-grained than a simple threshold, and their
dynamic nature would also appreciate the possibility to add actors and proactively restore security
in case of partial compromise.

This submission focuses on threshold ECC DSSs, i.e. EADSA/Schnorr and ECDSA, and comprises
the key generation, called 7-keygen, and the signing algorithms, respectively called 77-Schnorr,
n-EdDSA, and 1-ECDSA. In particular, the key generation is derived from [BLM25; LMM25]
and is a key feature of the submission, as it allows for highly flexible key-management from
linear secret sharing techniques, and it includes features such as decentralization, extensibility,
refreshability (resistance against adaptive, snapshot, mobile attackers), and compatibility with
basic (t,n)-threshold scenarios as well as general access structures (threshold access trees). The
key generation is discussed in detail for the general case of decentralized secret generation [BLM25;
LMM25], specialized to the case of ECC, instantiated and implemented for EdDSA/Schnorr
(derived from [BGLM+-22; BLMS23; BLM25]) and ECDSA (derived from [BLMS21]). The key
generation 7)-keygen fits in NIST Category N4.1, however some features (e.g. threshold random
values generation, key refreshing, addition of new participants, management of complex access
policies) might be described and implemented as independent packages fitting Categories N4.5
and S7. 1-Schnorr (Category N1.1), 7-EdDSA (Category N1.1, even though some features, e.g.
the deterministic nonce generation, might be described as an independent gadget), and 7-ECDSA
(Category N1.2) signing algorithms are then presented and implemented, following respectively
the work in [BLMS23], [BGLM+-22; BLM25] and [BLMS21]. A package containing key-generation
and signing algorithms will be provided and used for performance evaluation and comparison.

2. Specification

« Organization: First, the key generation algorithm 7)-keygen will be presented in detail
for the general case of decentralized secret generation, alongside its extended features
such as extensibility, share refreshing, and generalization from simple threshold to general
monotone access structures. The construction will then be specialized for the case of ECC
and implemented.
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Subsequently, 77-Schnorr, 1-EdDSA and 7-ECDSA will be presented and implemented each
one in its own module. All three will depend on the Key Generation module, and n-EdDSA
will build on the Schnorr module adding the deterministic nonce generation.

Each part of the submission is managed by a dedicated subteam (possibly including re-
searchers not yet listed as team members).

« System model: 7-keygen enables a trustless distributed setup that is extensible to parties
that join later on, allows for refreshing to achieve proactive security, and supports general
monotone access structures to allow for finer-grained control with respect to simple thresholds.
This enhanced DKG exploits a homomorphic commitment scheme to enforce fairness and
enable full verification, in particular Pedersen commitment [Ped92] satisfies the requirements
and fits well within the application to ECC-based cryptographic schemes such as ECDSA,
and EdDSA/Schnorr.

1-ECDSA uses also the Paillier Cryptosystem [Pai] in the multi-party signature generation.
For the deterministic nonce generation, 7-EdDSA exploits the Elliptic-Curve-based Pseudo-
Random Function (PRF) Purify [NRSW20].

o Security: We consider the following definitions:

— Static Adversary: An adversary whose strategy is fixed and determined before the
protocol begins.

— Adaptive Adversary: An adversary that can adapt their strategy based on the
information gathered during the protocol’s execution.

— Mobile Adversary: An adversary that can move between different players over time
(corrupting them), as long as the total number of corrupt players is less than or equal
to a fixed threshold. A mobile adversary is adaptive, but an adaptive adversary is not
necessarily mobile.

— Snapshot Adversary: An adversary that captures and analyzes the system's state
and the secrets of corrupted players at a single point in time, without the ability to
continuously monitor or interfere with the protocol.

n-keygen is secure against an adaptive, mobile, and snapshot adversary [LMM25].

n-EdDSA, and n-ECDSA are proven secure against static adversaries who, contrary to the
mainstream approach, are also involved in the key-gen [BLMS21; BLMS23], while their
security against adaptive and mobile adversaries is currently under investigation. 7-Schnorr
is secure against static adversaries participating in both the key-generation and the signing
algorithm [BGLM+22; BLM25], and is secure against adaptive adversaries not participating
in the key generation [CKM23]. Its security against mobile adversaries is currently under
investigation.

The security assumptions required to prove the security properties listed above are mostly
dependent on the implementation choices and will be discussed in detail in the submission
(e.g. if in 1-keygen we adopt the Pedersen commitment then the security depends on the
hardness of DLOG; Similarly, 7-EdDSA requires a verifiable PRF on ECC points such as
Purify).
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3. Open-Source Implementation

1. Code structure: The codebase is expected to be organized as a library designed with
components having increasing levels of abstraction. In particular, we foresee a component
tackling efficient modular arithmetic, another one containing symmetric primitives (namely,
cryptographic hashes), and a component employing the one implementing efficient modular
arithmetic and realizing elliptic curve arithmetic. Finally, a box-component will employ
the aforementioned ones to realize the entire cryptographic primitives. We aim to have a
self-contained implementation as a target; in the initial phases of our implementation we
will likely employ open source, freely licensed (i.e., Public Domain, CC-0), libraries, such as
Libtomcrypto [Tea26] to provide the efficient arithmetic and curve arithmetic, and hash
functions. We expect the entire library to be written in ISO standard C11 [Int11], and
we will test its correct functionality when built with the latest stable versions of the GNU
Compiler Collection (GCC) and the Clang/LLVM compiler.

2. Code progress and availability: Currently, we are in the modular design phase, and we
are in the process of identifying the interfaces of the library modules.

3. Implementation of the networking model: Given the wide variety of the possible
networking stacks, we foresee a decoupling of the networking capabilities from the library
itself. Therefore we foresee an interface for networking which will have compile-time
selectable back-ends. A simple testing back-end, for the purpose of easing portability, will
be constituted by files stored on local mass memory, while we foresee that the back-end
employed for performance testing will be implemented with POSIX-standard TCP sockets.
Realistic network latency testing can be performed easily in this way through network delay
simulation suites such as the netem one included in Linux.

4. Testing: We foresee a test-vector based approach for functionality testing of the library,
including both positive- (i.e., functional input-output pairs) and negative test vectors (i.e.,
non functional input-output pairs to detect missing error signalling). Adversarial testing will
be done by preparing test suites which stress the ability of the code to react appropriately to
known attacks to the signature scheme. Finally, randomized-fault testing will be performed
through random bit spraying on functional test vectors, in the fashion currently applied in
the 1ibogs project by OpenQuantumSafe.

4. Experimental performance evaluation

1. Performance: We expect that a synthetic performance estimate, obtained by counting
the number of elliptic curve point operations and cryptographic hash calls, and multiplying
these values by the latency of a single of the aforementioned operations will yield a quite
good estimation of the overall runtime. We plan on comparing our performance with other
submitters as soon as their codebases are public.

2. Platform: We expect the baseline platform (single computer, with 16 cores and 64 GB of
RAM, as mentioned in the response to item F2b.3.1 in the compilation of public comments
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[PubComs2PD] on the 2pd) to be plentiful in resources for the single-host testing (i.e.,
benchmarking performance without networking). We also foresee that such a configuration
is still resourceful enough to perform tests with limited amounts of hosts (in the low-tens
range), although contention on hardware resources (second and third level caches) may
somehow have an impact on the results reliability. We would welcome any public baseline
for network testing, whether this is simply created by splitting a single host into multiple
virtual machines with CPU pinning, or having different physical hosts interconnected by an
actual network. We would recommend in this case a simple, relatively low budget setup
(e.g., two hosts, one to four 1000-Base-T interconnections) to allow easy reproducibility by
submitters and third party implementors likewise.

5. Licensing, patent claims, and funding

1. We foresee to release our entire codebase as Public Domain (CCO, https://creativecomm
ons.org/public-domain/cc0/), and strive to have similarly licensed libraries as dependencies,
if needed, whether bundled or external.

2. US Patent [DSML24] may be relevant since it was granted for an invention stemmed from
the preliminary work that led to [BLMS21]. In particular it applies to using extensible
threshold signatures for resilient custody of cryptocurrencies. Two of the inventors are
authors of this submission, the company who is the current assignee of the patent is not
involved in the submission.

3. Michele Battagliola is supported by the Italian Ministry of University and Research (MUR)
under the PRIN 2022 program with projects “Mathematical Primitives for Post Quantum
Digital Signatures” (CUP 153D23006580001) and “Post quantum ldentification and eN-
cryption primiTives: dEsign and Realization (POINTER)” (CUP 153D23003670006), by
MUR under the ltalian Fund for Applied Science (FISA 2022), project “Quantum-safe
cryptographic tools for the protection of national data and information technology assets”
(QSAFEIT) - No. FISA 2022-00618 (CUP 133C24000520001).

Alessio Meneghetti is supported by the project PRIN 2022SC, title "Algebraic Methods in
Cryptanalysis”, Grant Ref. 2022RFAZCJ, CUP H53C24000830006.

Riccardo Longo is supported by project SERICS (PE00000014) under the MUR National
Recovery and Resilience Plan funded by the European Union — NextGenerationEU.
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