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1. Introduction

Planned Package Submission. The planned package submission will specify a family of UC-
secure two-round two-party distributed signature crypto-systems for the ECDSA and Schnorr
signature schemes. The schemes are based on the two-party signing protocol recently introduced
by a subset of the team’s members in [BCMRS26], and instantiate the underlying gadget (a
VOLE-PCF) using the approach introduced by a subset of the team’s members in [BCMRS25].
This family of crypto-systems fits within categories N1.2 (ECDSA signing) and N4.1 (ECC KeyGen),
as well as S1 (Schnorr signing) and S4 (Schnorr key generation).

Secondary Crypto-System. The planned package submission will also include the specification
of an additional crypto-system, the core component of our schemes: a pseudorandom correlation
function for the vector-OLE correlation (VOLE-PCF) from the sparse LPN assumption (category
S7). Since this crypto-system is beneficial in other settings (such as two-party BBS/BBS+
signatures), it makes sense to include it in the Threshold Call.

2. Specification

2.1. Design Principle

We obtain Stoats by following the paradigm introduced in [BCMRS26], which builds 2-party ECDSA
and Schnorr signing protocols using VOLE-PCFs. We instantiate this framework by plugging in
the sparse-LPN-based VOLE-PCF of [BCMRS25] and designing a thoroughly optimized, fully
maliciously secure distributed setup. Security of our distributed setup relies on a variant of the
sparse LPN assumption, which we show to be equivalent to the standard sparse LPN assumption.
Additionally, we introduce then apply generic techniques to achieve stateless signing while preserving
efficiency. We complement our results with concrete performance evaluations and an open-source
implementation.

2.2. Model

Security. For distributed signing, we consider a pair of signers, P4 and Py. We analyze both
trusted and distributed setups. We consider both static and adaptive malicious PPT adversaries.

Our distributed signatures are proven secure in the Universal Composability (UC) framework
which guarantees security under arbitrary composition within an adversarial environment. We
prove a strong variant of simulation-based security, i.e., UC-realization of a signing functionality,
which further guarantees that the output signatures are distributed indistinguishably from their
single-signer counterparts. Our signing functionalities model stateless signing, security with abort,
and deterministic signing when relevant. We model asymmetric signing, where only P 4 learns the
signature, andd note that our protocols straightforwardly generalize to the symmetric setting.

For the two-party VOLE-PCF primitive, the key generation algorithm can be run in interaction
with an adversary that corrupts one of the parties (P4 and Pg), and our PCF is secure in the
presence of any PPT adversary with limited influence over key generation.
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Communication Channels. In all protocols, all parties, including P 4 and P, and, in the trusted
setup variant, the trusted dealer, communicate over an asynchronous authenticated channel with
adversarial delay. For security against an adaptive adversary this pairwise channel should be
non-committing, which is achievable from, e.g., the one-time-pad in the random oracle model.

Security Assumptions. All of our protocols are proven secure in the random oracle model.

Distributed Setup: The security of the distributed setup further relies on: (1) the sparse LPN with
static leakage assumption, which we prove equivalent to the standard sparse LPN assumption
([Ale03]) for certain parameters, and (2) a maliciously-secure oblivious transfer protocol, instanti-
ated by generating 128 bits of base OTs [MRR21] and expanding with SoftSpokenOT [Roy22].

Further Assumptions for Each Protocol:
1. VOLE-PCF (2.3.1): sparse LPN ([Ale03]).
2. Stoats-Schnorr (2.3.2), Deterministic 2-Party Schnorr: VOLE-PCF.

3. Stoats-rECDSA (2.3.3), Non-Deterministic 2-Party ECDSA: (1) VOLE-PCF, (2) knowledge
of exponent (KEA, [Dam92]), and (3) existential unforgeability (EUF-CMA, [GMR88]) of
ECDSA.

4. Stoats-dECDSA (2.3.4), Deterministic 2-Party ECDSA: (1) VOLE-PCF, (2) KEA, and (3)
EUF-CMA of ECDSA.

2.3. Techniques

Notation. Fix an additive group Gg of order gs with generator G, and a function Hg: GZ x
{0,1}* — F,.. Fix an additive group Gg of order gg with generator G, and a function
Heg: {0,1}* — F,.. Let P.x be projection to the z-coordinate. Parties P, and Py are as-
sumed access to random oracle H,,, : GZ — F,_ for Schnorr, or H_,, : GE — F5_ for ECDSA.

2.3.1. Pseudorandom Correlation Function for VOLE

Our signing protocols makes fundamental use of pseudorandom correlation functions (PCFs, [BCGIKS20])
for the vector-OLE (VOLE) correlation over a large prime-order field F, (VOLE-PCFs). A VOLE-
PCF over I, enables parties Py and P, to on-the-fly generate VOLE-correlated tuples for random

A € F, (held by P;) from short correlated keys: With each evaluation, P, obtains u,v € F,, and

P, obtains w € F,, such that w = A - u +v. A VOLE-PCF has the following syntax:

o PCF.KeyGen(A € F)) — (k§F, KPP, where kY contains A.
« PCF.Eval(c € {0,1},k"F .z € ) =y, for yg = (uy,v,) and y; = w,.

A VOLE-PCF is correct if evaluations Eval(0, k<", ) and Eval(1, ki ", z) are correlated according
to A, pseudorandom if no adversary given A can distinguish adaptively-chosen evaluations from
uniform correlated samples, secure against P if kgCF leaks no information about A, and secure
against P, if no adversary given k' <" can distinguish Eval(0, kgCF, x) from (u,, Eval(1, kPCF, x)—
A - u, ) for adaptively chosen x and uniform u,,.

2
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We instantiate the VOLE-PCF with the (stateful) construction of [BCMRS25] based on the
sparse LPN assumption. The PCF keys include a short seed VOLE correlation with uniform
ul® ¢ IF;. During evaluation, this seed gets expanded L times by a factor s by applying LPN
with an expansion factor s (u*"V s u® := AY . w1 4 e®) into a VOLE correlation
with pseudorandom u'®) of length m := n - s“. The matrices A'¥) are sparse, of dimensions
(se ‘m) X (sﬁ_l -n), and compressed using a random oracle. The vectors e are sparse, regular
error vectors, and compressed via distributed point functions (DPFs). This allows the efficient
computation of single entries WP for z € [m] yielding a PCF with domain [m)].

We use the standard, GGM-based construction for known-index DPFs [BCGIKRS19], and include
the keys in (kSCF, k'fCF). We will specify both the key generation by a trusted dealer and with a
distributed key generation protocol. For the latter, we rely on a variant of the single-point VOLE
protocol from Wolverine [WYKW21] to generate the DPF keys.

In our signing protocols, we have to ensure that an index x is never reused for two different
messages. Since the PCF domain [m] is too small to prevent collisions when hashing into it, the
parties need to maintain a state to iterate over the domain. Under the non-standard filtered
sparse LPN assumption, the VOLE-PCF of [BCMRS25] also supports larger domains X', when
the rows of AY) are derived by hashing x € X. To obtain stateless signing protocols without
new assumptions, we introduce a novel transformation that generically turns a PCF with domain
X = [m] into a PCF with domain X" = {0,1}*, while preserving security for up to m’ < m
evaluation queries.

2.3.2. Stoats-Schnorr: Deterministic Two-Party Schnorr Signing

Setup. Keys (ki ki') < PCF.KeyGen(A 4) and (kj, kP) < PCF.KeyGen(Ap) for VOLE-PCFs
over F,., and (sky4,skp) such that pk = (sky +skp) - G's are generated.
P 4 receives (pk, sk, Ay, kf, kéB). P g receives (pk,skg, Ap, k(;‘, kf).

Signing. For a message m € {0, 1}*:
Round 1: P, runs (k,v,) < PCF.Eval(0,kg,m) and sends R4 < k4 - Gs to Pj.

Round 2: Py runs w, + PCF.Eval(1,k?,m) and (kg,vp) < PCF.Eval(0, ki, m), computes
Rp:=kp-Gs, Vi :=wy-Gs— Ap- Ry, Vg :=vp-Gs, challenge e < Hs(pk, R4 +
Rp,m), and message sp := (kg + € - skg) @ Heon(V4, V), then sends (Rp, sp) to P 4.

Output: P, runs wg < PCF.Eval(1, kég,m), defines Vy :=v,4-Gs, Vg i=wp-Gs— A4 - Rp,
recovers og := sg @® H.on(Va, V5), and aborts if o # R + e - pky. Otherwise, P4
computes 0 4 := k4 + e - sk, and outputs 0 ;=04 + 0p.

2.3.3. Stoats-rECDSA: Randomized Two-Party ECDSA Signing

Setup. Keys (ki , ki') < PCF.KeyGen(sk ) for a VOLE-PCF over F,_, and (sk,,skp) such that
pk = (sky + skp) - Gg are generated.
P 4 receives (pk, sk , k’f‘). P g receives (pk, skp, k{?).
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Signing. For a message m € {0, 1}*:
Round 1: P, samples k4,v4 <~ F _and sends R4 < k, - Gg to Pp.

Round 2: Py runs (kp,vp) < PCF.Eval(0,k, (pk, Ra,m)), sets Rp = kg - Gg, r := (kg -
R,).x, runs (uc,ve) < PCF.Eval(0,ky, (pk, R4, m)), sets u := k™' —ug, v = kg -
(He(m)+7-skg)—r-ve, Vg :=vp-Gg, KEA proofs g := kg -pk, and 7y, := vg - pky,
and message sp := (u,v) ® Heon(Vg, T, Ty ), then sends (Rp, sp) to P 4.

Output: P, runswg <+ PCF.Eval(1, ki, (pk, R4,m)) and we < PCF.Eval(1, Kk, (pk, R4, m)),
sets Vg := wp - Gg — Ay - Rp, mp = sky - Rp, m, = sky - V5, and recovers
(' ,v") == sg@®Hcon(V, T, ), sets 7 := (k4 Rp).x, 0 := k- (v 47 (we+sks-u')),
aborts if 7 # o1 - (Hg(m) - Gg + 7 - pk).x and otherwise outputs o.

2.3.4. Stoats-dECDSA: Deterministic Two-Party ECDSA Signing

Setup. Keys (ki , ki') < PCF.KeyGen(sk4) and (k5 kP) « PCF.KeyGen(Ap) for VOLE-PCFs
over F,_, and (sk4,skp) such that pk = (sk4 + skp) - G are generated.
P 4 receives (pk, sk 4, k’f‘, k(?). P g receives (pk,skg, Ap, kaq,kf).

Signing. For a message m € {0,1}*:
Round 1: P, runs (k4,v,4) < PCF.Eval(0,k,m) and sends R < k4 - Gg to Pp.

Round 2: Py runs w, < PCF.Eval(1,k?,m), (kg,vg) < PCF.Eval(0,kj', (0,m)), and
(ue, ve) < PCF.Eval(0, ki, (1,m)). Then, Py defines Ry := kg - Gg, Vg := vg - Gg,
Vii=wy Gg—Ag- Ry, r:= (kg Ra)x, v:=kg' - (Hg(m) +r-skg) — 7 ve,
u = kg' — uo, KEA proofs mp := kg - pky, Ty := vy - pky, and message sp =
(u,v) ® Heon(V4, VB, TR, Ty ), then sends (Rp,sp) to P 4.

Output: P, runs wp < PCF.Eval(1,k{, (0,m)) and we < PCF.Eval(1,k{, (1,m)), defines
Vyi=wvq-Gg V5 i=wp-Gg — Ay - Rp, mp := sky - R, m, := sky - V3, and
recovers (u',v") := sgp ® Heon(Va, Vi, g, 7). Then, P4 computes r := (k, - Rp).x
and o := k' - (v + 1 (we +sky - u')), aborts if r #£ o7t - (Hg(m) - Gg + r - pk).x, and
otherwise outputs o.

2.4. Organization

The submission begins by introducing the context, background, and preliminary definitions of the
objects used in our project, including signing protocols, PCFs, and security assumptions. Next, we
review the paradigm of [BCMRS26], which builds two-party signing protocols from VOLE-PCFs
(our underlying gadget). We then review the recursive approach of [BCMRS25] which builds a
VOLE-PCEF recursively in the random oracle model, assuming the hardness of sparse LPN and
the existence of distributed multi-point functions. This is followed by a discussion on our design
choices for instantiating the VOLE-PCF.
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Next, we present our family of cryptosystems: threshold ECDSA and Schnorr. We describe these
protocols in two parts: setup and signing. In particular, we explain our approach to distributed
setup and our distributed key generation for the underlying VOLE-PCFs. We analyze the security of
this phase, which in particular includes the analysis of a new variant of the sparse LPN assumption
and its reduction to the standard sparse LPN. Finally, we present our generic techniques for
achieving stateless signing. Our submission will conclude with suggestions on parameter choices,
optimized for fast distributed setup, fast evaluation, and small key sizes. We provide performance
evaluation based on the open-source implementation that will accompany our submission.

3. Open-Source Implementation

We intend to release the implementation as open source under the MIT license. The current code
base is a functioning prototype that is not yet ready for public release. The implementation is
written in C4++20 for 64-bit Windows, macQOS, and Linux, using 1ib0Te? and cryptoTools3
for core cryptographic infrastructure and coproto*/boost: :asio for two-party networking. Our
code implements the DPF and PCF layers, setup, online evaluation, and two-party signing. The
prototype is heavily tested and reproducible, with unit and end-to-end tests, malicious consistency
tests, and microbenchmarks. Current measurements use a single machine with intra-process
communication; final results will include realistic local- and wide-area network settings.

4. Experimental Performance Evaluation

Our preliminary measurements already reflect a complete prototype for our dECDSA protocol
realizing malicious two-party P-256 signing. In the present local benchmark environment, full
key generation is about 1.5 seconds for approximately 223 signatures. Once generated, a single
dECDSA signing session via the local socket APl is about 1.10 ms, with only 240 us of that being
the PCF computation. The benchmarked configuration uses a PCF domain of size 22°, which
supports approximately 223 signatures. The number of supported signing sessions scales linearly
with the setup time. The setup can be rerun under the same long-term signing key to refresh this
material. We will investigate the tradeoff between larger PCF domain sizes and more frequent key
refreshes in the full submission.

The protocol description above presents the VOLE-PCF abstractly: a short seed VOLE is expanded
through sparse-LPN levels, and signing evaluates the resulting PCF at message-derived inputs.
Our prototype realizes the protocol via various optimizations. During setup, the first phase is
Base OT generation, which produces base OTs used to generate the “Base VOLE" correlations
used on the first level of recursion. This initial level is then expanded several times to obtain
the “cached level,” which is cached for later use in the signing phase. The setup then performs
“full level expansion,” where all the remaining levels are generated and checked via a random
linear combination. The fully expanded levels are computed in a streaming manner and discarded

2https://github.com /osu-crypto/libOTe
3https://github.com /ladnir /cryptotools
*https://github.com /ladnir /coproto
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Phase Component Preliminary time
Base OT generation 15.85 ms

Base VOLE generation 23.19 ms

Setup Cached level expansion 114.20 ms
Full level expansion 1319.67 ms

Key authentication 1.06 ms

Signin PCF evaluations 240.37 us
gning Full signing 1.10ms

after the checks. Finally, key authentication is a short setup-time ECDSA check that binds the
generated PCF material to the public-key share used by the signing protocol.

The signing rows measure the online phase after setup has completed. The “PCF evaluations” row
is the aggregate PCF evaluation work for one complete dECDSA signing session in the optimized
two-PCF mode. The “full signing” row includes these PCF evaluations together with the ordinary
P-256 scalar and group operations, message handling, and local socket/coroutine overhead.

The measurements were taken on a laptop-class 64-bit x86 platform with 32 GB of RAM, using
single-machine intra-process communication through the coproto/boost: :asio stack. After
setup, key authentication exchanges three affine P-256 points in total (192 bytes before protocol
framing), and each signing instance exchanges one affine point from P 4, followed by one affine
point and two scalars from Py (192 bytes before protocol framing). For setup, the present
implementation reports an estimate of tree-correction traffic rather than final network-byte
measurements: in the benchmarked 22° PCF-domain configuration, this is about 256 KiB per
PCF for the setup-only levels below the cached level and about 2.9 MiB per PCF for the online
levels above it, plus smaller base-OT, base-VOLE, and Fiat—Shamir check messages. The final
submission will fully specify this optimized setup layout, its parameter choices, and its concrete
communication accounting, and will include measurements in realistic LAN and WAN settings.

5. Licensing, Patent Claims, and Funding

We intend to release the core implementation under the MIT license, which is Open Source
Initiative approved and therefore compatible with the licensing requirement in Section 7.4 of the
Threshold Call [NIST-IR8214C]. Our prototype depends on widely used open-source libraries, and
is expected to remain within standard permissive or otherwise acceptable open-source licenses.

Authors 1, 2, and 3 acknowledge the support of the French Agence Nationale de la Recherche
(ANR) under the France 2030 ANR Project ANR-22-PECY-0003 SecureCompute. This work is
supported by ERC grant OBELiSC (101115790) and by an Amazon Research Award.
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6. Comparison with Other Submissions

ECDSA signing (category N1.2) has preview writeups from TECLA [BIC26a] and THE CLASH [BIC26b]
(class groups), Fireblocks's CGGMP [AABCDGM26a] and BAM [AABCDGM26¢c; ABCGJM24]
(Paillier), and Trout++ [DNP26] (class groups); none to date is based on oblivious transfer (e.g.,
the DKLs line [DKLs24]). Schnorr/EdDSA signing (categories N1.1 and S1) has previews from
Fireblocks's Classic Schnorr [AABCDGM26b], FROST [FRO26; KG20], and Gargos [BDLR26].
Stoats is “best in class” on efficiency and security in exchange for a few clearly identified downsides,
making comparisons straightforward.

Efficiency benefits. Stoats signs in a millisecond, with optimal two-message latency and around
100 Bytes of communication per session. No previewed threshold-ECDSA submission comes
close: only BAM [AABCDGM26¢] and Trout++ [DNP26] sign in two rounds, at around 15x
more communication and 100x-300x more computation (10%x for [DNP26]'s constant-time
implementation). TECLA [BIC26a], the closest, still requires 6x more communication and
~ 70X more computation than Stoats-rECDSA and Stoats-dECDSA (and likely more rounds,
unspecified in the preview). Stoats-Schnorr matches FROST [FRO26] in efficiency (slightly lower
communication, comparable runtime, two rounds); its main edge is security.

Security benefits. Stoats UC-realizes standard distributed ECDSA and Schnorr functionalities.
All other planned ECDSA submissions (N1.2) satisfy only a weaker game-based notion, except
Trout++ [DNP26] (which realizes a non-standard functionality: the adversary may tweak the
nonce) and CGGMP [AABCDGM26a] (an abstract signing functionality). For Schnorr (S1), Classic
Schnorr [AABCDGM26b] UC-realizes the standard functionality but uses three rounds.

Furthermore, our protocols assume only standard ECDSA /Schnorr EUF-CMA security, whereas
every other round-optimal scheme needs a nonstandard signature assumption: doubly-enhanced
ECDSA unforgeability for Trout++ and BAM, algebraic one-more discrete logarithm for FROST.
Stoats-dECDSA and Stoats-Schnorr additionally guarantee deterministic stateless signing. Ran-
domness is a well-known source of critical failures — good entropy or well-seeded PRNGs are
notoriously hard to obtain, e.g., on cloud infrastructures [GKMN21; KOR23] — so these two
schemes resist realistic attacks such as state resets and randomness failures, and mirror standard-
ized signatures like EADSA, whose nonces are deterministic. To our knowledge, no other previewed
submission offers this. Stoats-rECDSA is stateless (resilient to state resets) but not deterministic.

Downside. Stoats is restricted to the two-party setting. This covers many common real-world
uses—cryptocurrency custody, embedded wallets, virtualizing hardware security modules—but
rules out settings with more signers. In the two-party setting, identifiable aborts hold trivially and
adaptive security is achieved by guessing with a 1-bit loss.

Stoats also trades its fast signing for a heavy setup. Our experiments (Section 4) distribute the
Stoats-rECDSA setup for B = 22° signing sessions in around 1.5 seconds, and 3 seconds for Stoats-
dECDSA and Stoats-Schnorr (with B = 224 due to our stateful-to-stateless conversion); setup
time grows linearly with B (e.g., 12s for B = 228 with Stoats-rECDSA). After B sessions the setup
must be refreshed (without re-sampling the signing keys), and it produces large keys (around 2.5MB
per party). Finally, Stoats relies on the sparse LPN assumption of Alekhnovich (2003) [Ale03],
which has received less attention than group-based and factoring-related assumptions.
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