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1. Introduction

This submission outlines two hash-based signature (HBS) proposals: TALH, a stateless threshold
signature scheme, and ASPEN, a stateful non-interactive one.

For category S1 we intend to instantiate TALH at NIST security categories 1, 3 and 5, and we
target the dishonest-majority threshold profiles n2, n3fD, nS£D, nMfD and nLfD. The same security
categories and profiles are targeted for the N1.5 instantiation of TALH, whose signatures verify
under the unmodified SLH-DSA verifier. ASPEN is likewise instantiated at security categories 1,
3 and 5 in category S1, but only the profiles n2, n3fD and nSfD are targeted under a dishonest
majority; the medium and large profiles nMfH and nLfH require an honest majority. In category
N1.5 it reaches only security category 1, since its deterministic message digest rests on collision
resistance, so that a 256-bit digest yields only 128-bit security.

2. Specification

— M,C

cmt,

M, C, (emty) ec

Aggregator Rt Trustee ¢

Figure 1. The three-round TALH protocol between the aggregator and each trustee ¢ of the
coalition C', common to the compact and the scalable version (Algorithms 1 and 2).

This section specifies the compact and the scalable version of TALH, and ASPEN. They are at
their most efficient in category S1, where the parameters may be chosen for the construction at
hand, but they can also be adapted to category N1.5.

TALH is stateless, and its key generation must materialize the entire tree, which is why it is
proposed as a single-tree scheme. It can nevertheless be placed under SLH-DSA [FIPS205]: fixing
the upper layers of the hypertree to constants and instantiating the construction on the lower
layers yields signatures that verify under the unmodified SLH-DSA verifier. The price is a less
efficient scheme with longer signatures than the S1 instantiation, and a signing capacity of 219
to 220 per key instead of the 264 of SLH-DSA. ASPEN, in turn, derives the randomness of the
message digest deterministically, so that 128-bit security is obtained only when it is adapted to
XMSS at its 256-bit parameter set.

The Threshold Call explicitly accommodates such a trade-off: “in the interest of research, the
computational security of a submitted threshold scheme does not need to be as high as that of
the primitive being thresholdized” [NIST-IR8214C]. The reduced signing capacity of our schemes,
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Figure 2: The single-tree stateless HBS for D = 4, k = 2, = 4. Only the values X[i][j] are
secret; everything derived from them by hashing is public. A signature reveals one secret per
FORS tree, in the instance idx selected by the message digest.

relative to the primitives they thresholdize, is to be read in that light, and it is on this basis that
we place both proposals in category N1.5.

2.1. TALH

TALH instantiates the single-tree stateless HBS built from FORS instances that is depicted in
Figure 2, and distributes the FORS secrets among the trustees. As in other stateless constructions,
a randomizer R is sampled and digested together with the message M; the resulting digest
determines both the FORS instance to be used and which secrets of that instance are revealed.
The choice of R is therefore security-critical, and R is settled by commit—then—reveal in two
rounds (see Figure 1). In the third round the trustees release their shares of the selected secrets,
from which the aggregator reconstructs those secrets and assembles the signature (the aggregator
holds only public values, so the role may equally be played by one of the trustees).

Two ways of sharing the FORS secrets are proposed.

o Replicated secret sharing. This construction is PRF-friendly: the dealer distributes n-bit
seeds from which secrets are derived by PRF streams, so each trustee stores only a small
amount of key material. Concretely, one seed is drawn for each of the (kfl) maximal
unqualified sets and replicated to the trustees outside that set; every FORS secret is the
XOR of the corresponding PRF streams. Thus any k trustees jointly hold every seed, while
any k — 1 miss the seed indexed by their own set (Algorithm 1). The number of seeds, and
thus the cost, scales with ( ¢ ) so the construction suits small participant sets; we call it

k—1
the compact version.

o Vandermonde secret sharing. This construction is not PRF-friendly: the dealer applies a
Vandermonde (k, £)-threshold sharing over GF(2?) to every FORS secret individually, so a
trustee stores its shares in a table instead of deriving them, and the coalition reconstructs
by interpolation instead of plain XOR (Algorithm 2). The amount of key material scales as

2
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f( Algorithm 1: Key material and signing in the compact scheme}

function TALH_Key_Gen_Comp(D, k, £)
Rep_Deal(k, ¥)
for all idz, 7,7 do
X, l1ll] < DB s PRERS, (ida, 4, 5, )
(CPK, CRV) +— BuildCRV(X, ;)
Publish (CPK, CRV); delete everything else.

function TALH_Sign_Comp(M, CRV, C)
for each t € C do
cmt, < Signi(t, M,C)
for each t € C do
R « Sign2(t, M, C, (cmt,) )
R+ @Sec R?
digest + H,,.,(R| M)
(idz, c[0... k — 1]) < Parse(digest)
for each t € C do
ot[0...k — 1] + Sign3_Comp(t, (R*).cc)
fori < 0..x—1do
zi] D, . oli]
if Hy . ¢(idz, 4, c[t], z[i]) # CRV[idz].T'[¢][c[i] + B]
then
return L
AUTH[7] < path of leaf ¢[i] read from CRV[idx].T'[¢]
PATH < path of leaf ¢dz read from CRV.P
return (R, PATH, (z[0... s — 1], AUTH[O ... & — 1]))

function BuildCRV(X, p_1)
for idr <+ 0...D —1 do
fori<0..x—1do
for j«<0..8—1do
erdzh][]] — Hleaf(idxﬂ 4,7, dez[z]b])
CRV[idz].T'[¢] - MT_Construct(Y;,,[¢][0... 8 —
1))
ROOT,;,[i] < root of CRV[idx].T'[4]
PK g, < Hpy(idz, ROOT 4, [0]] ... [ROOT ;[ — 1])
CRV.P < MT_Construct(PK, p_4)
CPK < CRV. P[1]
return (CPK, CRV)

function Rep_Deal(k, ¢)
for each B € B do
Kg+s{0,1}"
fort« 1...4 do
Give {K g : t ¢ B} to trustee t

function Rep_Share(t, C, idx,c[0... k — 1])
fori < 0..x—1do
ollij« @ PRF (idz,i,cli],n)
B:min(C\B)=t
return ot[0... k — 1]

function Signi(¢, M, C,st,)
Rt +s{0,1}"™
sty < st, U{(M,C, R*)}
return (Hcmt<t’ Rt)a Stt)

function Sign2(t, M, C, (cmt, ) ., sty)
Pick (M, C, R") from st,
assert{cmt, = H_ ,(t, RY)}
Stt A Stt U {(Mv Cv (Cmts)sec7 Rt)}
return (R, st,)

function Sign3_Comp(t, (R®) e, Sty)
Pick (M, C, (cmt, ) ey RY) from st,
assert{Vs € C: cmt, =H_ (s, R®)}
R«@ R
digest < H,, ., (R|M)
(idz,cl0... k — 1)) + Parse(digest)
return Rep_Share(t, C, idz, c[0 ...k — 1])

O((k) rather than O((,ﬁﬁ) so the construction remains viable for large participant sets;

we call it the scalable version.

2.2. ASPEN

ASPEN is designed so that signing completes in a single round. A fresh randomizer is unavoidable
in the stateless setting, whereas a stateful scheme can do without one, or equivalently use a
constant one. The cost is confined to the message digest, whose security argument then rests on
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f( Algorithm 2: Key material and signing in the scalable scheme}

function TALH_Key_Gen_Scal(D, k, £) function TALH_Sign_Scal(M,CRV, C)
for all idz, 7,7 do for each t € C do
X,a:l?ll7] <3 {0, 1} cmt, < Signi(t, M, C)
(wq, ..., w,) < VDM_Share(X, . [#][f], k, £) for each ¢t € C' do
fort« 1..4do R' + Sign2(t, M, C, (cmt,) )
Wtidallf] « w, Re®, R
(CPK7 CR'V) — BuildCRV(XO...D—l) dzgest — Hmsg(R”M)
Give W t] to trustee t; publish (CPK, CRV); (idz,c[0... k — 1]) <+ Parse(digest)
delete everything else. for each t € C do
o?[0...k — 1] + Sign3_Scal(t, (R®),.c)
function VDM_Share(s, k, £) for A 0..s—1do .
ag — x[i] « VDM_Rec((t,a [z])tec)
for j o 1..k—1do if H,,,q(id, 1, cli], x[3]) # CRY[ida]. Ti][c[s] +
a; <${0,1}* A] then
fort < 1...0 do return L
w, « @ a2l a, AUTH[3] < path of leaf c[i] read from
=0 ! CRV[idz]. T[]
return (wq, ..., wy)

PATH < path of leaf idx read from CRV.P
return (R, PATH, (20 ... s — 1], AUTH[O ... ks — 1]) )
function VDM_Coef(tg, ..., t;_1)

fori < 0...k—1do

-1 function Sign3_Scal(t, (R”® , st
Ai Hj#i Ty (xtj @ xti) Pick (M, C, (cmts)(seé, Rzief?om ézt
return (Ao, ..., Ag_q) assert{ Vs € C: cmt, = H_ (s, R®)}
R + @sec R®
function VDM_Rec((to, w,, ), ., (ty_1,w,, ) digest < H, ., (R| M)
(Ags ooy Ajg_1) < VDM_Coef(tg, ..., tp_1) (idz,cl0... k — 1]) < Parse(digest)
return @f:ol A w,, return (W(t][idz][i][c[i]]) =5

collision resistance rather than on preimage resistance. We therefore propose a one-round design
in the stateful setting.

ASPEN produces stateful one-round signatures by either of two routes.

« Departing from XMSS [RFC8391] and LMS [RFC8554], it uses a 2n-bit message digest for
n-bit security. The chain secrets remain n-bit hashes, since preimage resistance still governs
them.

o Keeping XMSS and LMS unchanged, it fixes the randomizer r to zero and takes their
256-bit parameter sets for 128-bit security.

The secret sharing can be carried out exactly as in Haystack [Haystack-PW; KLL25]. To propose
parameters for the medium and large profiles, Vandermonde secret sharing can be used for those
profiles, at the cost of restricting the security guarantee to an honest majority.
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2.3. System Model

All of our techniques assume a trusted setup: a dealer generates the secrets, distributes the shares
or the seeds, publishes the public material, and deletes everything else. Beyond that, no party
is trusted. In particular the aggregator holds only public data, so it is not an additional trusted
party and its role may be played by one of the trustees. When the public material is small enough
to be replicated, every trustee can hold a copy of it, and the aggregation can be carried out by
whichever trustee responds last, which removes the distinguished role altogether.

The two sharing constructions differ in the access structures they support. Replicated secret
sharing accommodates an arbitrary monotone access structure, since the dealer is free to choose
which coalitions receive which seeds; the compact versions therefore extend beyond threshold
profiles to the distributed setting. Vandermonde sharing admits no such freedom, so the scalable
versions are confined to threshold profiles. Consequently TALH Compact and ASPEN support the
distributed setting, whereas TALH Scalable targets threshold profiles only.

2.4. Security

For TALH we intend to propose parameters at security categories 1, 3 and 5, in both S1 and N1.5.
The NL1.5 instantiation deserves an explicit caveat: although its signatures are verified by the
unmodified SLH-DSA verifier, its security model does not inherit the 264 signatures per key that
SLH-DSA tolerates, and assumes a far smaller number instead. For ASPEN we intend to propose
parameters at categories 1, 3 and 5 in S1, but only at category 1 in N1.5, since the deterministic
message digest requires a 256-bit parameter set to reach that level.

3. Open-Source Implementation

The core protocol will be implemented in C. A public Git repository will be made available.

4. Experimental Performance Evaluation

Our implementation will target the NIST baseline platform (single machine, 16 cores, 64 GB of
RAM).

The number of signatures a key may produce, the size of the common reference value, and the
work done by each trustee can be traded against one another. For both ASPEN and TALH we
therefore aim to give two kinds of parameters: one supporting a small number of signatures
and small enough to suit smart cards, and one aimed at more capable devices, which admits a
correspondingly larger signing capacity.

Every proposed parameter set will be evaluated with respect to signature size, communication
bandwidth, and cycle counts for key generation, signing and verification.
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5. Licensing, Patent Claims, and Funding

We make no patent claims on these techniques, and it is our intent that they be available for
universal use.

6. Comparison with Other Submissions

The closest submission we are aware of is Haystack [Haystack-PW], whose underlying techniques
are published in [KLL25], and which turns the stateful hash-based signature standards LMS and
XMSS into threshold and distributed schemes. Like this work, it uses only symmetric primitives, a
trusted dealer, and a large common reference value.

ASPEN versus Haystack. Both are stateful; the difference is interaction. Haystack signs in
two round trips, since the randomizer and its check values are reconstructed before the one-time
signature shares are released. ASPEN uses no randomizer, or equivalently a constant one, which
removes the first exchange and leaves a single round. ASPEN also admits the Vandermonde
sharing of scalable TALH, which makes it viable for large numbers of parties but changes the
security model: an adversary corrupting all but one trustee can attack the state [KLL25], so
the scalable variant requires an honest majority. Haystack, for its part, retains the advantage of
producing signatures that verify under the standard XMSS and LMS verifiers at the security level
of the underlying parameter set, whereas the first of the two ASPEN routes departs from those
standards and the second attains 128-bit security only from a 256-bit parameter set.

TALH versus Haystack. TALH is stateless, Haystack stateful, at the cost of one extra round:
Haystack signs in two, TALH in three, since the randomizer must be settled by commit—then—reveal
in every session. The two also scale differently. Haystack gives each coalition its own shard of
one-time keys, so the (ﬁ) coalitions divide a fixed budget of D keys and the signatures available
per coalition collapse as ¢ grows, which is why it gives parameters only for small party counts.
Compact TALH shares that limitation, its seed material scaling with (kfl); scalable TALH does
not, since Vandermonde sharing costs O(¢k) and the signature budget is independent of the
coalition structure. We therefore expect to give parameters for the medium and large party-count
profiles of the Threshold Call [NIST-IR8214C].

Comparison with Other Post-Quantum Proposals. Our main advantage over lattice- and
multivariate-based proposals is that hash-based signatures rest on a hash function alone. The
price is operational. A stateful scheme makes state management security-critical, while a stateless
one must materialize the whole tree at key generation, and bounds a TALH key to some 210 to
220 signatures.
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