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1. Introduction
Threshold public key encryption is a type of cryptographic primitive that is similar to public key 
encryption (PKE), except that the private key is securely divided into shares that are distributed 
among N participants. In such a threshold scheme, at least a certain number T of the participants 
is required to successfully decrypt a ciphertext. Any set of at most T − 1 parties should not be 
able to learn any information about the plaintext.

To set up a threshold scheme, key distribution can be done with a theoretical trusted third party 
‘sharing’ the decryption key and sending the shares to the parties. The parties receive the ciphertext 
and can then communicate computation results between each other through authenticated and 
confidential channels, and also through a reliable broadcast channel, ensuring that all honest 
parties received the same data. Finally, shares of the results are sent back to the trusted third 
party for recomposition into the plaintext.

In this document, we introduce HQC-SSD (Hamming Quasi-Cyclic Shamir Shared Decoding), 
a variant of HQC adapted to the threshold setting with constant round complexity. The core 
of this thresholdization is the design of a dedicated MPC protocol for the decryption algorithm 
of the HQC.PKE component of the HQC cryptosystem [GAABB+26]. Such a protocol has 
been introduced in [GLOV26a]. The resulting interactive threshold cryptosystem achieves CPA 
security. To achieve CCA security, we plan on using either a Fujisaki-Okamoto [FO99] or a 
Naor-Yung [NY90] based conversion. Depending on the computational cost, the former may 
require a sharing conversion or an adjustment in the HQC variables generation by changing the 
XOF function used. The latter requires the design of a NIZK proof system adapted for HQC 
ciphertext, as well as a modification of the original HQC parameters and/or design in order to 
make this conversion applicable.

2. Specification

2.1. Organization
This preview proposes a thresholdized HQC cryptosystem that reaches CPA security, and explores 
options to reach CCA security. Multiple parameter sets will be studied in order to reduce 
computational and communication bottlenecks and optimized for different use-cases.

2.1.1. The HQC cryptosystem

Hamming Quasi-Cyclic (HQC) is a code-based public key encryption (PKE) scheme that uses 
public codes: random quasi-cyclic (QC) codes for key and message security, and a code 𝒞 for 
encoding and decoding, consisting of a Reed-Solomon concatenated with a duplicated Reed-Muller 
code [GAABB+26]. The IND-CCA2 key encapsulation mechanism (KEM) version obtained 
through the SFO transform with implicit rejection (SFO⟂̸) was selected for standardization by 
NIST in March 2025 (to be FIPS 207).
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In a nutshell, the key generation algorithm generates a public random QC code defined by h
$

←− ℛ ∶=
𝔽2[𝑋]/ ⟨𝑋𝑛 − 1⟩, two private moderately sparse vectors x, y

$
←− 𝒮𝑛

𝑤 ∶= {v ∈ ℛ such that |v| = 𝑤}, 
and the public syndrome of this private vector s = x+hy. The keys are (pk, sk) ← ((h, s) , (x, y)).

The encryption algorithm of HQC.PKE works similarly as in McEliece: the message is first encoded, 
then an error is added on top of this encoding. However there are two major differences between 
HQC and the McEliece framework: first, the code used to encode the message (as well as its 
associated decoding algorithm) is public; second, the added noise is way above the correction 
capability of the code. Only the knowledge of the private key allows removing sufficient noise 
to get back under this correction capability and, in turn, correctly decrypt with overwhelming 
probability.

Formally, the message m is encoded via the public code 𝒞. We denote this concatenated encoding 
mG ∈ 𝔽𝑛1×𝑛2

2 , where G would represent the generator matrix of the concatenated RS code (of 
length 𝑛1) with duplicated RM code (of length 𝑛2). Encryption works by generating r1, r2

$
←− 𝒮𝑛

𝑤𝑟

and e
$

←− 𝒮𝑛
𝑤𝑒

, computing u ← r1 + hr2 along with the structured loud noise on top of the 
encoded message: v ← mG + sr2 + e. The ciphertext is (u, v).

The PKE version of the decryption also works in two steps: first, it uses the secret key to remove 
a lot of noise, then it applies the decoding algorithm. The noisy codeword obtained in the 
first step is denoted t = v − yu(ℓ) = c + e′, where the ⋅(ℓ) operator denotes the truncation of 
the ℓ = 𝑛 − 𝑛1𝑛2 last bits. This yields a codeword c ∈ 𝒞 expected to match mG assuming 
e′ = xr2 − yr1 + e can be corrected by 𝒞. The second step performs this decoding to retrieve m.

The KEM decapsulation, in particular with the SFO⟂̸ transform implies a re-encryption step, that 
verifies that the ciphertext was correctly formed by re-sampling the randomness and recomputing 
u and v.

2.1.2. Thresholdizing decryption

By distributing the secret key among parties using a secret sharing technique, they can achieve 
threshold decryption by running a protocol instantiating the decryption functionality. The shares 
of the decryption key constitute the private input of the decryption protocol and the ciphertext is 
a public input (i.e. known by all the parties).

The core idea for the thresholdization of HQC.PKE is as follows: the computation of the shares of 
a noisy codeword of the message is linear in the shares of the secret key (v−[y]u

(ℓ)
= [c+e′]) and 

thus the thresholdized version of this operation does not require communication between the parties. 
However, decoding a shared noisy codeword for a public code 𝒞 is intricate. This procedure 
depends on the code 𝒞 itself, the decoding procedure used, and must follow strong security 
guarantees in order to ensure that the protocol does not give out any information about the shares 
of the decryption key. A dedicated constant-round protocol is designed for distributed decryption 
of HQC.PKE ciphertexts [GLOV26a], instantiating 𝒞 as in the standard HQC specifications, i.e. 
with a concatenated code built from a Reed-Muller code and a Reed-Solomon code.
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Following [BGW88] it is possible after the communication rounds to verify the subsequent 
computation by identifying malicious parties and replacing the value of their shares with publicly 
known values (typically 0). Using this construction the scheme provides robustness and can reach 
full decryption despite unavailable or malicious parties.

As this technique does not fundamentally modify HQC.PKE to achieve thresholdization, this 
threshold variant relies on the same type of hardness assumptions as the original cryptosystem, 
aside from the additional assumptions for enabling MPC.

2.1.3. Reaching CCA security

Designing a multi-party protocol for decryption of HQC.PKE as described above only achieves 
CPA security. In order to achieve CCA security, two possible adaptations may be explored:

• One could design an MPC protocol for the entire decapsulation of the HQC.KEM, which 
is the Fujisaki-Okamoto transform of HQC.PKE. However, this requires being able to 
regenerate the sparse vectors r1, r2, e from the message. In the random oracle model, this 
can be done either: 1) by hashing the message into a seed with threshold operations, and 
recomposing the shares of the seed before expanding it into the vectors to recompute the 
ciphertext or; 2) using a threshold XOF function to replace HQC’s initial randomness. Both 
options would require multiple rounds of communication and an important increase in the 
overall computation complexity.

• Instead, it is also possible to use some variant of the Naor-Yung transform [NY90; Lin03]. 
This solution would require each participant to verify a NIZK proof sent along the ciphertext, 
in order to verify that an adversary would not submit a ciphertext that would lead to a 
decryption failure.

A solution based on this principle was presented in order to build a threshold CCA variant of 
the Classic McEliece scheme [GLOV26b]. As the CPA component of the Classic McEliece is 
perfectly correct and deterministic, ensuring that a ciphertext is “well-formed” suffices to 
achieve CCA security.

However, HQC.PKE is not deterministic and has a decoding failure rate (so-called DFR, 
required to be negligible for HQC.KEM) that depends on the randomness of the secret 
key, as well as the randomness sampled during encryption. In this context, the Naor-Yung 
transform is harder to apply. Informally, an attacker could produce “well-formed” ciphertexts 
(i.e. using r1, r2, e of the correct Hamming weight) using a biased encryption randomness, 
producing more decoding errors. This bias and the observation of success or failure could 
help an adversary learn information about the private key.

To mitigate this issue, our proposal includes new parameter sets that set the DFR of 
HQC.PKE to 0. This effectively makes HQC.PKE a perfectly correct scheme, and allows 
applying the transform in [GLOV26b]. This is the first requirement to use the Naor-Yung in 
order to obtain CCA security.

Instantiating this conversion also requires providing a NIZK proof system that proves that an 
HQC.PKE ciphertext is correctly formed. Similarly to [GLOV26b], we plan on building such a 
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NIZK proof system using MPC-in-the-Head or VOLE-in-the-Head techniques. More precisely, 
we plan on adapting the techniques used for building the SDitH signature [ABBFG+26; 
FJR22] to prove low weight of the vectors used in a given HQC.PKE ciphertext.

2.1.4. Expected parameter sets

We expect to produce four parameter sets for each security parameter𝜆 = 128, 192 and 256.

NIST-HQC-SSD. This parameter set is identical to the HQC.KEM parameter set. The HQC-
SSD decryption matches the KATs for HQC.PKE and HQC-SSD is interchangeable with HQC in 
this case. However, as presented in [GLOV26a] this parameter set is ill-adapted for thresholdization, 
as complexity scales in 𝒪(𝑛4.5

1 ), where 𝑛1 is the length of the Reed-Solomon code.

DFR𝜆-HQC-SSD. This parameter set is made as close to NIST-HQCas possible while still 
reducing the main performance bottlenecks. There are two possible ways to achieve this: either 
keep the same families of codes, but find another Reed-Muller Reed-Solomon pair minimizing 𝑛1
or find another family of codes such that the decoding is less complex in the length of the code. 
The main parameter 𝑛 (key and ciphertext size) is expected to increase slightly in the trade-off 
with computational and communication complexity.

SCA-HQC-SSD. This parameter set is optimized for the threshold decryption to be realized in 
a single computer. This variant could take advantage of the threshold properties to be secure 
against most Side Channel Attacks (SCA) and Fault Injection Attacks (FIA) in the conservative 
𝑡-probing model and bit flipping faults model. In this case, the optimisation of parameters does 
not take into account the number of cycles of communication or the quantity exchanged (all the 
data being available at all times in memory). This parameter set is mainly motivated as many 
attacks have been recently published on the decapsulation of HQC.KEM [MNMD25; GMGL24; 
DGN26; JPLLKK26], and, fault injection attacks on post-quantum schemes flourished in the 
recent literature [RYBZC23; HPT25; BBK26], targeting a multitude of internal variables of the 
decryption steps.

DFR0-HQC-SSD. As mentioned earlier, having a perfectly correct scheme may be necessary 
to apply the Naor-Yung transform to the CPA HQC-SSD. In order to have a DFR of 0, 𝑛 has to 
be large enough so that the maximum number of errors is lower than the capacity of the code 
(⌊𝑑−1

2 ⌋ for 𝑑 the minimum distance). The increase of parameters will naturally be detrimental for 
the performance, but allow stronger security guarantees.

2.2. System Model and Security
Network. We assume the network to be implemented as a synchronous network with a reliable 
broadcast channel. This broadcast channel ensures that a message sent is the same received by 
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each party. Each pair of parties has an authenticated and confidential way to communicate, and a 
trusted setup allows to securely communicate variables and publish the result of a recomposition. 
This allows for implementing the protocols using secret-sharing based techniques such as Shamir’s, 
in which parties alternately compute locally and exchange data simultaneously in rounds of 
communications.

UC Security. Our protocols are proven secure using the Universally Composable (UC) framework 
introduced in [Can01], which compares the behavior of an environment interacting with an 
adversary either in a “real-world” experiment or an “ideal-world” experiment. In this framework, 
the decryption protocol is guaranteed to be perfectly correct and to not leak any auxiliary 
information about the shares of the decryption key or the message, even when used for any amount 
of time or in parallel.

3. Open-Source Implementation
Code structure. Our implementation will be written in Go, which allows fast, easy to build 
binaries while being easy to read and having better memory safeguards than the C language (used 
for the KEM version). If any library is to be used, only open-source libraries will be chosen.

Code progress and availability. The code is still under development. It will be publicly 
available in a Git repository.

Implementation of the networking model. The network will be simulated using OCI-compliant 
Linux containers, running them either with the fully open-source tool Podman or the well-known 
one Docker. Each party will communicate through a server using TCP (even when simulating 
a broadcast channel). The authenticity, integrity and confidentiality of the link are taken as an 
hypothesis and not worked on. Further implementation details and choices of protocols will be 
given with the release of the code.

Testing. As a resulting choice of the networking simulation, the reproducibility of our imple­
mentation will be limited by the usual issues encountered using containers to target bitwise and 
functional reproducibility (host kernel changes, base image availability, temporary files created by 
the filesystem…). In order to target rebuildability and functional reproducibility under linux-arm64, 
each version of the dependencies (i.e. base image and packages) will be pinned.

The testing framework will include all malicious behaviour and networking conditions assumed in 
the security model.

4. Experimental Performance Evaluation
Performance: The client-server architecture will allow us to easily get performance counters 
that could translate in a realistic environment. However, performance losses are expected 
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when implementing secure network links (i.e. with integrity, confidentiality and authenticity). 
Performance counters will include in particular: wall-clock time, number of rounds and the number 
of bytes sent per round.

5. Licensing, Patent Claims, and Funding
Open-source licenses. The core implementation of the proposed scheme will be released under 
the LGPL-3.0-only license. Except for the containers’ base image (Ubuntu 26.04) and the language 
compiler, external dependencies will either be open-source (FSF or OSI approved) or will be 
optional (e.g. Podman can be used instead of Docker to manage the containers).

Patents. To the best of our knowledge, there are no known patents with claims that cover the 
contents of this submission.

External funding. None.

6. Comparison with Other Submissions
This submission contains the description for a category N2 parameter set, as well as three category 
S2 parameter sets. In the previous preview phases, there were no category N2 proposals. This 
submission would be the only one being able to match NIST’s PQC standard HQC KATs.

The category S2 cryptosystems from preview phases 1 and 2 are:

• Lattice-based (Amber [BdLP26])

• Isogeny-based (PQarrots [AABBB+26])

• Quantum vulnerable (CGGMP [AABCDGM26], SplitKey [LPSVM+26])

This submission is, at the time of writing, the only code-based (post-quantum) KEM in the MPTC 
call.
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 Scheme  Security  Identifiable abort  Robustness  Computation  Indistinguishability PQC  Round
NIST-HQC-SSD  Adaptive  Yes  Yes 𝑂(𝑁)  ?  Yes  Constant
DFR𝜆-HQC-SSD  Adaptive  Yes  Yes 𝑂(𝑁)  ?  Yes  Constant
SCA-HQC-SSD  Adaptive  Yes  Yes 𝑂(𝑁)  ?  Yes  Constant
DFR0-HQC-SSD  Adaptive  Yes  Yes 𝑂(𝑁)  ?  Yes  Constant

 Amber-I  Adaptive  ?  No 𝑂(1)  IND-CCA  Yes  ?
 Amber-II  Static  ?  Yes 𝑂(𝑇 )  IND-CCA  Yes  ?

 CGGMP-II  ?  Yes  ?  ?  ?  No  ?
 PQarrot  Static  No  ? 𝑂(𝑇 2)  ?  Yes  Linear

 SplitKey (Split-Decryption)  Static  ?  ?  ?  ?  No  ?

Table 1: Comparative properties of N2 and S2 schemes altogether
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