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1.

Introduction

We plan to propose Tulva and its extension Tulva™, a general compiler that turns typical lattice-
based fully homomorphic encryption (FHE) schemes into threshold FHE schemes. The secret
key is shared among n shareholders and a partial decryption mechanism allows any set of at
least k of them to jointly decrypt any ciphertext, which has potentially undergone homomorphic
computation. Threshold FHE schemes obtained via Tulva offer the following features:

1.

Compatibility with typical lattice-based FHE: Tulva can transform any FHE satisfying a
structural “linear decryption” property common among lattice-based FHEs into its threshold
variant, including, among others, the FHE families of BGV/BFV [BGV12; Bral2; FV12],
FHEW/TFHE [DM15; CGGI16], and discrete CKKS [CKKS17] variants [BCKS24].

Asynchronous threshold decryption: Threshold decryption is fully non-interactive: any
shareholder can locally compute a partial decryption of any ciphertext without communi-
cating with, or even being aware of, other shareholders, so shareholders never need to be
online simultaneously. Anyone holding honestly generated partial decryptions from any k
shareholders can combine them to recover the plaintext.

Security under partial decryptions of challenge ciphertexts from well-studied
lattice assumptions: Assuming that the base FHE scheme is IND-CPA secure, the
compiled threshold FHE scheme is proven IND-CPA secure under the Module Learning with
Errors (MLWE) assumption [LS15], in the threshold PKE security model of Cini, Lai and
Woo [CLW25] (Section 2.3): the message encrypted in any ciphertext remains hidden from
an adversary who statically corrupts f* < f = k — 1 shareholders and obtains fewer than
k — f’ partial decryptions of this ciphertext from non-corrupted shareholders.

. Security with abort: The extension Tulva™ ensures that an honest combiner outputs the

correct message or aborts (security with abort), and possibly recovers it despite incorrect
partial decryptions (robustness), see Tulva™ Extension.

Performance preservation: Tulva is split into an FHE layer, handled entirely by the
base FHE scheme, and a threshold layer built on the threshold PKE scheme Pilvi [CLW25].
A ciphertext-only preprocessing key-switches a base FHE ciphertext into a ciphertext of
the threshold PKE, so compiled schemes inherit the ciphertext format and the costs of
encryption and homomorphic evaluation of the base scheme.

Flexible threshold profiles: Over the cyclotomic ring of power-of-two conductor §, Tulva
supports any threshold profile (k,n) with n dividing f and corruption threshold f =k — 1,
at a cost that grows roughly with min(k,n — k) - logn. Subject to the above divisibility
condition, our example parameter sets cover any k < n < 128, and any n < 512 with
min(k,n — k) < 16 (Table 1).

Small decryption shares: A partial decryption is a single element of the ciphertext ring,
of size ¢ logq bits for the ring degree p = /2, independent of the ciphertext dimension of
the base FHE scheme. Its size ranges from 6.6 to 12 KiB for the example parameter sets
with ¢ = 256 (Table 1).
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2. Specification

2.1. Organisation

Building blocks. Tulva is instantiated over a cyclotomic ring X = Z[(] of power-of-two
conductor § and degree ¢ = §/2, with plaintext modulus p and ciphertext modulus g, R, = R/qR.
The ring R admits a &-subtractive set Z = {¢F/™ : 4 € [n]} [AL21] for any n | §, i.e. for any
k-subset T C = the Vandermonde matrix V. of T satisfies £ - V;' € R*¥*F where ¢ € R
depends on k. The elements of = serve as evaluation points of Shamir secret sharing.

Tulva requires as building blocks two hash functions H,,, : {0,1}* — R and Hoe - {0, 1} —
Rgxm, where the tag length h, the threshold-layer LWE dimension d and the gadget-decomposition
length m are parameters of Tulva (Table 1), and a base FHE scheme II. The only requirement

on IT is a structural “linear decryption” property: (1) its decryption key is a vector § € K¢, and
(2) except with probability () over the randomness of key generation and encryption, its
ciphertexts (€, ¢;) satisfy, for a slack factor £ € R and an error bound B,

¢, —8 ¢ =¢672¢g/p]-p+emod g with || < B. (1)
Many lattice-based FHE schemes naturally have this property; for the others, the Preprocessing
Module extends the support of Tulva to any FHE scheme.

Preprocessing Module. Let II’ be an arbitrary conventional FHE scheme and II be a scheme
with the linear decryption property. We create a new scheme II that inherits all operations from
IT’, except: II.Setup outputs the public parameters of both schemes; II.KGen runs both II".KGen
and I1.KGen, and the public key additionally contains an II-encryption ctxt, s of the secret key
of I1’; for an II” ciphertext ctxt encrypting some message p, I1.Preproc(ctxt) homomorphically
evaluates the decryption circuit I1".Dec(-, ctxt) on ctxt,/ using II.Eval, resulting in an II ciphertext
(Cy, ;) of the same message p; and I1.Dec runs I1.Preproc(ctxt) and decrypts the result under
S, i.e. it recovers u from Eq. (1). The only non-trivial part is IT.Preproc, which can be efficiently
instantiated for all practical FHE schemes, as we will demonstrate for some of the most common
ones (e.g. BGV/BFV, FHEW/TFHE and discrete CKKS). We require the message pu to be
well-defined, which is a problem for approximate schemes [CKKS17] that mix noise and message,
even for their conventional decryption [LM21]; the solutions [LMSS22; BCDKLT25] are orthogonal
to the threshold setting.

Core Module. The core module of Tulva consists of the algorithms Setup, KGen, Enc, Eval,
ParDec and Combine of an asynchronous threshold FHE scheme:

» Setup, Enc and Eval simply run the corresponding algorithms of II.

« Key generation (KGen) runs II.KGen to obtain (pk,;,sk;; = 8), samples a fresh secret r
and publishes an MLWE encryption (A, b) of s under r, with A := H_, (seed) for a random
seed, bT := rT- A + €T + zT mod q, discrete Gaussian noise e, and an encoding z of s
padded with h zeros. The public key is pk = (pkH, A.b), and the share sk, =s, € Rg of
shareholder i is a Shamir share of r at evaluation point (/" € =, scaled by &.

o Partial decryption (ParDec) computes an inner product of the key share with a public re-
encoding of the ciphertext, plus masking noise. It runs I1.Preproc(ctxt) to obtain (¢, ¢;),
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derives the ciphertext tag t := H,,(ctxt) € RI', gadget-decomposes (C;,t) into a short
vector x, and forms the threshold-layer component ¢, := A - x mod q. It samples a discrete
Gaussian masking noise e; and outputs pd, := s] - ¢y + e; mod q.

« Combination (Combine) applies Shamir reconstruction to the k partial decryptions of a
recovery set 7" and rounds. It recomputes (Cy,¢;), t and x as in ParDec, sets ¢; :=
¢2.b" - xmod ¢, reconstructs y = &2 - rT - ¢, + noise from (pdi)ieT using the integral
matrix & - V7', and recovers ' == |p/q- (€2 - ¢ — (¢; —y))] mod p.

Supporting Algorithms. We will include algorithms for uniform and discrete Gaussian sampling
and for (de-)serialising public parameters, public keys, secret key shares, ciphertexts, partial
decryptions and messages.

Reference Compilation. We plan to include the full specification and implementation of at
least one compiled scheme, i.e. Tulva applied to a concrete FHE with its preprocessing module
(Section 3), and the Tulva® extension which achieves security with abort.

Use Case Demonstration. We plan to provide, as a concrete use case of Tulva, the homomor-
phic evaluation of the NIST lightweight cipher Ascon [DEMS21; NIST-SP800-232], together with
an end-to-end benchmark.

2.2. System Model

Threshold profiles. Tulva requires n to be a divisor of § but places no further restriction on
(k,n). Applications requiring a non-power-of-two number of shareholders can round this number
up to the smallest supported power of two and leave the additional secret key shares unassigned.
Its parameters and costs depend on the threshold profile (k, n) but not on the corruption threshold,
which is f = k — 1 for every profile; for correct decryption, n — f > k is a trivial necessary
condition. The example parameter sets of Table 1 roughly correspond to the threshold profiles
(2), (3), (S), (M) of the NIST Threshold Call [NIST-IR8214C, Table 17] with any corruption
proportion, and to profile (L) with restricted corruption proportion.

Trusted setup. We assume a trusted party runs KGen and distributes the secret key shares
honestly; a distributed key generation (DKG) protocol is possible but out of scope of this package.

Network model. Tulva works in a completely asynchronous setting. The only messages of
threshold decryption are the partial decryptions, each sent from a shareholder to whoever runs
Combine over a confidential and authenticated channel (e.g. TLS); no broadcast channel is used.
The adversary may delay, reorder or drop these messages, which affects only whether the combiner
eventually receives k partial decryptions. For confidentiality, shareholders are assumed to run
ParDec only on honestly generated or evaluated ciphertexts, as in the security model of Section 2.3;
lifting this assumption requires ciphertexts to come with a proof of integrity, i.e. a verifiable FHE
scheme, which is out of scope of this package. Correctness of Tulva assumes that the k partial
decryptions used by the combiner are honestly generated; Tulva®™ removes this assumption.

Ciphertext preprocessing. The preprocessing II.Preproc(ctxt) run by ParDec and Combine is
public and deterministic, so it can be delegated to a third party trusted to compute it correctly,
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e.g. the server responsible for homomorphic computation; auditing such a delegation, e.g. by
proofs of integrity of homomorphic computation, is out of scope of this package.

2.3. Security

Formulation of security. In our IND-CPA security model for threshold FHE, we consider an
adversary who can 1) statically corrupt a set € C [n] of f':=|C| < f = k — 1 shareholders, 2)
request ciphertexts of specified messages and homomorphic evaluations of specified functions
on honestly generated/evaluated ciphertexts, and 3) request partial decryptions of at most )
honestly generated/evaluated ciphertexts, subject to no trivial decryption of challenge ciphertexts.
A threshold FHE is Q-bounded IND-CPA secure if, for every ciphertext for which strictly fewer
than k — f’ partial decryptions generated by non-corrupted shareholders are given to the adversary,
the encrypted message remains hidden. This is stronger [CLW25; BKW26] than models where the
message is only guaranteed to remain hidden for ciphertexts of which no partial decryption is given
to the adversary [BGGJKRS18; BS23; KLLPS26]. The model does not cover adaptively corrupted
shareholders. We do not know how to prove security in their presence, beyond the generic but
costly technique of complexity leveraging, but we are not aware of any attack that exploits it.

Assumptions and security strength estimation. We will provide a formal proof that any
threshold FHE scheme obtained via Tulva is @Q-bounded IND-CPA secure assuming that the
underlying FHE scheme is IND-CPA secure, the MLWE assumption holds, and H.,, and H;, are
non-programmable random oracles, which are used only to derive the ciphertext tags and the public
matrix A. The MLWE parameters depend on the target security strength A, the threshold profile
(k,n) and the bound Q; we will provide parameters for A € {128,192,256} bits, Q = 25 and
different choices of (k,n), with security strength estimated using the Lattice Estimator [APS15].

Tulva®™ Extension. In Tulva, Combine reconstructs the message linearly (modulo rounding)
from the k partial decryptions of a recovery set without verifying them, so a single incorrect one
may shift the output arbitrarily and undetectably. The package will also include Tulva®, which
guarantees at least security with abort (i.e. an honest combiner outputs the correct message
or aborts), and possibly also robustness (i.e. it recovers the correct message from any k correct
partial decryptions, even if interleaved with incorrect ones). We will compare three approaches,
and specify, prove secure and implement at least one of them:

1. Proofs of integrity: each partial decryption carries a zero-knowledge proof that it was
computed correctly, and the combiner uses the first k& with valid proofs. This achieves
robustness at the cost of larger and slower partial decryptions.

2. Homomorphic authentication: Preproc also homomorphically evaluates a message au-
thentication code or signature keyed by material encrypted in the public key (e.g. via a
pseudorandom function), and the combiner releases the message only if the recovered tag is
valid. This gives security with abort at the cost of a slower Preproc.

3. Consistency check: the combiner collects k + f partial decryptions and aborts unless they
are consistent, up to noise, with a single sharing. This gives security with abort at the cost
of requiring n > k + f (an honest majority; kK < (n+1)/2 for f = k —1). Liveness (an
honest combiner terminates even if corrupted shareholders withhold their partial decryptions)
further requires n > k + 2f (an honest supermajority; k < (n +2)/3 for f = k —1).
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After an abort in Approach 2 or 3, the combiner can optionally request proofs of integrity, exclude
the shareholders that fail to provide one, and retry.

3. Open-Source Implementation

Code structure. We will provide a complete implementation of Tulva in C and Python, in two
versions: a portable version and an optimised version with architecture-specific optimisations for
NIST's reference platform. The submission package will include the threshold decryption protocols
of Tulva and Tulva™; three versions of IT.Preproc (one specific to levelled-HE use cases, and two
generic, one latency-optimised and one communication-optimised); and the Ascon use case.

Code progress and availability. This package is based on a paper [CGLOW?27] accepted to
IEEE S&P 2027, which reports a prototype implementation and its benchmarks; the full version
of the paper and the implementation will be made public in the near future.

Implementation of the networking model. Full network support is built upon Python's
socket library, with an optional latency-emulation parameter for local testing.

Testing. The implementation will support deterministic execution as a test mode: all randomness,
in key generation, encryption and the masking noise e; of ParDec, is then derived from a seed, so
that the test vectors we will provide and debugging runs are reproducible; in regular operation these
algorithms draw fresh randomness. Tests with misbehaving shareholders check that malformed
partial decryptions do not crash the implementation, and that Tulva® never outputs an incorrect
message: it either aborts or recovers the correct one. For adverse networking conditions, tests
check that honest partial decryptions may arrive in arbitrary order and that Combine recovers the
message once k (or k + f in Approach 3) of them have arrived.

4. Experimental Performance Evaluation

Performance Evaluation. Example parameters targeting 128-bit security for our preliminary
implementation of tulva-tfhe, the threshold FHE scheme obtained by compiling TFHE [CGGI16],
and its performance with these parameters on an AWS c7a.32xlarge instance are reported in
Tables 1 and 2. Our formal submission will evaluate the optimised implementation on NIST's
reference machine [NIST-IR8214C], focusing on the overhead added by Tulva to the baseline FHE
schemes and use cases.

5. Licensing, Patent Claims, and Funding

Licensing. Our code will be licensed under the Apache 2.0 License and will only rely on
third-party libraries under OSl-approved licences.

Patent Claims. No team member claims any patent rights over any part of the proposal or
software. To the best of our knowledge, no techniques or implementations included in this proposal
are covered by existing patents.
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Table 1: Parameter sets of tulva-tfhe (S: small ring, L: large ring).
Set n w A g d h m x x |pkl[KiB] |pd|[KiB]

S.1 8 8 131 2210 26 1 45 2191 2I7 205 6.6
S.2 32 16 133 225 34 3 55 2208 od 404 7.3
S.3 128 16 129 2308 45 9 119 226 97 1145 9.6
S.4 128 64 130 2368 54 16 192 2290 97 2208 115
S.5 512 16 128 2384 56 17 200 2291 27 2400 12.0
L.1 8 8 141 2215 4 1 45 2194 2I2 2419 53.8
L.2 32 16 141 2% 5 1 45 2211 923 2756 61.2
L.3 128 16 134 2315 6 2 70 2?2 925 5513 78.8
L.4 128 64 131 2376 7 2 g0 2297 27 7520 94.0
L.5 512 16 144 2392 g 3 g8 2297 26 8624 98.0

All sets: Q = 264, p = 2%, ring degree ¢ = 256 (S) and 2048 (L). n: number of shareholders; w: window size
(the set covers k € [1, w] U [n — w, n], at the cost of its most expensive profile); A: estimated security strength
[bit]; g: ciphertext modulus; d: threshold-layer LWE dimension; h: tag length; m: gadget-decomposition length;
X, X: Gaussian widths of the ParDec masking noise and the KGen noise; |pk|, |pd|: sizes of the public key and of
one partial decryption.

Table 2: Runtimes of tulva-tfhe for the parameter sets of Table 1.

Set  k/n  |u|[bit] Preproc[s] ParDec[ms] Combine[ps]
S.1 4/8  4]1024 0.40]20.80 1.00]1.13 40| 40
S.2 16/32 4]1024 0.40]19.94 171|227 186|176
S.3 16/128 41024 0.60]21.20 1052|1115 319|326
S.4 64/128 41024 0.69|2256 2540 |23.18 4062 | 3761
S.5 16/512 41024 0.69|23.19 25.07|25.35 989 | 1003
L.1  4/8 8192 181.00 2.96 323
L.2 16/32 8192 173.58 3.68 1650
L.3 16/128 8192 183.51 8.52 1176
L.4 64/128 8192 194.03 11.95 36744
L.5 16/512 8192 192.82 14.09 2393

k/n: threshold profile; |u|: plaintext size per decryption, where in the S rows an entry a | b of a timing column
gives the values for || = 4 | 1024 bits; Preproc, ParDec, Combine: median time of the ciphertext preprocessing,
of one partial decryption, and of combining k partial decryptions, using TFHE bootstrapping [CGGI16].

Funding. Russell W. F. Lai and Michat Osadnik’s work was supported by the Research Council of
Finland grant 358951 and the Future Makers Program project SPICED of the Technology Industries
of Finland Centennial Foundation. lvy K. Y. Woo's work was supported by the Research Council of
Finland grant 358950. Antonio Guimar3es' work was supported by grants JDC2024-055789-| and
CEX2024-001471-M funded by MICIU/AEI/10.13039/501100011033 and ESF+. Valerio Cini's
work was supported by the European Union's Horizon Europe research and innovation programme
under the Marie Sktodowska-Curie grant agreement No. 101202597 (ACryL).
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6. Comparison with Other Submissions

Zama [Zam26] and PANTHERIA [PAN26] both build their proposals around specific conventional
FHE schemes, for which they provide threshold decryption based on MPC protocols. In con-
trast, Tulva is a black-box compiler for asynchronous (single-round) thresholdisation of any
conventional scheme. In more detail:

Generality. Tulva only specifies a high-level interface [NIST-IR8214C, Requirement 11.4]. Our
Preprocessing Module can homomorphically evaluate the decryption circuit of any base scheme,
providing support to any FHE scheme. To our knowledge this procedure is efficient for all modern
lattice-based schemes, and in particular for all schemes covered by Zama and PANTHERIA.
The compiled scheme relies on the security of conventional decryption of the base scheme, so
approximate schemes may inherit the leakage of [LM21], and one should use discretised [BCKS24]
or noise-flooded [LMSS22; BCDKLT25] variants. The internal specifications of the base scheme
(e.g., message encoding and HE evaluation procedures) are irrelevant.

Interaction. Tulva decryption, and that of Tulva™ with Approach 1 or 2 of Tulva®™ Extension, is
a single-round protocol for every supported profile, with no offline phase, no predefined participating
set, and corruption threshold f = k—1. With Approach 3, decryption is still single-round, but the
combiner needs k + f partial decryptions, so correctness against f = k — 1 corruptions requires
n > 2k — 1. PANTHERIA's noise-flooding decryption requires the set of participating parties to
be known beforehand, and its active-security decryption is a multi-round MPC protocol [ZZLP25].
Nexus avoids set agreement only under an honest supermajority f < n/3 and by precomputing
shared randomness for all possible sets, at a decryption cost growing with (?) which is only practical
for few parties; beyond that it relies on MPC. Single-round decryption is particularly important
in real-world scenarios such as confidential smart-contract platforms [Zam23; Fhe24] and the
generic thresholdisation of other primitives via threshold FHE [BGGJKRS18] (e.g. non-interactive
threshold signatures).

Security model. Tulva is proven @-bounded IND-CPA secure in a game-based model that
allows partial decryptions of challenge ciphertexts; the other submissions use UC models each with
different specifications, and we are not aware of results relating any of these models. For correctness
against active corruptions, Tulva™ targets at least security with abort, possibly robustness (Tulva™
Extension).

Complementarity. With Approach 2 or 3, which give security with abort, Tulva® could replace
PANTHERIA's MPC-based threshold decryption when that is instantiated with abort. With
Approach 1, which gives robustness, it could further replace Zama's Nexus. Either replacement
brings single-round asynchronous decryption to the threshold profiles where they lack it (with
Approach 3, only for n > k + f). It is up to the application, however, to define whether
asynchronicity is a requirement.
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