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1. Introduction

Our key motivation for this submission is to make available detailed specifications of the algorithms
and protocols developed by Zama over the last few years. Zama is primarily a company specializing
in homomorphic encryption based upon the TFHE algorithm. However, in order to deploy such
TFHE-enabled applications in the real world one needs more than just an FHE algorithm.

One can view a Fully Homomorphic Encryption (FHE) application as a Multi-Party Computation
(MPC) protocol. There are parties who encrypt, parties who evaluate the functions homomor-
phically, and parties who decrypt. Our submission will present the various components which
enable such an MPC protocol to be built. In particular, the underlying FHE scheme (the TFHE
scheme submitted in Category S5), the required ZKPoKs of encryption (the ZHEnith proof system
submitted in Category S6), and the required threshold protocols needed to secure the decryption
key (the Nexus protocol suite submitted in Categories S4, S5 and S7).

Homomorphic Encryption has a number of potential applications; many of which have been
explored in the academic literature. However, many of these “academic” applications are not yet
ready for deployment in the real world. This is either because the performance of FHE is too slow,
or the market conditions are not right, or the overall system is too complicated to be deployed in
the envisioned environment.

One area where there is no such problem regarding performance, market or system, is that of
blockchain. The protocols in this document have all been deployed, and are being used, in the real
world in the area of blockchain. Traditionally blockchains have a state which is completely public,
which causes problems as the applications requiring the use of blockchains increase. Using FHE the
data held on a blockchain can be held in an encrypted form. As a blockchain’s state is long-lived,
and one does not know in advance how complex, or how many, smart contracts will be applied to
transform a specific encrypted value, it is imperative that any FHE scheme which is used in such
a situation supports an efficient bootstrapping procedure. In addition, operations must be exact,
as one does not want account balances to be “approximate”; one wants the actual value. Thus
the use of an exact, bootstrappable FHE scheme such as TFHE is vital in this application domain.

One problem related to further deployment of systems based on FHE is that of standardization.
Companies like to deploy cryptographic protocols that have not only passed academic peer-review,
but have also been assessed by organizations such as ISO, IETF, or NIST. Currently, the TFHE
scheme is going through the ISO standardization process. However, there is no standardization
process for zero-knowledge proofs related to, or threshold implementations of, homomorphic encryp-
tion. Whilst the NIST threshold process does not lead to standardization, the resulting public body
of reference material will helpfully give greater confidence to potential users of FHE applications.

2. Specification

Our final submission document will start with a preliminaries section which will outline FHE
in general, as well as overview some basic properties of Ring-Learning-With-Errors, and other
relatively standard building blocks. We will also, in the submission, give a brief overview of the
popular FHE schemes of BGV [BGV12] and BFV [FV12; Bral2]. This is done in order to be able
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to discuss thresholdizing these two schemes later on?. Our submission will then go on to define
three submitted crypto-systems: TFHE, ZHEnith and Nexus. Each of these addresses a different
aspect of secure computation using Fully Homomorphic Encryption. The following subsections
address each of these crypto-systems, which we aim to submit, in turn.

2.1. TFHE

The first major contribution will be in the S5 category, where we will give a full specification of
the TFHE [CGGI16; CGGI20; BBBBB+25] FHE scheme. The TFHE scheme has very different
properties from BGV and BFV. To perform any homomorphic operation one needs access to a
bootstrapping functionality. On the other hand bootstrapping in TFHE is very efficient and it
enables arbitrary look-up tables to be computed during the execution of the bootstrapping operation
(so-called programmable bootstrapping). Indeed our main low-round threshold decryption protocol
for TFHE will itself use a variant of the bootstrapping operation.

We describe a variant of TFHE which relies on a circular security assumption. The method of
TFHE public key encryption that we employ is that described in [Joy24], which utilizes a Ring-LWE
instance in order to generate many (standard) LWE instances. This avoids the need to have a
public key which contains a large number of encryptions of zero, allowing for more compact public
keys. It is also conceptually related to the public key encryption methods used in BGV and BFV.

A key aspect, which makes TFHE bootstrapping so fast, is the fact that TFHE ciphertexts are
relatively small. In particular the LWE dimension and ciphertext modulus are relatively small. This
means that noise distributions for the underlying LWE problems can no longer have small standard
deviations, in order to ensure security via the lattice estimator [APS15].

To ensure we can generate the noise distributions efficiently within the threshold key generation of
our MPC system, we avoid the use of discrete Gaussians as the noise distribution. However, even
a distribution such as that used in NewHope [ADPS16] is too costly, due to the large standard
deviations needed for TFHE keys and encryption. Instead we use for the noise distributions a
“tweaked” uniform distribution on the interval [—2°, ... 2°] for some integer value of b. This
change in distribution makes very little difference to the overall security analysis of TFHE, as
experiments with the lattice estimator [APS15] confirm.

2.1.1 System Model: The main algorithms of TFHE are to be implemented by three
distinct entities, the encryptor, the decryptor, and the evaluator. The encryptor will apply the
algorithm TFHE.Enc, the decryptor will apply the algorithms TFHE.KeyGen and TFHE.Dec,
whilst the evaluator will apply the algorithms TFHE.Add, TFHE.ScalarMult, TFHE.PBS, and
TFHE.SwitchSquash. The evaluator may also wish to execute the function TFHE.Enc.

For the cryptosystem TFHE all three parties are assumed to be essentially honest-but-curious.
Namely, we assume the encryptor evaluates the correct encryption operation, that the evaluator
evaluates the correct function on the encrypted data, and that the decryptor is fully trusted.

2Note, we are not submitting BGV or BFV for separate analysis within the scope of this call.
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To overcome these limitations (on assuming semi-honest parties) one applies zero-knowledge
proofs (as given in our ZHEnith system), replication of the evaluator (to achieve a simple form of
verifiable computation via taking an honest majority output), and applying thresholdization to the
decryptor (as explained in Nexus system).

2.1.2 Security: Our specification of TFHE is very general, however in practice one usually

wants a ciphertext modulus set to 2% for efficiency. So we will present parameters specifically
for this choice of ciphertext modulus, and two types of plaintext spaces. Our parameters result
in a security level of slightly more than 128-bits of classical security, which equates to the NIST
quantum computational security level of one.

2.2. ZHEnith

Our second submitted cryptosystem will be in submission Category S6, and will be the ZHEnith
system for providing a zero-knowledge proof for the correct encryption of TFHE ciphertexts.
Such proofs are needed to ensure that any input ciphertexts to a protocol are not adversarially
generated. This is a major issue when building MPC-like protocols utilizing FHE which may have
adversarially generated input, see [Sma23] for a full discussion of such protocols.

2.2.1 System Model: A zero-knowledge proof is conducted between a prover and a
verifier. In our instance, as we are proving correctness of TFHE encryptions, the prover is the
encryptor of the ciphertext and the verifier is anyone who wishes to verify that the encryption
has been performed correctly (most likely any subsequent evaluator of the TFHE ciphertexts on
specified functions). Our proofs are fully non-interactive.

2.2.2 Security: Our proofs achieve their non-interactivity by relying on hash functions
(which are all modeled as Random Oracles in the security proofs) and a CRS. The CRS needs to
be generated in a secure manner, thus we also provide a CRS generation ceremony that can be
run between a number of parties in order to ensure that the CRS has no “backdoor” in it. This
CRS ceremony is executed using a communication model similar to that in the Nexus protocols
suite described below.

The zero-knowledge proofs are not post-quantum secure, as they are based on pairings. In particular
the soundness property is not post-quantum secure; however the zero-knowledge property is. As
such, zero-knowledge proofs are often verified as soon as they are generated, and then discarded.
This provides sufficient security until a quantum computer is built. Our computational security
level for soundness is chosen to be greater than 128-bits of classical security. We note that less
compact, but efficient, zero-knowledge proofs could be obtained by adapting the methodology
described in [LNP22; BS23; LSS24].

2.3. Nexus

Finally, in submission Categories S4, S5 and S7, we present methods for threshold decryption
and key generation protocols for BGV, BFV and TFHE. The threshold protocols are built upon
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a (relatively) generic, robust MPC functionality which works over Galois Rings. We have
decided to place the associated MPC “gadgets” into the single Nexus submission, rather than
present a separate submission in Category S7. This is due to the added complexity of the required
experimental evaluation of a full-blown MPC protocol being considerable.

2.3.1 System Model: In the context of our threshold protocols, we provide fully robust

protocols®, i.e. they can recover from injected adversarial errors, which guarantee output delivery.
Our protocols utilize an asynchronous network in the online phase of the protocols. For some
threshold profiles (for when either the number of players is large or for threshold key generation)
we require an offline phase; in such situations the offline phase needs to assume a synchronous
network. This synchronous network is emulated, over the real-life asynchronous network provided
by the internet, by assuming a time-out in which any party who does not respond within a given
time period is assumed to be adversarial.

For n players and t corruptions, the underlying MPC protocol in Nexus comes in two variants:

1. A variant, for when (‘:) is small, which utilizes pseudo-random secret sharing. We support
in this parameter region threshold decryption for BGV, BFV and TFHE. The threshold
decryption works over asynchronous networks and requires t < n/3. For threshold key
generation we require an offline phase, which also requires t < n/3, but which works over a
synchronous network.

2. When ('Z) is large, only threshold protocols for TFHE are supported; both threshold
decryption and threshold key generation use an online phase which works over asynchronous
networks and requires t < n/3. However, both also require an offline phase which requires

t < n/4 and synchronous networks.

2.3.2 Security: As the underlying MPC protocol is generic, essentially a simple translation
of the protocol of [DNO7] to the Galois Ring domain, the underlying security analysis follows
directly from this classical protocol. Thus the underlying MPC protocol implements the standard
ideal functionality of robust-MPC. Unlike [DNO7], we make, for efficiency reasons, computational
assumptions. Thus our protocols, for small values of (‘t‘) make use of so-called Pseudo-Random
Secret Sharings (PRSSs). This enables highly efficient protocols to be developed utilizing relatively
cheap symmetric key style cryptographic primitives such as block ciphers and hash functions. We
will prove results related to the minor deviations from the blueprint of [DNO7] that we make.
However, for the overall security proof we refer to what is the classical literature.

3. Open-Source Implementation

3.1. Code Structure

Our core libraries implementing the crypto systems are written in Rust. The implementation builds
upon a number of external dependencies such as gRPC and tokio. In addition, to determine

3Sometimes in the literature what we refer to as robust protocols are called protocols with Guaranteed Output
Delivery (GOD-protocols)
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parameters, security strengths etc, we will provide various small programs written in Python,
Sage and C+4++. But these are only for the purposes of replicating our results re parameter
estimation. The main programs for testing and evaluation purposes are all written in Rust.

3.2. Code Progress and Availability

The Rust code has been fully tested in production systems, and has also gone through rigorous
audits by external companies. Many of the components we are submitting are already available
in the open-source libraries provided by Zama. However, we will be bundling these all together
with installation scripts in order to provide a single package for our submission to NIST. The
submission package will be closely aligned with existing open-source documents/libraries we have
made available. These include

o https://github.com/zama-ai/tfhe-rs
o https://github.com/zama-ai/threshold-fhe
o https://eprint.iacr.org/2025/699

3.3. Implementation of the Networking Model

In Nexus all communication between parties is managed by gRPC calls. We only require broadcast
channels in our offline phase, which as mentioned above requires a synchronous networking model.
Thus we implement, on top of the point-to-point channels provided by gRPC a simple broadcast
protocol, based on Bracha's protocol [Bra87] (but simplified for the case of synchronous networks).

Most of the communication in Nexus can be done over authentic channels, with private channels
only required in a small subset of the protocols. However, for simplicity all our point-to-point
channels are implemented in a private and authentic manner by running gRPC over TLS
connections. We needed to add a little extra logic here, as gRPC, when run over TLS channels,
only ensures that messages come from an authorized as opposed to a specific party. Even when
executed on a single machine in the baseline platform all communication is done via a combination
of gRPC and TLS.

3.4. Testing

Reproducibility can be problematic in both TFHE and MPC implementations. We deal with both
in turn and discuss our mitigation procedures in order to enable better reproducibility.

3.4.1 TFHE: The algorithms in TFHE require floating point FFT operations, which inher-
ently have numerical errors. These numerical errors can be different on different machines due to
micro-architectural differences in the underlying hardware. Whilst our error analysis ensures these
errors do not affect the correctness of the overall FHE operations, they can affect the output
ciphertexts. For example, a ciphertext produced by a homomorphic evaluation on one machine
may be different from that on another machine, even though they both decrypt to the correct
evaluation. There is little we can do to mitigate such problems without producing a crypto system
which is terribly inefficient. It would appear from experimenting with various x86-based platforms,
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that across x86-based machines the results are indeed the same. But when moving (say) to
ARM-based platforms the outputs are indeed different.

3.4.2 MPC: Our complex MPC protocol implements each party within many interleaving
threads, and thus the output of an MPC computation (whilst correct), might have intermediate
values which are different on different runs (even if we fix the randomness of the parties). This
is due to temporal differences in the thread scheduling on the different runs, especially if the
assignment of tasks to threads is determined at run-time. This can make debugging troublesome.
To mitigate against such problems we deterministically assign computational tasks to threads at
compile time.

We do not provide any KAT vectors for testing the MPC sub-system as a separate system, and
will only provide KAT vectors for the input/output behaviour of the MPC system on specific
problem instances.

Our MPC sub-system is able to be tested under a number of malicious adversarial behaviours.
We will make some of these behaviours (for example delayed or blocked messages, or incorrect
messages sent) available in our testing suite.

4. Experimental Performance Evaluation

Both TFHE and ZHEnith can be tested, with real-world parameters, on the baseline platform.
Thus experimental results for the baseline platform will be provided in the submission.

Nexus on the other hand is harder to evaluate on the baseline platform, as the multiple parties all
utilize a large number of threads and a large amount of memory. Hence, for testing purposes,
we will provide a baby-parameter set with which to test Nexus on a small number of parties (e.g.
four), on the baseline platform.

Experimental results will however also be presented for Nexus with more realistic numbers of
parties (in the teens), in more realistic environments, with standard parameter sets. Detailed
instructions as to how such experiments can be run on cloud services, such as AWS, using the
Docker images which will be provided in the submission. Evaluation metrics will be provided when
the AWS instances are spread across the globe. Thus allowing readers to see the performance in
real-world situations.

5. Licensing, Patent Claims, and Funding

The core code will be licensed under the BSD 3-Clause Clear License, see https://spdx.org/lic
enses/BSD-3-Clause-Clear.html. Our final submission will also contain a list of all the publicly
available Zama patent claims on the various technologies.
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