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Abstract. We implement an optimized BGJ (Becker—-Gama—Joux 2015) sieve and analyze its behavior
in a study of RAM access overheads (and their minimization) in sieving algorithms for large lattice
problems. Both experiment and theory points to BGJ’s inherent structure being much more memory-
efficient than the BDGL (Becker-Ducas—Gama-Laahoven 2016) sieve, which uses asymptotically the
fewest logical operations. In particular, a dimension-n BGJ sieve uses only 20-2075n+°(") streqming
(non-random) main memory accesses. A key insight: Bucket sizes decrease by orders of magnitude
after each BGJ filtering layer, so that sub-buckets fit into successively much smaller (hence faster)
storage areas. Our refined BGJ is competitive at cryptographic sizes and should outperform BDGL for
all practically achievable dimensions.

The above is corroborated by the results from our efficient CPU-based BGJ implementation in an
optimized framework, which saves about 40% RAM footprint and is > 2%°x more efficient gate-count-
wise compared to the Ducas—Stevens—van Woerden 2021 4-GPU implementation, which like most prior
sieving-based SVP computations is a HK3 (Herold—Kirshanova 2017) sieve. Notably, we solved the 183-
dimensional SVP Darmstadt Challenge in 30 days on a 112-core server and 0.87 TB of RAM; similarly
we also found a short vector in the 796-dimensional Ideal-SVP Challenge.

Our implementation may offer further insights into the behavior of asymptotically “fast” sieving algo-
rithms when applied to large-scale problems. Moreover, our refined cost estimation of SVP based on
this implementation suggests that some NIST PQC candidates (e.g. Falcon-512), are not sure to meet
NIST’s security requirements.

1 Introduction

BKZ [Sch87JSE94] is currently one standard method for estimating the concrete hardness of
lattice-based cryptosystems. BKZ uses a shortest vector problem (SVP) subroutine, whose con-
crete hardness estimation therefore plays a central role in the security analysis of lattice-based
cryptosystems. Enumeration and sieving are the two main strategies for solving SVP. Enumera-
tion [Poh81/Kan83] solve SVP using superexponential time and polynomial space (in particular
the optimized algorithms [GNRIOJCNTI]). Sieving [AKSO01], whose space use is exponential in the
dimension of the lattice, is asymptotically faster in gate complexityﬂ But it was not until circa
2018 for sieving to catch up to enumeration, after many asymptotic improvements on sieving it-
self INVOSIMVTOBGJT3Laal5BDGLI6)], and its frameworks [DucI8a/DucI8HADH™19]. Today, a
sieving-based SVP subroutine is a standard and required component in lattice-based cryptanalysis.

Sieving’s exponential space requirement is a significant challenge when scaling to larger prob-
lems, because each random access to a massive 2-dimensional storage array containing N bits of
data may be reasonably assumed to incur an O(N %) cost, both in terms of time and energy con-
sumptionﬁ, but how — indeed even whether — to assess the impact of this communication cost
on the overall complexity is a subject of ongoing debate [Ber20/Ber23].

Indeed, many sieving algorithms, including the [BDGL16] sieve — usually regarded as the state
of the art — use a randomized divide-and-conquer approach to accelerate the process of searching
5 We will use this term to denote an idealized concept of time complexity in which each logical operation costs the

same regardless of how far the operands need to travel.
% One can assume a probably less practical 3-dimension storage, see e.g., [Jaq24].
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for reducing pairs. E.g., [BDGL16] itself divides the vectors in the main memory first into many
small buckets (the bucket size is subexponential in the dimension of the lattice, but each vector is
assigned to exponentially many buckets) then search for reducing pairs within each bucketﬂ This
strategy is very efficient for gate complexity, but it requires a larger number of random memory
accesses in the reduction step. This cost is already significant in real-world sieving implementations:
E.g., [DSv21] shows the asymptotically “slower” but more memory-friendly HK3 sieve [HK17] to
be equal or superior to the BDGL sieve in all achievable dimensions, due to the limited CPU-GPU
bandwidth. Hence the majority of computations for the sieving-based SVP Darmstadt Challenges
[SGI0] are currently conducted using sieving algorithms that are far from being asymptotically
optimal in gate-complexity, with the practical behavior of asymptotically faster sieving algorithms
in large-scale problems remaining unclear.

Contributions. This work presents a detailed implementation and analysis of an optimized version
of the BGJ sieve [BGJ15], demonstrating its significant theoretical and practical interest. Intuitively,
the BGJ sieve applies successive random filters to create a series of progressively smaller buckets
from the main database and searches for reducing pairs only in the smallest buckets. We found that
such a structure can be implemented in a highly memory-efficient manner for large-scale sieving
attacks. The key idea is that the bucket size decreases by several orders of magnitude after each
filtering, allowing sub-buckets to be stored in a much smaller and therefore faster storage device.
No communication between sub-buckets is necessary. Under reasonable assumptions, we show the
most costly filtering and reducing steps to take only 20-20757+0(%) gtreaming main memory accesses,
where n is the lattice’s dimension. This is corroborated by our empirical results. We also discuss
how to insert the shorter reduced vectors back into the main database with streaming memory
accesses.

One should keep in mind that streaming memory accesses are significantly cheaper than random
access in the real world. From a memory access point of view, this result is therefore much better
than the BDGL sieve, which requires at least 20-2927+0(n) random memory accesses. And it makes
the implementation of a large-scale BGJ sieve reasonable. However, to argue that the memory cost
should not be an essential problem in the concrete security estimation of lattice-based cryptosys-
tems, one also needs to show that the speed of the refined BGJ sieve is competitive when compared
to the state-of-the-art.

Following the complexity analysis in [BGJI5] and the idea of the bgjl sieve in [ADH™19|, our
refined BGJ sieve replaces the original simhash-like filters with spherical cap-shaped filters. That
is, a vector v can pass the filter Fc o if [(v, c)| = a||v||||c||, where F¢ , is the filter with center ¢ and
radius «a. It turns out that such a choice is highly efficient in practice. Our implementation actually
shows that the BDGL sieve is still much slower than the refined BGJ sieve for SVP with dimensions
around 200, and it seems unlikely that the BDGL sieve will outperform in those dimensions (around
400) of cryptographic interest. One may speculate, based on both theoretical and practical evidence,
that this refined BGJ sieve has an asymptotic complexity something close to 20-2927+0(?) However,
due to the complex geometric shapes of the filter regions (in our case, the intersection of several
spherical caps) we have not provided such a formula and leave it to future work. In fact, such a
formula offers few insights for concrete security estimation because the o(n) term typically plays
a significant role for cryptographically relevant sieving dimensions. For example, as estimated in
[Duc22], the overhead caused by non-uniformity is approximately 2° for sieving dimensions around
380.

7 We describe a more practical version and not the original [BDGLI6] that requires much more memory.
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Optimized Sieving Framework. Furthermore, we propose some improvements that can be applied
to general sieving algorithms. First, our implementation shows that high-precision floating-point
numbers are dispensable in the most costly steps of sieving. By appropriately scaling and rounding,
the coordinates of the lattice vectors are stored as 8-bit signed integers. We use a “dual-LLL-
reduced” basis to efficiently recover the coefficients of these rounded vectors when necessary. Using
a lower precision representation can save not only time and memory but, more importantly, memory
bandwidth.

We also provide a unified concept for sieving and enumeration. During the current sieving
process on a local projected lattice, one will find numerous short vectors that are not short enough
to be inserted back into the main database. However, if one finds such vectors during enumeration,
they will definitely be lifted to see if they yield a shorter vector in the original lattice. So we choose
to further push the idea of on-the-fly-lifting [ADH"19] by directly inserting back into the main
database the vectors that are still short after lifting. This strategy saves both time and memory by
offering a much larger dimension for free.

Implementation and Performance. The implementation constituted the most labor-intensive aspect
of our work. We have developed a low-level optimized, multi-threaded, and memory-efficient CPU
implementation of the bgjl, bgj2, and bgj3 sieves, which correspond to the BGJ sieve with 1,
2, and 3 levels of filtering, respectively. Our implementation also includes a dual hash [DSv21]
optimized with a locality sensitive filter. All these algorithms can be invoked via a command-line
interface, with parameters such as the number of threads, maximum sieving dimension, sieving
context, and so forth, passed as arguments. We aim to provide a tool that is user-friendly and
can offer the community deeper insights into these sieving algorithms. The code is available at
https://github.com/zhaoziyu0008/BGJ-Sieve-AMX.

In terms of performance, the bgj3 sieve solved a 169-dimensional SVP Darmstadt Challenge in
3.4 days using a 112-core server. This is already several orders of magnitude faster than the previous
highest records based on CPU, which required 8 months with 224 cores to solve a 166-dimensional
challenge. We further implemented a three-level BGJ sieve on the latest Intel architectures, which
we refer to as bgj3-amx. The bgj3-amx is approximately 7 times faster than the bgj3, and it managed
to solve the 179-dimensional SVP Darmstadt Challenge in just 11.2 days. This is about 4 times
faster than the previous 4-GPU implementation [DSv21], and the RAM cost is also reduced by
40%. Considering the significantly higher computational power of the GPUs, we actually achieve
an efficiency gain of about 2%°, as shown in Table [5, We also applied our results, in conjunction
with recent BKZ techniques [ZD23], to the Ideal Lattice Challengeﬂ [PS13]. This resulted in an
improvement of approximately 2'° in total over the previous highest record, see Table @

Refined Security Analysis. A refined concrete hardness estimation for SVP, based on our implemen-
tation, is given in Section [7} It shows that some of the NIST PQC candidates, such as Falcon-512,
are not sure to meet NIST’s security requirements. We suggest, for instance in the case of Falcon-
512, to modify the parameters to balance the hardness of forgery and key recovery attacks if a
security level of 143 bits is truly necessary.

Roadmap. In Section 2| we introduce necessary notations and basic definitions. Subsequently, the
refined BGJ sieve is presented in Section [3] followed by an analysis of its performance in Section
Section [5]is dedicated to discussing optimizations for the general sieving framework. The specifics of
our implementation, along with its performance, are detailed in Section [6] In Section [7] we provide

8 Viewed as an approximate-SVP instance.
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a refined security analysis of SVP based on our implementation. Finally, we conclude our work and
discuss future directions in Section [8l

2 Preliminaries

2.1 Lattices and the Shortest Vector Problem

We start counting at zero. All vectors are denoted by bold lowercase letters and are to be read as
column vectors. Matrices are denoted by bold capital letters. S*~! is the unit sphere in R™. For a
full rank matrix B = (bg, b1, - ,by_1), we denote the lattice generated by the basis B as L(B) =
{Bx|x € Z"}. The dual lattice of £(B) is defined to be £(BY) where BY = (by,by,---,b’ ;)
such that the dot product

(by.b,) = {1 o

0 otherwise

and span(by, by, -+ ,b,_;) = span(bg, b1, -+ ,bp_1).

The Euclidean norm of a vector v is denoted by ||v||, and the volume of a lattice £(B) is
Vol(£(B)) = y/det(BTB). For a lattice £, A\1(£) denotes the length of the shortest nonzero vector
in L.

Definition 1 (Shortest Vector Problem (SVP)). Given a lattice basis B, the shortest problem
asks to find a nonzero vector v € L(B) such that ||v] = X1 (L(B)).

The hardness of the shortest vector problem is the cornerstone of the security of lattice-based
cryptosystems. No efficient (quantum) algorithm is known for solving SVP. However, the length of
the shortest vector in random lattices can be efficiently estimated as follows

Theorem 1 (Gaussian Heuristic). Suppose K is a measurable body in R™, for “random” full-
rank lattice L C R™, the number of lattice points in K is approzimately Vol(K)/Vol(L). In partic-

ular, M\ (L) ~ \/n/(2me) Vol(L£) =: gh(L).

2.2 Local Projected Lattices, Sieving and Dimension For Free

The Gram-Schmidt orthogonalization of a lattice basis B is denoted by B* = (b, --- , b _;), which

s Mn—1
satisfies
AL
(Y * *
(b%,b})

i—1
and by =b; — > pu;b}.
=0

We denote the projection orthogonally to span(bg, b}, --,b’_ ;) by m, for i« = 0,1,--- ,n. For
0 <l <r<n,if £is the lattice generated by B, the local projected lattice Ly, with respect to
B (only one fixed basis will be used in the paper, thus we ignore B in the notation) is defined as
the lattice generated by By ,j = (m(by), m(biy1),- -+, m(br—1)). Also, for v € Ly ,j where I’ < I,
we denote 7;(v) by vy,

Given a vector v = Z;:_zl i (bi) € Ly, " <1, one can efficiently obtain a lifted vector which
we denote by Lifty(v) through a “size-reduction”. That is, first compute v = 7=} iy (b;) in
Ly ), then repeat the process v =v — [%J mp(bj) for j=1—-1,--- I

Now we briefly recall the concept of SiJeVing and dimension for free. Sieving algorithms, first
proposed by Ajtai et al. [AKSO1], are the asymptotically best known algorithms to solving SVP
in terms of their gate complexity, which (as well as their space complexity) are both exponentially
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large in the dimension of the lattice. A generic form of sieving is summarized in Algorithm [I} By
“saturate the ball of radius R”, we mean that a constant ratio of the lattice points within the ball
are foundﬂ The saturation radius is typically chosen to be \/4/3 - gh(L).

Algorithm 1 Sieving Algorithm [NVOSJADH™19)
Require: The basis B of an n-dimensional lattice £, a saturation radius R.
Ensure: A list L of lattice vectors.
1: L < a set of 20-2075n+0(n) random vectors in L.
2: while L does not saturate the ball of radius R do
3 for each pair u,v € L do
4: if ||u — v|| < maxwer ||W| then
5
6

replace the longest vector in L with u — v.
: return L

The sieving algorithm starts with an exponentially large database of lattice vectors. Then it
tries to find reducing pairs, i.e., pairs of vectors whose difference is short, and replaces those longer
vectors in the list with the difference, until the list saturates the ball of radius R0} After the
sieving procedure, for example, 50% of the lattice points in the ball of radius R will be found,
which contains the shortest vector with high probability.

To reduce time and memory costs, it is suggested in [Ducl8a] to first sieve on a locally projected
lattice L ,), and then lift all the vectors in the list to Ly ,). Note that if v is a short vector in
Lion), then v, is likely also short, and thus contained in the list. Therefore, we may successfully
find the shortest vector in Ly, by sieving on L ,,}, thereby gaining [ dimensions “for free”. This
is the so-called “dimension for free” technique. According to heuristic analysis, the free dimension
[ is asymptotically %. In practice, as demonstrated in [Ducl8alDSv21], it can reach up to
n/In(n).

3 The Sieving Algorithms

3.1 Sieving with locality sensitive filters

The most time-consuming step in Algorithm (I} is the search for reducing pairs. A naive ap-
proach that checks all pairs would lead to a gate complexity quadratic in the size of the
list. Since practical sieving algorithms like [MVIO/NVOS8] were proposed, a long series of work
IBGJ13/BGJ15|Laal5BDGL16] has been dedicated to accelerating the search for reducing pairs.
The key idea is to use a randomized divide-and-conquer approach called locality sensitive filters.
Generally speaking, after the initial database of lattice vectors is generated, the locality sensitive
filter based sieving algorithms repeat three steps, filtering, reducing, and inserting, until the list
saturates the ball of radius R. In the filtering step, the vectors in the list are filtered into many
small buckets, such that reducing pairs are more likely to enter the same bucket. For example, the
state-of-the-art BDGL sieve uses filters that correspond to spherical cap-shaped filter regions in
the unit ball. That is, a vector v can pass the filter ¢, with center ¢ and radius « if and only if

® The exact number of vectors in the ball is typically hard to know. It is commonly estimated using the Gaussian
heuristic.

10 Of course, one should also stop the algorithm when no pair of list vectors generates shorter vectors. This is unlikely
to happen with sane choices of R.
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|(v,c)| = af|v||||c||.- Then, in the reducing step, the vectors in the same buckets are pairwise checked
for reducing pairs. Finally, during the inserting step, the longest vectors in the list are replaced
with the shorter vectors found in the reducing step.

3.2 The Refined BGJ Sieve

The original BGJ sieve, introduced by Becker, Gama, and Joux in 2015 [BGJ15], has a gate com-
plexity of 20-311n+o(n) Thig algorithm efficiently generates buckets by applying a series of random
filters to the main database, creating progressively smaller buckets. The search for reducing pairs
is confined to the smallest buckets.

In the following sections, we will use “AllPairSearch” to denote the procedure that identifies a
significant portion of reducing pairs, such as 50% or 99% of all possible pairs in the vector list,
with high probability. The primary distinction among most sieving algorithms lies in how they
implement AllPairSearch. Therefore, our focus will be on this procedure.

Algorithm 2 AllPairSearch-BGJ15
Require: A list L of N lattice vectors, a minimum number N,,;,, a number of repetitions B, a
goal norm /, and a set of filters F.
Ensure: A list of reducing pairs in L with a sum/difference shorter than £.
1: if N < N then
2. return (v,u) € L?st. |[v+u| </
3: N« 0.
4: for:=0,1,--- ,B—1do
5. Pick a random filter f from F
6
7
8

L’ is defined as the set of vectors v in L that can pass the filter f.
N + N U AllPairSearch(L, Npnin, B, £, F).
: return V.

Algorithm [2| shows the AllPairSearch used in BGJ15, without specifying the details of the filters.
We replace the original filters with spherical cap-shaped filters in our refined BGJ sieve, as these
filters have been shown to be optimal in terms of gate complexity in [KL21], and the bgjl sieve in
[ADH™19| has proven efficient in practice.

We will refer to the refined BGJ sieve with 1, 2, and 3 levels of filtering as bgjl, bgj2, and
bgj3, respectively. A general version with & levels of filtering will be denoted by bgjk. Algorithm
illustrates the AllPairSearch used in bgj3. From Algorithm [3] it should be clear what bgjk with a
number of repetitions (By,--- , Bx_1) and filter radius («p, - -+, ax_1) looks like.

Here a vector v can pass the filter F¢, if and only if [(v,c)| > «|v]|||c||, as mentioned in
Section Now, we discuss how we choose the parameters «;’s and B;’s in our implementation. In
a real implementation, we do not need to find almost all reducing pairs at once, so the choice of B;’s
is quite flexible. Usually, we do insertions and resort the database according to length after 0.025Ny
reducing pairs are found. The key points are that the B;’s should be large enough to ensure that
sufficient computations occur each time we read the vectors from the database, thereby minimizing
the memory access overhead. They should also be small enough to keep the RAM usage by these
temporary buckets acceptable. Typical values of B;/B;_; range from 64 to 512, and this largely
depends on the architecture.

The choice of the «;’s is more delicate. The goal is to balance the cost of the filtering and the
quality of the buckets. As shown for the case of bgjl in [ADH™19], the asymptotically optimal choice
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Algorithm 3 AllPairSearch - bgj3

Require: A list L of Ny (n-dimensional) lattice vectors, number of repetitions (By, By, B2), filter
radius (ag, a1, a2) and a goal norm /.

Ensure: A list of reducing pairs in L with a sum/difference shorter than /.

1. N« 0.

2: fori=0,1,--- ,Bg—1do

3:  Pick a random filter center cq from S™~ 1.

4:  Compute L; := {v € L|v can pass Feg.a0}

5. forj=0,1,---,B1/By—1do

6: Pick a random filter center ¢; from S*~!.

7 Compute L;; := {v € L;|v can pass F¢, o, }
8: for k=0,1,--- ,By/B; — 1 do

9: Pick a random filter center cy from S*~1.
10: Compute Ljj, := {v € L;;|v can pass Fe,a, }
11: N = NU{(u,v)e L, |[lutv] <}
12: return N.

(g = 0.366) can be far from the practical optimum (o = 0.315 ~ 0.325). We directly provide
the optimal values we selected for our bgjl, bgj2, bgj3, and bgj3-amx in Table |1} These values were
obtained through a brute force search, meaning we ran the codes with all reasonable choices of a;’s
and chose the fastest oneEl It’s worth noting that even a small change of approximately 0.01 in
«;’s can result in a noticeable slowdown.

Table 1. Chosen Filter Radius in bgjl, bgj3, bgj3, and bgj3-amx

Algorithm g o a9
bgjl 0.325 - -
bgj2 0.257 0.280 -
bgj3 0.200 0.210 0.280

bgj3-amx 0.210 0.215 0.285

4 Performance Analysis

4.1 Gate Complexity

The gate complexity of the algorithm in Algorithm [2] is intrinsically tied to the class of filters, F.
Following [BGJ15], we model the lattice points in the sieving database as random points in the
high-dimensional sphere. We use Py to represent the probability that a vector will pass a random
filter from F, and P, is used to denote the probability that a pair of vectors, which form an angle
of 7/3, are both accepted by the same random filter. The effectiveness of the filters is typically
assessed by the exponent p such that P{ = P,, to which the time complexity is tightly related.

" We first did a (coarse) grid search within the boundaries [0.15, 0.35], then performed stochastic gradient descent
around those promising points several times. The global minimum point appears to be unique
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Theorem 2 (Complexity of AllPairSearch-BGJ15, Theorem 1 in [BGJ15]). Suppose L is
a list of N uniformly random wvectors in the sphere gf dimension n, p s the exponent such that
P]f = P,, then the gate complezity of Algom'thm@ is O(NP).

In our case, F is a set of spherical cap-shaped filters F, for random centers ¢ and a certain
radius . To compute Py and P, in this case, we need to know the volume of spherical caps C¢ o =
{x € R"|||x|? = 1,(x,c) > allc||} and wedges (i.e. intersections of spherical caps) We, a;.csa0 =
Cer,a1 NCey -

Lemma 1 (Volume of spherical caps and wedges, Lemma 2.1, 2.2 in [BDGL16]). Let u
be the canonical Lebesque measure over R™, S"~1 be the unit sphere in R™, then for any o € (0,1)

we have
#Cea) _ poly(n) - (ﬂ)n

p(S"1)

Furthermore, if the angle between c1 and co is 0, then

/‘L(WC1 «,C2 a) 2042 "
A7 " =L,®R2 ) | . 1- — .
pu(Sn1) poly(n) 1+ cos®

According to Lemma we have Py = poly(n) - (1 —a?)"/? and P, = poly(n) - (1 — %aQ)"/2. This
implies that asymptotically

4
p~lIn(l— §a2)/ln(1 —a?)

This equation suggests that by choosing a very small o and using multiple levels of filters, our
AllPairSearch can achieve the asymptotically optimal [KL21] time complexity of O(N*/3) in the
sparse regim (N = 20(”)). This result is better than the original BGJ sieve where p = 1.5. Thus,
we did the implementation with the anticipation that it would be highly efficient in practice. It
turns out that the refined BGJ sieve is not only memory-friendly but also competitive in terms of
gate complexity compared to the state-of-the-art.

We ran a left progressive sieve [ADHT19| on a 100-dimensional lattice from Darmstadt SVP
Challenge[SG10] using the bgjl, bgj2, and bgj3 sieves. The tests were conducted on a machine
equipped with an Intel Xeon Gold 6338 CPU, running at around 2.8GHz, using a single thread.
The results are shown in Figure [I] The timings represent the amount of time spent in each sieving
dimension before reaching a saturation of 37.5% with a database size of 3.2 - 202077 We can see
that the crossover point between bgjl and bgj2 is only around 77, and the crossover point between
bgj2 and bgj3 is around 92. That is, the refined BGJ sieve quickly benefits from the improved bucket
quality provided by the second and third levels of filtering.

For sieving dimension 140, which is close to the largest practical sieving dimension, we compare
our bgj3-amx with 2-bdgl_gpu from [DSv21]. To run a left progressive sieve up to a sieving dimension
of 140 with a saturation ratio of 37.5%, our bgj3-amx takes approximately 2!52 seconds using 112
threads on a dual Intel Xeon Platinum 8479 CPU server. In contrast, 2-bdgl_gpu requires about
twice the wall time (estimated from Fig.7 of [DSv21]) and around eight times more floating-point
operations. Even with a sieving dimension 240 larger, the BDGL sieve would only gain at most
2240-(0.3112-0.2925) _ 945 timeg more speed up than the original BGJ sieve from the leading term

2 Tt is not guaranteed that filters optimal in the sparse regime will remain optimal in the dense regime (N = 20(")),
i.e. in the case of lattice sieving. For instance, cross-polytope hashing is known to be optimal in the sparse regime
[TTOTAIL'15], but it leads to a suboptimal gate complexity of 20-2972n+0(n) [LAW15] when applied to lattice
sieving. Our main interest lies in the practical performance of sieving for dimensions related to cryptography
(approximately 380), so we leave the asymptotic complexity analysis to future work.



Sieving with Streaming Memory Access 9

210}
915}
2201

—2951

204372n728.70 4

log, (time) - 0.292 - n (seconds)

_230 : — time z 20.336n—25.83:
» 4 — time — 20-314n—23.81 1
70 75 80 85 90 95 100

n (dimension)

Fig. 1. Comparison of bgjl, bgj2 and bgj3

in the exponent. Therefore, it’s unlikely that the BDGL sieve can beat the refined BGJ sieve in a

sieving dimension of 380, unless more improvements are made in the o(n) term of 20-292n+o(n),

4.2 Solving the Memory Access Issue

In this section, we provide a detailed analysis of the memory access overhead in bgjk sieves. It turns
out that 20-2075n+0(n) gtreaming main memory accesses are sufficient for the entire sieving process,
and the memory access overhead can be negligible.

Firstly, we note that streaming memory access is inexpensive, and unlike random access, its
speed should not decrease by a factor square root in the size of the storage device. If an attacker can
afford the GPUs for conducting the computations in sieving for dimension 380 within a reasonable
time, for example within 10 years, then such an attacker should certainly be able to afford the
disks to store the database of the lattice vectors. The data in different disks can be streamed out
in parallel. Therefore, it is reasonable to assume that the streaming memory access only slows
down by a constant factor, regardless of the size of the sieving database. Here a subtle point is the
necessity of processing the read data locally. Transferring the data elsewhere adds a cost linear to
the distance, which is O(N3/2) (with a very small constant term for streaming transfer) if we want
to move the data out of a 2D storage device containing N bytes of data. This movement cost is
negligible for cryptographic size sievingjﬂ so we ignore it in the following analysis.

Before proceeding through each steps, we illustrate the key idea by giving a comparison with the
BDGL sieve. If n is the sieving dimension, BDGL uses a single filter layer to generate 29 small
buckets. Putting the vectors in the main database into some of these buckets requires randomly
accessing the exponentially large space for these buckets. However, if BGJ uses O(log(n)) successive
filter layers to generate progressively smaller buckets, the number of subbuckets for each bucket can

13 For a sieving dimension of 380, if we use 16TB disks to store the vectors, each occupying 0.01m?, the sieving
database will cover an area of 300km x 300km. Transporting 2°° vectors (by car) over 300km may cost approximately
$100, but the corresponding computation will be at least (250)0‘292/0‘208 x 380 ~ 27 FMA operations, which would
cost more than $100,000.
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be 20(7/108(n) " wwhich is subexponential (in practice in [64;512], cf. pag. Thus, BGJ only needs
to randomly access a subexponential space for the subbuckets, which is clearly more efficient.

Now we address the most costly part of sieving, the filtering and reducing steps. To compute
all the subbuckets from a large database (a larger bucket or the main database), it is sufficient to
stream the vectors in the larger database once to a machine that contains all the centers of the
filters. This machine checks whether the streamed vectors can pass those filters and moves them
into corresponding buckets. The pairwise dot product in the last-level buckets in the reducing step is
just a matrix multiplication, which can be implemented trivially with streaming memory accesses.
Therefore, all memory access in these steps can be streamed, and only 20-2075n+0(n) guch accesses
to the main database are necessary. To make the memory access overhead negligible, we need to
further ensure that the memory access cost of generating each subbucket is less than the cost of
further computations within this subbucket. Note that the computations required are superlinear
(with an exponent range from 0.292/0.2075 ~ 1.4 to 2) in the size of the subbucket. Thus, as long
as the subbucket size is larger than some constant, the memory access overhead caused by the
streaming memory access, which is only linear in the bucket size, is negligible. A sketch of why we
can do everything in 20-2075n+o(n) (streaming) accesses is presented in Appendix

For the last several levels of very small buckets, the memory access may slow down the com-
putations if the hardware architectures are not well designed. A similar phenomenon can already
be observed in our bgj3-amx implementation. Intel’s AMX instructions were initially designed for
Al applications, and thus are not entirely suitable for sieving, where we need to compute many
dot products of vectors with no more than 160 entries. It only provides 8 tmm registers, so each
register can only be used in 2 ~ 3 tdpbssd instructions after loading the data from the cache. As
a result, our bgj3-amx suffers significantly from the latency of tileloadd and tilestored instructions.
Nevertheless, this slowdown can only be at most a constant factor, and such a problem, which is
only related to the speed and size of small caches, is completely different from the issue of accessing
random vectors from an exponentially large database. We also note that this problem is minor for
most of the current CPU (with AVX2 or even AVX512) and GPU architectures.

The insertion step, although it only requires 20-20757+0(n) computations, is somewhat tricky
to stream in practice. Current sieving implementations usually maintain a hash table to check
whether a vector is already in the list. Such a check, although it has a constant gate complexity,
requires random memory access. If we do not check for duplicates before a vector is inserted into
the list, the list will soon be “polluted” by duplicated vectors. Our solution is to first mergesort the
list vectors and the newly found short vectors together, and then remove the duplicates and the
longest ones. This procedure can be performed using a streaming memory accesses at the cost of
slightly increasing the time complexity of the insertion step to @(20-2075n+0(n) |og(20-2075n+0(n))) —
20-2075n+0(n) which should be acceptable.

The concept in this subsection is also demonstrated in our bgj3-amx implementation. Actually,
the authors’ idea of how to address the memory access issue in sieving was initially inspired by
the implementation. The detailed computation speed, time, and bucket size for different steps are
listed in Table [2| Data were collected while sieving in dimension 140 with 112 threads on the dual
Intel Xeon Platinum 8479 CPU server. From this, we can see that although the speed of the first
two filters suffers heavily from the poor RAM bandwidth, this cost only slightly affects the overall
performance, because most of the computations happen when the buckets get small enough to fit
into faster caches, where the memory bandwidth is no longer a bottleneck.
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Table 2. Profiling Data of bgj3-amx

Step Filter-0 Filter-1 Filter-2 Reducing
Speed (TOPS) 11.81 11.10 39.19 116.4

Bucket size 278.8GB 3.386GB 80.75MB 556.7KB

Data in RAM RAM L3-Cache L2-Cache
Total Time 544.7s 451.4s 762.4s 3397s

5 Optimizations

5.1 Sieving with Low Precision

In all of the sieving algorithms we implemented (bgj1, bgj2, bgj3, bgj3-amx), the entries of the lattice
vectors in the main sieving database are stored as 8-bit signed integers. Most of the computationally
intensive parts of the sieving, including the filtering and reducing steps, are also performed with
8-bit precision. Only during the insertion step do we recover the newly found vectors with 32-
bit precision. These vectors are then properly scaled, rounded, and carefully checked before being
inserted into the main database. Vectors that do not pass the check are discarded (e.g., because the
norm is too large or not all the entries lie in the range [—127,127]). It turns out that if one carefully
maintains the main database, the relative error of the dot product results is typically less than 1%
and the outliers are rejected during the check before being inserted into the main database. Thus
the precision loss does not significantly affect the sieving procedure.

We provide details on the most intricate parts of the 8-bit implementation. For the choice of the
scaling factor, if B is the basis of the lattice, using the notation in Section [2, the scaling factor in
our implementation is chosen to be 254.0 - (maxo<i<n—1 ||bf||) 7. This ensures that no vector entry
exceeds 127 in absolute value after size reduction. To recover the accurate vectors from the 8-bit
representations, we first use short dual vectors of the basis to compute the integer coefficients with
respect to the basis B. We then recover the vector using these coefficients. Such short dual vectors
can be obtained by first computing the dual basis of B, and running the LLL algorithm [LLL82]
on the dual basis. The LLL algorithm here is necessary.

Compared to previous sieving implementations based on 32-bit floating-point numbers, the use
of 8-bit precision leads to a 2 ~ 4 times improvement, both in terms of speed and memory usage.
These improvements contribute significantly to the refined security estimation in Section

5.2 Seeking More Dimension for Free

From Dual Hash to LSF-based Dual Hash. In practice, to reduce both time and memory costs,
a common strategy is to aim for more dimension for free, i.e., to find short enough vectors with
a smaller sieving dimension. One way to achieve this is by using the dual hash technique pro-
posed in [DSV?lJEI. Once sieving on the local projected lattice Ly ) is complete, i.e., exponentially
many short vectors in L ,,) have been found, the dual hash technique suggests lifting all pairwise
sums /differences of these vectors to Ljg;. The lifting is done cleverly: a hash value is computed
for each vector, and only the “lift-worthy” vector pairs with hash values close to each other are
lifted. Checking for hash value pairs is much faster than lifting, thus the dual hash technique can
significantly reduce the lifting cost and works well in the GPU implementation in [DSv21].

14 We refer to Section 4.5 of van Woerden’s thesis [fW23] for a more detailed and expository discussion.



12 Ziyu Zhao', Jintai Ding(g)z?’, and Bo-Yin Yang*

However, the cost of the dual hash technique is nevertheless quadratic in the size of the list.
In our preliminary CPU implementation, we tried the dual hash technique and found it to be
unacceptably slow in sieving dimensions only around 120. A natural idea to improve this is to
use locality sensitive filters. We choose to use the filters G such that v € Ly, can pass Gc iff
||Lifto(v & €)||? — ||v £ ¢||?> < £2. Pairwise checks for the dual hash values are only done for vectors
that can pass the same filter. This leads to a 2 ~ 10 times improvement in efficiency for sieving
dimensions ranging from 100 to 140. However, even the LSF-based dual hash still takes extra time
at least comparable to the time for sieving itself, thus not “free”, which is still unsatisfactory.

Observations. Our current solution is based on two simple observations. Firstly, we propose a
unified concept for the left progressive sieve and enumeration. During the sieving process on a
local projected lattice, numerous found vectors are not short enough to be inserted back into the
main database. However, many of these vectors are only slightly longer (for example, 5%~10%
longer) than the threshold. If such short vectors in the local projected lattice L are found
during enumeration, they will certainly be lifted to see if they yield a short vector in Ly, for some
I < 1. In our preliminary implementation, these vectors are simply discarded, wasting potential
short vectors that could be helpful in enumeration. This suggests that our implementation may not
be optimal and could benefit from these short vectors.

The second observation is that if a vector v € Ly, is short after lifting to Ly, then it
cannot be too long. According to Gaussian heuristics, if we are sieving on L, and lifting all
sums /differences of the vectors in the list to Ly ,), we suggest estimating the minimal length of
those lifted vectors as follows:

Y 1/2

i (32 0=a2) e gh(go )+ 2 - 20) - (118 eh(Ly)’

where N is the size of the list, and the number 1.18 is chosen because after the sieving is done, the
median length of the vectors in the list is around 1.18 - gh(Ly; ;). The second term represents the
norm in [l,n] of the difference between two vectors with angle arccos , and the first term is the
expected minimal norm in [0,/] among these differences. This estimation is slightly pessimistic, as
many vectors in the list are much shorter than the median length. In practice, this estimated length
can be achieved on average after exhausting 15%~25% of the search space. If we are targeting a
dimension for free of around 30, it turns out that the a to minimize the estimation formula is
typically larger than 0.4, even larger than 0.45 when the sieving dimension is large (e.g., 140).
This suggests that even if a pair of vectors pass the dual hash test, they are still unlikely to be
“lift-worthy” because the cosine of the angle between them is usually much less than 0.4, i.e., the
sum/difference of the two vectors is already too long without lifting. This observation suggests
that it may be possible to further reduce the number of lifts while maintaining comparable lifting
quality.

Our Solution. In our final implementation, we assign a score to each vector in the list, rather than
naively using the length to assess the quality of the vectors. The score of a vector v € Ly, is

computed as
Lifty (v
score(v) = min 7” sl
o<i<t. gh(Ly )
Vectors with smaller scores are preferred, and we use newly found vectors with small scores to
replace the vectors in the list with larger scores during the insertion step. To find vectors with

small scores, in the filtering and reducing steps, if s is the score of a 77% quantile vector in the list,
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we aim to find vectors in Ly ,,) with a length less than 1.07 - s - gh(Ly ;). During insertion, scores
for these vectors are computed and only 0.5% ~ 2% of these collected vectors turn out to have a
small enough score to be inserted into the list. The score computing speed in our implementation
is about 22! ~ 222 vectors/(second-core), and the overall cost of computing the scores is typically
less than 10% of the sieving time, which is negligible.

In summary, our final implementation further pushes the idea of on-the-fly-lifting [ADH™19]
by directly inserting vectors that are short after lifting into the main database. It turns out that
the left progressive sieve procedure even becomes slightly faster after enabling this new technique.
Intuitively, this is because some work in the next few sieving dimensions is done by reusing the
vectors discarded in the original implementation. Both the overall time and space cost for solving
SVP are significantly reduced by the larger dimension for free. For a comparison with the state of
the art, one can compare the dimension for free of our Darmstadt SVP Challenge results (those
challenges with dimension < 162 were solved with the preliminary code) in Section with Table
1 in [DSv21].

6 Implementation Details

6.1 General Design Principles

Our implementation, crafted in C++, extensively utilizes intrinsic functions for low-level optimiza-
tions. We compile the code using the clang-17.0.6 compiler, with the -O3 -march=native optimization
flag enabled to support the latest Intel CPU architectures. For multi-threading, we have opted for
the OpenMP library.

Most of our implemented algorithms, including bgjl, bgj2, bgj3, bgj3-amx, and the locality
sensitive filter-based dual hash, are accessible directly from a command-line interface. Parameters
such as the number of threads, maximum sieving dimension, sieving context, among others, can be
passed as arguments. Notably, all our SVP challenges were solved using this command-line tool,
eliminating the need for direct interaction with the C++ interfaces. We anticipate that this tool
will be user-friendly and provide the community with deeper insights into these sieving algorithms.

6.2 Vector Representation and Data Structures

In our implementation of the sieving algorithms, we manage the following data: the lattice basis,
the main database of lattice vectors, a unique identifier (uid) hash table, and a list of “compressed
vectors” for sorting.

Each coordinate of the lattice basis is stored as the quad_float type in NTL [Sho|, offering 106-
bit precision. We perform the computation of Gram-Schmidt orthogonalization, the local projected
lattice, and the LLL reductions using the quad_float type to ensure the original basis remains
unaffected by numerical errors. Notably, we have developed inline assembly code based on AVX512
instructions for the basic quad_float vector operations, which makes these basis-related computations
extremely fast.

For each vector in the main database, we record its coordinates (8-bit signed integers, aligned to
32 bytes), the square of the norm (32-bit signed integers), the sum of all coordinates (32-bit signed
integers), and a 64-bit uid. Before inserting a vector into the primary database, we first recover
it to 32-bit precision and then round it, preventing the accumulation of numerical errors during
the sieving procedure. Consequently, this most space-consuming part of the data only requires 176
bytes per vector. The rationale for maintaining the sum of the vector coordinates will be explained
in Section 6.3
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The uid hash table serves to check whether a vector already exists in the main database. We
initially tried the std::unordered_set in the standard C++ library, and found it extremely inefficient
in terms of RAM usage. It consumed 40 ~ 50 bytes per uid, which is more than 25% of the space
cost of the main database. Therefore, we strongly recommend replacing the std::unordered_set with
a better unordered set implementation, for instance, Sparsepp [Pop| to reduce both time and RAM
costs. Also, one should keep in mind that for sieving dimensions > 140, the uid of different vectors
may collide with a high probability.

To efficiently sort the vectors in the list, we follow the approach in [ADH™19] to maintain a list
of “compressed vectors”. Our compressed vectors contain a 16-bit norm/score of the vector and a
32-bit integer to record the address of the corresponding vector in the main database. Sorting is
only performed with these “compressed vectors” to minimize the cost of data movement.

6.3 Low-level Optimizations

In the ensuing subsection, we give details of those computationally intensive parts of the sieving
implementation. Predominantly, the computations involved in the filtering and reduction phases
consist of dot products followed by comparisons to check whether the result exceeds a predetermined
threshold.

In our “AVX2” implementations, namely bgjl, bgj2, and bgj3, the dot products of int8_t vectors
are first computed by vpdpbusd on ymm registers. We then use the vphaddd instruction to hori-
zontally add the 32-bit results in the ymm registers, simultaneously for 8 dot products. The final
comparison is conducted using vpcmpgtd. As a result, the theoretical throughput for a dot product
computation is less than 4 clock cycles. Consequently, we have opted not to use the simhash trick
[Cha02,FBB™15/Ducl8al, which gives no improvement even in our preliminary bgjl implementa-
tion based on 32-bit floating-point numbers. Furthermore, in our bgj2, bgj3, and particularly in the
bgj3-amx implementation, we have chosen to discard the 3-reductions [HK17] due to the excessive
cost of additional comparisons and data movements.

The vpdpbusd instruction, originally designed for AI applications, can only compute the dot
product of a uint8_t vector and a int8_t vector. Therefore, when computing the dot product, we first
need to add 0x80 to each entry of one of the vectors to convert it into a uint8_t vector. Subsequently,
we subtract 128 times the sum of the entries of the other vector, after the dot product is done.

In our bgj3-amx implementation, the dot products are computed using the tdpbssd instruction in
Intel’s Advanced Matrix Extensions (AMX). The AMX extension equips each core with eight 1KB
tile registers (tmmO0 to tmm7) and a set of instructions designed to efficiently handle matrix oper-
ations. It supports both int8(tdpbssd) and fp16(tdpbfl6ps) data types, achieving an 8x throughput
improvement over the previous AVX-512 VNNI extension for int8 FMA. AMX is primarily designed
for efficiently computing large matrix multiplications, thus not very suitable for sieving. In fact,
while only 3 tdpbssd instructions are sufficient to compute 256 dot products, a significant amount of
time is spent on loading the data and storing the results with tileloadd and tilestored. Additionally,
we need to transpose one of the 16 by 64 int8_t matrices before it is loaded into the tmm registers for
computing dot products. Our current implementation uses vpunpckldq, vpunpckhdq, and vshufi64x2
instructions to accomplish this, which is relatively slow. Furthermore, the comparisons performed
after the dot products are also costly. As a result, our bgj3-amx implementation only achieves a
speedup of 6 to 7 times compared to bgj3, which is not satisfactory. We plan to further optimize
the code to improve performance.
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6.4 Performance and SVP Challenge results

We now proceed to showcase the results of the Darmstadt SVP challenge[SG10], as a means to
justify our work and compare it with the current state-of-the-art. The specifics of the machines
used for our SVP challenges are detailed in Table [3] Most of the large-scale challenges were solved
with a combination of CPU times on X; and X», differing only in the amount of RAM, hence we
do not distinguish between them and simply refer to them as X in Table 4l Also, in our low-level
optimized implementations, hyperthreading does not offer any benefits.

Table 3. Details of the Machines Used in the Challenges

Machine CPUs base freq. cores RAM
D 2xIntel Xeon Gold 6338 2.00Ghz 64 256GB
Y 2xIntel Xeon Platinum 8336C 2.30Ghz 64 256GB
X1 2xIntel Xeon Platinum 8479 2.00Ghz 112 512GB
Xy 2xIntel Xeon Platinum 8479 2.00Ghz 112 1024GB

The performance details of our implementation for solving Darmstadt SVP Challenges are
provided in Table 4l Here, “D4F”, “MSD”, and “dh” denote “dimension for free”, “maximum
sieving dimension” and “locality-sensitive filter-based dual hash” (see Section for more details),
respectively. The RAM usage for most of the smaller challenges was not meticulously recorded,
hence it is not displayed in the table. We just report that our implementation only requires 0.87TB
of RAM for a sieving dimension of 146, with approximately 3.2 - (4/3)'46/2 ~ 232 vectors in the
main database. This is merely 60% of the RAM usage of the currently most memory-efficient
implementation [DSv21], and only 25% of the RAM usage of previous CPU implementations.

As proof, we present our short vector for the 183-dimensional Darmstadt SVP Challenge with
seed 0:

(155, -136, 243, 312, -81, 355, -116, 714, -632, 102, -711, 48, 201, -224, -60, -672,
151, -45, 197, -223, -153, 143, 133, 38, -56, 133, -482, -41, -102, 201, 220, 87, -116,
-141, 116, -690, -246, 104, -209, 152, 422, 165, -51, -452, -308, -366, 424, 122, 308,
-109, -277, -244, -273, 30, 33, 221, -484, -19, -112, 116, 206, -151, 69, 63, 37, 111,
-240, 128, -48, 93, -157, -354, -216, 263, -87, -61, -212, 254, -120, 210, 309, -164,
52, -19, -6, 91, -124, -74, 181, 369, -237, 133, -10, -26, -607, -50, -132, -6, 123,
-345, -130, -147, -3, -64, 174, 65, -375, 57, -673, 466, 83, 51, -465, -254, -8, -221,
17, -159, -142, -524, 24, 284, 99, -32, 492, -95, 251, -68, -108, 29, -577, 984, 301,
111, -58, 394, -102, -330, 17, -225, -151, -46, -35, 381, -211, -24, -207, 304, 133,

-189, -37, 59, 245, -53, 44, -97, -94, 104, -475, 326, 271, -115, -575, -69, -330, 199,
238, 2, 316, -170, -164, -100, 5, -66, -532, 64, 258, -316, 66, 315, 167, -236, 52)

As seen in Table 4l even without AMX accelerations, the plain bgj3 implementation is already
extremely fast. It solved the 169-dimensional challenge in just 3.43 days using 112 cores. This
is several hundred times faster compared to the previous highest record based on CPU, which
took eight months with 224 cores to solve a 166-dimensional challenge. Moreover, when AMX
acceleration is enabled, bgj3-amx solved the 179-dimensional challenge in only 11.2 days. This is
approximately four times faster than the previous 4-GPU implementation in [DSv21], which solved
the 180-dimensional challenge in 51.6 days.

We believe direct GPU-CPU time comparisons are not apples-to-apples due to the signifi-
cantly higher computational power of GPUs. A comparison of our results with previous GPU-based
records, in terms of gate count, is summarized in Table [5] It shows our efficiency gain relative to
[DSv21] is approximately 245, as fp16 > 2 x int8.
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Table 4. Darmstadt SVP Challenge Results

Dim D4F MSD Norm Norm/GH CPU time Wall time Machine Algorithm

100" 18 82 2214 0.87028 44.7s 44.7s* D bgjl
1207 21 99 2654 0.95660 73.7Tm 73.7m} D bgj2
130T 26 104 2812 0.97516 9.92h 11.2m D bgj2
1407 20 120 2875 0.96283 74.1h 77.3m D bgj3
150 31 119 3084 0.99791 14.5d 5.70h D bgj3 & dh
151 24 127 3195 1.03167 58.2d 22.3h D bgj3 & dh
153 20 133 3173 1.01477 109d 41.6h D bgj3 & dh
157 23 134 3271 1.03367 185d 70.2h D bgj3
161 31 130 3344 1.04346 266d 4.20d Y bgj3 & dh
162 26 136 3325 1.03752 211d 3.30d Y bgj3 & dh
165* 40 125 3370 1.04215 117d 1.05d X bgj3
166" 28 138 3376 1.03988 352d 3.14d X bgj3
169" 33 136 3415 1.04120 1.05y 3.43d X bgj3
179* 32 147 3523 1.04651 3.40y 11.2d X bgj3-amx
183* 34 149 3536 1.04034 9.20y 30d X  bgj3-amx&dh
T The seed is not zero.
¥ Only a single thread is used.
* The technique in Section is enabled for these instances.
Table 5. Comparison with Previous GPU Records
Dim Walltime Platform FLOP
179 11.2d 112 cores, no GPU* 266:0 5 9136 . (3/2)179/2 int8 operations
183 30d 112 cores, no GPU* 2674 ~ 9139 . (3/2)183/2 int8 operations
180  51.6d 4 x Nvidia RTX 2080ti 269 ~ 2173 (3/2)'8%/2 fp16 operations
186  50.3d 4 x Nvidia A100 2714 x 9170 (3/2)186/2 16 operations?

* The average speed is approximately 70TOPS.

 See Table 1 in [DSv2I] for more details.

 Unclear how many floating-point operations the 186 took. This number is estimated as

2099 (50.3/51.6) - (312/107) ~ 27** where 312/107 represents the ratio of the theoretical performance of the A100
to the 2080ti.

Moreover, we have integrated our sieving implementation into the BKZ framework [ZD23] and
successfully found a vector of length 761113 in a 796-dimensional Ideal-SVP Challenge[PS13]. A
detailed comparison with the previous record is presented in Table [6] It is once again a bit subtle
to compare a 4-A100 system with a pure CPU server, but it is reasonable to estimateE] the ratio
to be between 10 and 100, whether we are comparing price or computational capability. Therefore,
we estimate our efficiency gain to be (3/2)(121-109/2.(49/9.9) - 10'~2 ~ 29~12, Note that for this
challenge, we mainly used bgj3, which only achieves about 10 TOPS.

15 On Sept. 24, 14:00 GMT we looked up spot prices on AWS instances closest to us; the cheapest instance for the
former is 32.77 USD/hr and for the latter 2.176 USD/hr for a ratio ~ 15.
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Table 6. Comparison with Previous Approximate-SVP Records

Dim Walltime Platform Hermite Factor

796 9.9d 64 cores, no GPU 1.008347% ~ (I'(12L 4 1)/121 /) 796/121
750  49d 48 cores, 4 x Nvidia A100 1.008787%0 as (I'(192 + 1)!/109//7r)750/109

7 Refined Security Analysis

Finally, we present a refined security analysis of lattice-based schemes based on the results from
the previous sections. We will mainly focus on Falcon [PFH™| which will be a NIST PQC standard,
but this work is also applicable to Kyber [BDK™| and Dilithium [DLL™].

In Falcon’s document [PFHT|, the BKZ block size B required to forge a Falcon-512 signature is
estimated to be 411. The cost of BKZ is computed as % times the cost of solving the shortest vector
problem instances in dimension B, according to JADHT19]. Taking into account the dimensions

for free, the actual sieving dimension B’ is estimated to be B — [%—‘ = 374. Therefore,

considering only the first asymptotic term in the complexity of a sieve leads to a number of % .
(\/R)B/ ~ 21200 classical gates. Now the key point is, in Falcon’s document, the constant term of
the sieving complexity was estimated based on the real performance of the sieving implementation
in [ADH™19], which, however, has been significantly reduced in our work.

For example, on the dual Intel Gold 6338 server mentioned in Table [3| a 100-dimensional left
progressive sieve with bgj3 takes only 1056.85 seconds on a single core. Profiling data indicates that
the total number of dot products during the left progressive sieve does not exceed 650G. Therefore,
if we model the gate cost of an int8_t FMA operation as 2 - 82 + 8 = 136 classical gates, an upper
bound of the gate cost for a 100-dimensional left progressive sieve is

650 - 23 . 100 - 136 ~ 2238 . (v/1.5)109,

which suggests the constant term to be at most around 223®. Thus, the total number of gates
required to forge a Falcon-512 signature is now estimated to be 21200.223-8 ~ 91438 yqing the same
methodology as in Falcon’s document, without considering

1. The refined BKZ strategy, for example, as described in [ZD23]. Expected influence on the gate-
count estimate: 274 ~ 273,

2. The asymptotic slowdown of the BGJ sieve compared to the BDGL sieve, which is at most
9(0-311-0.2925)274 , 95 times more slowdown for sieving dimension 374. Expected influence on
the gate-count: 20 ~ 2°.

3. The simhash trick [Cha02/FBB™15/DucI8a], which, although not beneficial in our implementa-
tion, can significantly reduce the cost if we focus solely on the gate count. It’s possible to perform
a gate-saving xor-popcnt check on the simhash values before each int8_t dot product, and only
compute the dot product if the xor-popent check passes. Being conservative, we discount this
part.

As a result, we estimate that the minimal number of classical gates required to forge a Falcon-512
signature falls within the range [2139-82145-8] This is not sure to meet NIST’s security requirement
of 143 bits for level 1 security. More importantly, now the cost of memory access should no longer be
used to argue for even one more bit of security in this range. We suggest modifying the parameters
for Falcon-512 to balance the difficulty of forgery and key recovery attacks if a security level of 143
bits is truly necessary.
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In the end, in Table [, we present our refined bit security estimates for Falcon, Kyber, and
Dilithium, taking into account the three factors mentioned in the previous paragraph. Specifically,
an upper bound of log,(gates) is estimated as logy(n3/4B?) + logy(1.5) - B'/2 + 23.8 — 3 + 5. The
BKZ block size B and the sieving dimension B’ in the table are directly taken from their respective
documents without any modifications.

Table 7. Refined Estimation of Bit Security

Falcon-512  Kyber-512  Dilithium-2

B 411 413 433
B’ 374 375 394
log, (gates) [139.8,145.8] [140.1, 146.1] [148.5, 154.5]

8 Conclusion and Future Directions

In this work, we revisit the BGJ sieve, which proves to be of both theoretical and practical interest.
We show that the BGJ sieve is inherently memory-friendly and exhibits performance comparable
to the state-of-the-art BDGL sieve, at least for problem scales related to cryptography. This could
provide a solution to the long-debated issue of estimating RAM access overhead in large-scale,
sieving-based lattice attacks. Supported by our implementation, it suggests that the NIST PQC
standardization candidate Falcon-512, especially, may not meet NIST’s security requirements. Pa-
rameter adjustments are recommended if 143 bits security is really necessary. A deeper theoretical
analysis of the refined BGJ sieve could be a direction for future work.

From a practical perspective, we have provided a highly optimized implementation of the BGJ
sieves based solely on CPU, which even surpasses the current state-of-the-art GPU implementa-
tions. The improvement stems from the smaller o(n) term of the BGJ sieve, smaller bucket size,
better locality, an improved sieving framework, and a highly optimized implementation. Such an
implementation should be helpful for a deeper understanding of these asymptotically faster sieving
algorithms.

Finally, we would like to note that our choice to implement the BGJ sieve solely based on CPU
does not mean that a GPU implementation is infeasible. Indeed, if one uses a 20 to 30 TB disk to
store the main database, places the buckets after the first filter in a 1 to 2 TB system RAM, and
puts the buckets after further filters in each RTX 4090 GPU’s 24GB with ECC memory, one may
be able to do a disk-based bgj3- or bgj4-gpu that gets close to the GPUs’ theoretical throughput.
This is because the buckets transferred to the GPU RAM are still very large and should not
suffer much from the poor bandwidth from system RAM to GPU RAM, which led to a significant
slowdown in the case of 2-bdgl_gpu in [DSv21]. We estimate that the 1.05-Hermite-SVP challenge
with dimensions ranging from 200 to 210 should be solvable in a reasonable time, for example, on
an 8x Nvidia RTX 4090 machine, which has a theoretical peak performance of 8- 660 = 5280TOPS
for 8-bit precision, with a sieving dimension of 160 to 170. However, for dimensions greater than
210, the challenge should be considered hard due to the bottleneck of computational resources,
even though increasing the disk space for a larger sieving dimension is not too difficult.

Nevertheless, such an implementation is by no means easy. Therefore, we have chosen to develop
a CPU-based implementation, which is much easier to develop, tune, debug, and use. Moreover, it
is sufficient to illustrate most of the concepts we aim to demonstrate, and it is already fast enough
to validate the improvements.
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Parallel Work. We recently became aware of a parallel work by Samuel Jaques [Jaq24], which also
explores the memory access cost of sieving algorithms. [Jaq24] focuses more on the theoretical side,
while our research is rooted in and supported by concrete implementation. Another very recent
study by Martin R. Albrecht and Joe Rowell [AR24] explores the possibility of distributed sieving
implementation. Their work concentrates on the BDGL sieve and the results should be considered
orthogonal to ours. Although our approaches and findings are independent and differ significantly,
we appreciate the contributions of their research, and believe that both our works collectively
advance the understanding of the concrete cost of lattice attacks.

Acknowledgements. This work is supported by National Key R&D Program of China (No.
2021YFB3100100) and Beijing Natural Science Foundation (No. M22001). Also by Academia Sinica
Grand Challenge Program AS-GCP-114-MO1.

A Detalils of the Bucketing Procedure

We consider a slight variation of Algorithm [3Jhere: we choose the i-th filter center ¢; to be orthogonal
to the previous centers cg,...,c;—1 foralli =1,...,k—1, instead of choosing them uniformly from
the unit sphere in R™. From now on, for any vector v € R", we denote its entries by v, ..., vn_1.
For a set A, we mean sampling x uniformly at random from A by writing x < A. By abuse of
language, we denote the canonical measure on high-dimensional spheres by p.

For sieving dimension n, take the number of filter layers k = O(logn), a = 1/v/4k, then for
each i =1,..., k an i-th layer bucket corresponds to regions isomorphic to

Wi,a = {X = (:'U(]v e ’xnfl) & Sn_l X0 > ., T1 > Ay ooy Tj—1 > O[}

Theorem 3 (Collision Probabilities for W;,). The probability that a random wvector lies in
W@a 18

- ;B
Plv € Wia|v < "1 = nCW) (1 — ja2)"*M = (1 - 42k> bo).

Furthermore, the probability of a pair uniformly sampled from Wy, o X Wy, o being a reducing pair is

o2\ n/2+o(n) % 4 o(n)
Pl(u,v) > 0.5/u, v < Wj, o] > 2Peloen) [ 1 M = (8) ’ .
’ (1 - ka?) 9

That is, we only lose a 2P°¥(1°87) factor from the non-spherical filter regions, and thus taking
the batch size B = (%)”/2k+°(”/k), a possible strategy may be:

number of buckets bucket size
main database 1 (3) 3 o)
. i n/2+o(n i \n/2+o(n)
i-th layer B (4P (- )
k-th layer | B = (8)"/7F° 90(n)
where the gate complexity is (%)n/ 2+ 4nd we could collect (%)n/ Zo(n) (%)n/ 2o(n) _ (%)n/ Zo(n)

reducing-pairs from the k-th layer buckets, if the distribution for the k-th layer bucket centers
is idealized to be uniform. We are currently not sure whether the non-uniformity of the bucket
centers also causes only a subexponential loss as in [BDGLI16]. However, if this is not the case, we
can increase the batch size B without increasing the main database access.
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Proof (proof of Theorem @ For the first part, we have

Plv € Wia|v + S" 1 = (Wi
[ s | ] ”(Sn—l)

1 2
_ W i —dxo cee dxan
1( ) Jzo> o zio1>a, =0 Ti<l /1 — ?—_02 x?

n—i—1

; i—1 2
u(S* ) / «— 2
= —7 1-— T dxg -+ -dx;—q
p(Sn1t) zo>a, -, wi_1 >3 a2« Ez:; ¢ ‘

=0Ty

sn—i—1y [l .
My [ 0=

where g(r) is the surface area of {zg > a, ..., z;_1 > a, Y b} z? = r}. We know p(S"1)/u(S"1)
o)

isn from the sphere area formula. It remains to estimate the integral I := fm g(r)(1 —

n—i—1

r2) 2 dr.

On the one hand,

I< 1- = <(1-+
/1/i/4k 9(r) < 4k> a ( 4k>

On the other hand, taking ¢ = e(n) = 1/n, we have

i/dk+e i ot
/ g(r)dr - (1 - — = 5)
Vi/4k

WV

n—i—1

e ) i ? i\ 2t
> /=4 —y/=] (1-—— =(1-— .
z ( i 4k> <1 4k 5) (1 4k>

as desired.

In the proof of the second part, we write W := W}, , for short, and fuy, ptv for the spherical

measures on the first and second spheres, respectively. For ¢ = e(n) = 1/n, denote by p. =
2\ n/2+o(n)
<1 — <3_—14€> the probability that two random vectors in S**~! have a dot product of

at least 1/(4(1 — (0.25 4 ¢))). We have
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/ 1(u,v>>0.5d:uuduv
(u,v)eEWxW
dpty dpy

dhy / dh/ L
/05 0.5 (uv)EW x W, 5=} u2=h2 Sh=1 v2=h2 WVI=05q, dp,

v0.25+¢ v/0.25+4-¢ d,uu de
2 / dhu/ dhv/ k L 1(u v)>0. 5dh dh
0 0 (u, V)GWXWZZ o ue—h2 o va=h2

5 5
N /\/0.25+€ " /‘\/0.25“1‘6 O / d,uu d,uv
0.5 0.5 (uv)EW x W, 5=} u2=h2 Sh=1 v2=h2 Pe dh dhy

dpad sy

:pa/
(W, V)EW X W,k 2 u2<0.25+¢,5 K ) v2<0.25+¢

Z Pe / dpudpy
(u,v)EW X Wug,vp<ate/3akl=0,....k—1

250 ( (o)) wow?

which concludes the proof.
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