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Trade-offs in Crypto HW
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Designing the Smallest Block Cipher

6. July 22,2015



NAND gate

Smallest logic gate with two inputs.

GE (gate equivalence) = physical area of a
single NAND gate.

(Ab)used for comparing HW designs across
different CMOS technologies.

When comparing lightweight crypto algorithms
NEVER trust GE!



XOR gate

2-3 GE
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Modern Lightweight Ciphers

<1000 GE
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AES (128-bit key, ENC only)

2500 GE
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Block Cipher — HW Perspective
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KATAN — The Smallest Block Cipher
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KATAN — The Smallest Block Cipher
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KATAN3Z = 315 GE + 508 bits of ROM
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How does KATAN compare to the competition?

It’s (one of) the smallest known cipher(s): <s00ce
But it’s not very fast: 254 clock cycles
Still scalable:
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Fine, but let’s really compare it to others!
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Memory Elements in different CMOS Technologies
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SPONGENT in different CMOS Technologies

up to 70% difference!
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How can we do a fair comparison?

Difficult in practice.
But why not using an open-core library at least?

http://www.nangate.com/
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Designing the Fastest Block Cipher
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Latency vs Throughput

Serial
processing

Latency =15 s
Throughput = 0.067 beer/s
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Latency vs Throughput

12

Parallel 9
processing!

Latency =15 s
Throughput = 0.2 beer/s
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Latency vs Throughput

Pipelining!

12

Latency =15 s
Throughput = 0.2 beer/s
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Latency vs Throughput

Unrolling!

bottom-up!

Latency =5 s
Throughput = 0.2 beer/s
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Latency of Existing Ciphers — Is Lightweight = “Light + Wait”?
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Number of Rounds vs Key Size

Nuwmber of Rounds
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Unrolled HW Architectures
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Results — Latency
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Results — Area
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Low Latency Encryption
S-box

Use small S-boxes (e.g. 5-bit, 4-bit, 3-bit)

Almost everything follows the normal distribution. So does the S-box!
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Low Latency Encryption
Number of Rounds

Minimize!
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Low Latency Encryption
Round Complexity

Not too low complexity.

Reduce the number of rounds at the cost of (slightly) heavier round.

|
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Low Latency Encryption
Key Schedule

Number of rounds should be independent of the key schedule.

Use constant addition instead of a key schedule (if possible).
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Low Latency Encryption
Encryption vs Decryption

Use involution where possible: f(f(x)) = x.
Make Encryption and Decryption procedures similar.

BUT: think application oriented — sometimes it is beneficial to have
asymmetric constructions.
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Low Latency Encryption
Meet PRINCE
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Low Latency Encryption

Meet PRINCE

g8 M

LvT [T

8Yvl [

S'GT [T

8'v1l [

6'6 [

g'6 [

g'6 [

g'6 [

€'6¢ [N

€'0¢ M

€61 [

8'LT [

36. July 22, 2015



LT @

g8'¢€. M

€¢. Mmm

S'6v [l

S¢0T [T

AREA [KGE]

oy [l

v'iv

v'or il

€Ty

T'€61 [

L'8¢T [T

66, [

L'€9 [

¢'sy [l

999¢ [

Low Latency Encryption

Meet PRINCE
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Trade-offs in Crypto HW
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Power vs Energy
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Power vs Energy

12
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Every mW matters!

Total number of mobile devices in 2015 = 8.6 billion*

Average (regular) power consumption of a smartphone = 160 m\W**

Total energy spent =€2.5 billion*** a year!

* Mobile Statistics Report 2014-2018, The Radicati Group Inc.
** An Analysis of Power Consumption in a Smartphone, A Carroll, G Heiser, USENIX 2010.

*** average electricity price in 2014 in EU was €0.208 per kWh.
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Reducing Power Consumption

Piot = Pswitching + Pleakage

N [ ] 2 [ ] [ ]
Pswitching ~ Lveff I/'DD fclk SW

Reduce circuit area (e.g. serializing): C.rr |

Reduce switching activity (e.g. clock gating): sw |
Move to smaller CMOS technologies: C.qr |, Vpp L, but Prograge T

Reduce the operating clock frequency: [, |
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Known Throughput Optimization Technigques and
their Impact* on Power and Energy

serialization  parallelism unrolling pipelining
Power 'I' — - —
Energy — e me = o =

* In the context of symmetric block cipher design
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Designing the Most Secure Block Cipher
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Designing the Most Secure Block Cipher
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Designing the Most Secure Block Cipher
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Challenges with SCA Countermeasures

INCOMPLETE MODELS
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Challenges with FA Countermeasures

LACK OF CREATIVITY
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