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Motivation

1. Quantum computers:
* Threat for public-key cryptography (e.g. RSA and EC)
* No big-enough computers yet, but
e Save now decrypt later approach.

2. New NIST standardization call:
 Type — post-quantum signatures.
 MinRank-based — MiRitH and MIRA
 MinRank attacks » MEDS, SNOVA, etc.
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Outline

1.The MinRank problem
2. Algorithms for MinRank
3. Modern ZK-proofs of MinRank solutions

4. MIRA and MiRitH performance
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The MinRank problem
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The MinRank problem

Input: An integer r, and k + 1 matrices My, My, ..., M, € F xXn

Output: a;, ..., ax € F, such that rank(M, + Z{Ll aM;) <r
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The MinRank problem

Input: An integer r, and k + 1 matrices My, My, ..., M, € F xXn

Output: a;, ..., ax € F, such that rank(M, + YK M) <r

* MinRank is proven to be NP-complete!

TIl — Technology Innovation Institute  Cryptography Research Center



The MinRank problem

Input: An integer 7, and k + 1 matrices My, My, ..., M} € Fg**"
Output: a;, ..., ax € F, such that rank(M, + 2?:1 aM;) <r

MinRank is proven to be NP-complete!

As decoding problem:
Given: - C = (M4, ..., M) a linear code in the rank metric.
- M,, ( a noisy codeword with error < r)

Ask: Decode M.
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The MinRank problem
Input: An integer 7, and k + 1 matrices My, My, ..., M} € Fg**"
Output: a;, ..., ax € F, such that rank(M, + 2?:1 aM;) <r

MinRank is proven to be NP-complete!

As decoding problem:
Given: - C = (M4, ..., M) a linear code in the rank metric.
- M,, ( a noisy codeword with error < r)

Ask: Decode M.
Type of instances we used :
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The MinRank problem

Input: An integer 7, and k + 1 matrices My, My, ..., M} € Fg**"
Output: a;, ..., ax € F, such that rank(M, + 25“:1 aM;) <r

MinRank is proven to be NP-complete!

As decoding problem:
Given: - C = (M4, ..., M) a linear code in the rank metric.
- M,, ( a noisy codeword with error < r)

Ask: Decode M.

Random matrices
Random secret
Random E
k=0((n—r1r)%).

Type of instances we used :
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The MinRank in Cryptanalysis

TIl — Technology Innovation Institute  Cryptography Research Center

13



The MinRank in Cryptanalysis
1. (Kipnis-Shamir) 1999: Cryptanalysis of Hidden Field Equations (HFE).

2. NIST first call for post-quantum schemes:
* Cryptanalysis of GeMSS
 “Beaking Rainbow takes a weekend in a Laptop”
* Cryptanalysis of Rollo
3. And many multivariate-
- 2000 -->TT™M

- 2011 --> HFE, Multi-HFE.
- 2017 --> ZHFE, HFEV-, HFE-, Rainbow.
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The MinRank in Cryptanalysis
1. (Kipnis-Shamir) 1999: Cryptanalysis of Hidden Field Equations (HFE).

2. NIST first call for post-quantum schemes:

Features:
* M; eFg""" anda; €F y

e M; are not random.

Multiple solutions.

#Matrices = k = 0(n).

- ZVUl/ --2 LAFE, AFEV-, AFE-, RAINDOW.
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Combinatorial
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Combinatorial

E \ * Vi,j ¢
= MO +2 al Mi el,] = LlneaTl,] (aly "')ak)

TIl — Technology Innovation Institute  Cryptography Research Center 19



Combinatorial

k .
g _ e Vi,
= | M, +2 ai| M, v e; j = Linear; ; (a4, ..., a)

= —

€ kernel(F)
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Combinatorial

k .
g _ e Vi,
= | M, +2 ai| M, v e; j = Linear; ; (a4, ..., a)

= —

€ kernel(F)
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Combinatorial

k .
g _ e Vi,
= | M, +2 ai| M, v e; j = Linear; ; (a4, ..., a)

= —

€ kernel(E)

0=DM,-v+Xt a;(M; -v) — mlineareqs in the a;
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Combinatorial

k .
g _ e Vi,
= | M, +2 ai| M, v e; j = Linear; ; (a4, ..., a)

= —

€ kernel(E)
0=DM,-v+Xt a;(M; -v) — mlineareqs in the a;

1. Naive approaches — Guess the «; or the e, ;
2. Kernel Search = Guess enough L.| vectors in kernel(E).
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Combinatorial

k .
g _ e Vi,
= | M, +2 ai| M, v e; j = Linear; ; (a4, ..., a)

= —

€ kernel(E)
0=DM,-v+Xt a;(M; -v) — mlineareqs in the a;

1. Naive approaches — Guess the «; or the e, ;
2. Kernel Search = Guess enough L.| vectors in kernel(E).

3. Hybrid approach —
(basic case)

E :MO+ aiMi

k
i=1
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Combinatorial

k .
g _ e Vi,
= | M, +2 ai| M, v e; j = Linear; ; (a4, ..., a)

= —

€ kernel(E)
0=DM,-v+Xt a;(M; -v) — mlineareqs in the a;

1. Naive approaches — Guess the «; or the e, ;
2. Kernel Search = Guess enough L.| vectors in kernel(E).

3. Hybrid approach — * %k %k

k
. - + o M
(basic case) El=1M, = I ok %
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Combinatorial

k .
g _ e Vi,
= | M, +2 ai| M, v e; j = Linear; ; (a4, ..., a)

= —

€ kernel(E)
0=DM,-v+Xt a;(M; -v) — mlineareqs in the a;

1. Naive approaches — Guess the «; or the e, ;
2. Kernel Search = Guess enough L.| vectors in kernel(E).

3. Hybrid approach — * %k %k

k
. = + a; M v
(basic case) E My — ' * k%
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Combinatorial

k .
g _ e Vi,
= | M, +2 ai| M, v e; j = Linear; ; (a4, ..., a)

= —

€ kernel(E)
0=DM,-v+Xt a;(M; -v) — mlineareqs in the a;

1. Naive approaches — Guess the «; or the e, ;

2. Kernel Search = Guess enough L.| vectors in kernel(E).

i %k %k %k i
3. Hybrid approach — || v — MR problem with one

k
i = +
(basic case) El=1M, L o o o known column of E’
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Hybrid approach and Algebraic

Hybrid — Guess [, of the ;'s, and a vectors in kernel(E).
MinRank (mxn, k,7) = q"%*% MinRank(mx(n —a ),k —am

Algebraic:

—1L,,r).
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Hybrid approach and Algebraic

Hybrid — Guess [, of the ;'s, and a vectors in kernel(E).
MinRank (mxn, k,7) = q"%*% MinRank(mx(n —a ),k —am

Algebraic:

—1L,,r).
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Hybrid approach and Algebraic

Hybrid — Guess [, of the ;'s, and a vectors in kernel(E).
MinRank (mxn, k,7) = q"%*% MinRank(mx(n —a ),k —am

Algebraic:

k
1. Minors = Minor_of size (r+1) | M, + a,M,| =0
=1

?

—1L,,r).

31



Hybrid approach and Algebraic

* Hybrid - Guess l, of the a;'s, and a vectors in kernel(E).
MinRank (mxn, k,7) = q"%** MinRank(mx(n —a ),k —am —1,,7).

e Algebraic:

a,M, | =0 = degree-(r+1) polysin a;
1

k
1. Minors = Minor_of size (r+1) | M, +

?
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Hybrid approach and Algebraic

* Hybrid - Guess l, of the a;'s, and a vectors in kernel(E).
MinRank (mxn, k,7) = q"%** MinRank(mx(n —a ),k —am —1,,7).

e Algebraic:

a,M, | =0 = degree-(r+1) polysin a;
1

1. Minors = Minor_of size (r+1) | M, +

k
=

k

2. Kipnis-Shamir — (Mo + Z C(gMg) : (I"K_r) =0

£=1
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Hybrid approach and Algebraic

* Hybrid - Guess l, of the a;'s, and a vectors in kernel(E).
MinRank (mxn, k,7) = q"%** MinRank(mx(n —a ),k —am —1,,7).

e Algebraic:

a,M, | =0 = degree-(r+1) polysin a;
1

1. Minors = Minor_of size (r+1) | M, +

k
=

k

o : I, -

2. Kipnis-Shamir — (Mo + Z o@Mf) : ( "Kr) =0 = Dbilinearin a; and entries of K.
r=1
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Hybrid approach and Algebraic

* Hybrid - Guess l, of the a;'s, and a vectors in kernel(E).
MinRank (mxn, k,7) = q"%** MinRank(mx(n —a ),k —am —1,,7).

e Algebraic:

a,M, | =0 = degree-(r+1) polysin a;
1

1. Minors = Minor_of size (r+1) | M, +

k
=

k

o : I, -

2. Kipnis-Shamir — (Mo + Z o@Mf) : ( "Kr> =0 = Dbilinearin a; and entries of K.
r=1

3. Support-Minors —
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Hybrid approach and Algebraic

* Hybrid - Guess l, of the a;'s, and a vectors in kernel(E).
MinRank (mxn, k,7) = q"%** MinRank(mx(n —a ),k —am —1,,7).

e Algebraic:

a,M, | =0 = degree-(r+1) polysin a;
1

k
1. Minors = Minor_of size (r+1) | M, +
f:

k

o : I, -

2. Kipnis-Shamir — (Mo + Z o@Mf) : ( "Kr) =0 = Dbilinearin a; and entries of K.
r=1

"M

J

3. Support-Minors —

i-th row of M

Vi Minors
C = Gen of row space E
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Hybrid approach and Algebraic

* Hybrid - Guess l, of the a;'s, and a vectors in kernel(E).
MinRank (mxn, k,7) = q"%** MinRank(mx(n —a ),k —am —1,,7).

e Algebraic:

a,M, | =0 = degree-(r+1) polysin a;
1

1. Minors = Minor_of size (r+1) | M, +

k
=

K
- : L, _
2. Kipnis-Shamir — (MO + Z a{;M€> : ( " r) =0 = bilinear in a; and entries of K .

K
=1 }
"M
3. Support-Minors —
, , i-th row of M
Vi Minors =0

C = Gen of row space E
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Hybrid approach and Algebraic

* Hybrid - Guess l, of the a;'s, and a vectors in kernel(E).
MinRank (mxn, k,7) = q"%** MinRank(mx(n —a ),k —am —1,,7).

e Algebraic:

a,M, | =0 = degree-(r+1) polysin a;
1

1. Minors = Minor_of size (r+1) | M, +

k
=

K
- : L, _
2. Kipnis-Shamir — (MO + Z a{;M€> : ( " r) =0 = bilinear in a; and entries of K .

K
£=1
l
'M
3. Support-Minors —
, , i-th row of M
Vi Minors = 0 = bilinear in a; and minors of C.

C = Gen of row space E
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ZK proofs
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ZK proofs

Executed by Prover(s, w) and Verifier(s)
Goal: Proof (s, w) satisfy a relation R.

Requires:
- ZK: No info of w is leaked to Verifier.
- Soundness:
Someone without w cheats with
Prob < Soundness Error
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ZK proofs

Goal: Proof (s, w) satisfy a relation R.

Requires:
- ZK: No info of w is leaked to Verifier.
- Soundness:
Someone without w cheats with
Prob < Soundness Error

ZK proofs for MinRank
s=(My,..,My), w=(ay,..,ax)

R — Rank(M,+ XX a;M;)<r

TIl — Technology Innovation Institute  Cryptography Research Center

Executed by Prover(s, w) and Verifier(s)
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ZK proofs

Goal: Proof (s, w) satisfy a relation R.

Executed by Prover(s, w) and Verifier(s)

Previous MinRank ZK proofs

- Requires: Authors Type Year | S. error

- ZK: No info of w is leaked to Verifier. Courtois 3-pass | 2001 2/3
- Soundness: —

Someone without w cheats with Bellini-Esser- | 3-pass +

Prob < Soundness Error Sanna-Verbel | Helper |2022 1/2

ZK proofs for MinRank Adj-Rivera- MPCitH | 2022 | O(1/N)
Verbel

$ = (Moo, M)y w = (@, ..., ) Feneuil MPCitH | 2022 | O(1/N)

R — Rank(M,+ XX a;M;)<r
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MPC protocol
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MPC protocol
N- Party MPC protocol

TIl — Technology Innovation Institute  Cryptography Research Center
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MPC protocol

N- Party MPC protocol
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Given: function f and value z
Goal: Verifyif f(x) = z, withx =) x;

Output:
accept : P;s think they do share x.

reject :P;sthink they don’t share x
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MPC protocol
N- Party MPC protocol

Pl PEEEN PZ
X1 X
[ X 7
P; ., Py
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Given: function f and value z
Goal: Verifyif f(x) = z, withx =) x;

Output:
accept : P;s think they do share x.

reject :P;sthink they don’t share x
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MPC protocol

N- Party MPC protocol

P PN P,
X1 X
I X 7

Ps«, P
X3 XN
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Given: function f and value z
Goal: Verifyif f(x) = z, withx =) x;

Output:
accept : P;s think they do share x.

reject :P;sthink they don’t share x

False-Positive-Rate = Pr[accept | f(x) # Z]

No information on x; leaked to P; for j # i

48



MPC-in-the-Head
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MPC-in-the-Head

Given: MPC protocol

Goal: zero-knowledge proof solution
(Prover P wants to identify to verifier V)
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MPC-in-the-Head

Given: MPC protocol

Goal: zero-knowledge proof solution
(Prover P wants to identify to verifier V)

Prover
prepare MPC inputs x;
and commit

Simulate MPC protocol
based on R and commit

Reveal all views of
Parties P;, i # i*
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MPC-in-the-Head

Given: MPC protocol

Goal: zero-knowledge proof solution
(Prover P wants to identify to verifier V)

Prover Verifier
prepare MPC inputs x;
and commit Sample first challenge R

Simulate MPC protocol
based on R and commit Sample second challenge i

%

Reveal all views of
Parties P;,i # (" Check validity of Com;

TIl — Technology Innovation Institute  Cryptography Researc h Center 52



MPC-in-the-Head

Given: MPC protocol

Goal: zero-knowledge proof solution
(Prover P wants to identify to verifier V)

Prover Verifier
prepare MPC inputs x; Comy \
and commit R " | Sample first challenge R
Simulate MPC protocol com,

A 4

based on R and commit Sample second challenge i*

N

Reveal all views of

. Dk Vi£i*,View;,aux;x
Parties P;, i # 1

A 4

Check validity of Com;
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MPC-in-the-Head

Given: MPC protocol
Goal:

zero-knowledge proof solution
(Prover P wants to identify to verifier /)

Prover
prepare MPC inputs x;
and commit

Simulate MPC protocol
based on R and commit

Reveal all views of
Parties P;, i # i*

Vi£i*,View;,aux;x

A 4

TIl — Technology Innovation Institute  Cryptography Research Center

Verifier

Sample first challenge R

%

Sample second challenge i

Check validity of Com;
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Kipnis-Shamir modelling (1999)
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Kipnis-Shamir modelling (1999)

Models MinRank as a bilinear system
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Kipnis-Shamir modelling (1999)

Models MinRank as a bilinear system

(0+ Ve ) (7)o

=1
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Kipnis-Shamir modelling (1999)

Models MinRank as a bilinear system

(0+ Ve ) (7)o

=1
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Solving system = Solving MinRank!
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Kipnis-Shamir modelling (1999)

Models MinRank as a bilinear system

k
L, _
(Mo + Z “{’M€> ' ( nKT) =0 Solving system = Solving MinRank!
\ =1 }
|

Mg - ("7)=0 e Mi=-ME-K

a
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Kipnis-Shamir modelling (1999)

Models MinRank as a bilinear system

k
L, _
(Mo + Z “fM{)) ' ( nKT) =0 Solving system = Solving MinRank!
\ =1 /)
|
Mg - ("")=0o Mi=-MEK

Knowledge of MinRank solution &
=

Knowledge of K such that MELE = — Mg -K
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MPC Protocol for MiRitH
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MPC Protocol for MiRitH

@ solution of MinRank problem My, M, ..., M},

a= Z{\’:l&i and K = Z{-\LlKi

TIl — Technology Innovation Institute  Cryptography Research Center
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MPC Protocol for MiRitH

@ solution of MinRank problem My, M, ..., M},

a= Z{\’:l&i and K = Z{-\LlKi
Py — &

(&1; Kl) (QZ'KZ)
T X 7
P3 Py

(d3,K3) 7 (@n, Ky)
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MPC Protocol for MiRitH

@ solution of MinRank problem My, M, ..., M},

a=YN,d; and K= YN K;
Py — &

(0_21; Kl) (aZrKZ)
[ = 7
P, Py

(d3,K3) 7 (@n, Ky)

TIl — Technology Innovation Institute  Cryptography Researc h Center

Goal: Verify parties share (&, K) s.t.
Mi= — M5-K

QOutput:

accept : P;s think they do share (&, K)
reject : P;sthink they don’t share(&, K)
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MPC Protocol for MiRitH

@ solution of MinRank problem My, M, ..., M},

a=YN,d; and K= YN K;
Py — &

(0_21; Kl) (aZrKZ)
[ = 7
P, Py

(d3,K3) 7 (@n, Ky)
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Goal: Verify parties share (&, K) s.t.
Mi= — M5-K

QOutput:

accept : P;s think they do share (&, K)
reject : P;sthink they don’t share(&, K)

No information on (&;, K;) leaked
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MPC Protocol for MiRitH

@ solution of MinRank problem My, M, ..., M},

a=YN,d; and K= YN.K
Py — &

(&1; Kl) (aZrKZ)
[ % 1
Py Py

(ds,K3) 7 (dn, Ky)

TIl — Technology Innovation Institute  Cryptography Researc h Center

Goal: Verify parties share (&, K) s.t.
Mi= — M5-K

QOutput:

accept : P;s think they do share (&, K)
reject : P;sthink they don’t share(&, K)

No information on (a;, K;) leaked
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Verifying Matrix-Product
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Verifying Matrix-Product

Given
Goal

: Party i holds matrices Z;, X;, Y;, C; and 4;
:VerifythatZ =X -Y

TIl — Technology Innovation Institute  Cryptography Research Center
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Verifying Matrix-Product

Given :Partyi holds matrices Z;, X;,Y;, C; and 4;
Goal :VerifythatZ =X -Y
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Verifying Matrix-Product

Given :Partyi holds matrices Z;, X;,Y;, C; and 4;
Goal :VerifythatZ =X -Y

MPC-Protocol (Similar to [KZ22] over F, )
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Verifying Matrix-Product

Given :Party i holds matrices Z;, X;, Y;, C; and 4;
Goal :VerifythatZ = XY

MPC-Protocol (Similar to [KZ22] over F, )

1. Selectarandom R € Fg*™
2.5i=R-X; + 4

3. Broadcast S; to obtain S

4.V; =S-Y;, — R-Z; —(;

5. Broadcast V; to obtain V

5. accept if V = 0, otherwise, reject
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Verifying Matrix-Product

Given :Partyi holds matrices Z;, X;,Y;, C; and 4;
Goal :VerifythatZ =X -Y

MPC-Protocol (Similar to [KZ22] over F,,

1. Selectarandom R € Fg*™
2.5i=R-X; + 4

3. Broadcast S; to obtain S
4.V; =S-Y;, — R-Z; —(;
5. Broadcast V; to obtain V

5. accept if V = 0, otherwise, reject
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Verifying Matrix-Product

Given :Partyi holds matrices Z;, X;,Y;, C; and 4;
Goal :VerifythatZ =X -Y

MPC-Protocol (Similar to [KZ22] over F,,

1. Selectarandom R € Fg*™
2.5i=R-X; + 4

3. Broadcast S; to obtain S
4.V; =S-Y;, — R-Z; —(;
5. Broadcast V; to obtain V

5. accept if V = 0, otherwise, reject

Correctness IfZ =X-Yand C = A-Y, then parties accept
False-Positive rate: If not, the Parties accept with prob. g~ ¢
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Linearized Polynomials
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Linearized Polynomials

Definition L: F m — F_m of the form L(X) = XU +8,XT 7 + L+ BX

Fact 1: Roots of L form a r-dimensional IF‘q - subspace of Fom.
* 0isasolution

e Ifx,yE€ Iqu are solutions then ax + by solution with a, b € IFq

Fact 2: IFZ1 — Iqu

Fact 3:
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Linearized Polynomials

Definition L: F m — F_m of the form L(X) = XU +8,XT 7 + L+ BX

Fact 1: Roots of L form a r-dimensional IF‘q - subspace of Fom.

 0Oisasolution
e Ifx,yE€ Iqu are solutions then ax + by solution with a, b € IFq

Fact 2: IF‘ZI” — Iqu

Fact 3: E=M,+ 21{5:1 ay,M, andrepresent E as (eq, ...,e,) € IFZm

Rank(E) <r < L(e;) == L(ey,) =0
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MPC Protocol for MIRA
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MPC Protocol for MIRA

> N -

a= Xi=1Q;

L= {V=1 L;, where L; linearized poly.
TIl — Technology Innovation Institute Cryptography Research Center
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MPC Protocol for MIRA

d= Nilid
L= {V=1 L;, where L; linearized poly.
Py — &
(ay, L) (a2, L2)
[ % 1
P3 Py

(ds,L3) < (an, Ly)
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MPC Protocol for MIRA

d= i, d;

L= ?I:l L;, where L; linearized poly.
Py — &

(ay, L) (a2, L2)
[ % 1
P3 Py

(ds,L3) < (an,Ly)

TIl — Technology Innovation Institute Cryptography Researc h Center

Goal: Verify parties share (&, L) s.t.
L(el-) =0 Vi,
€1, .., €n € Iqu representing the cols

of E=My + Y&_, a,M,.

80



MPC Protocol for MIRA

Goal: Verify parties share (a, L) s.t.
L(ei) =0 Vi,
€1, .., €n € Iqu representing the cols

of E=My + Y&_, a,M,.

a= Zliv=1 d;

L= ?I:l L;, where L; linearized poly.
Py — &

(ay, L) (a2, L2)
[ % 1
P3 Py

(ds,L3) < (an,Ly)

TIl — Technology Innovation Institute

1. Select a random y4, ..., ¥, € Iqu.
2. Run an MPC to verify that }%_; y;L(ej) =0
.+ Setf; € Fym as the coef. L;
 Parties locally use ; to compute
z; € F m and W; € Fym
* Run Matrix-Product MPC to check

—

N
z=f -w
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Category I: SPHINS+ vs MinRank-based
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Category I: SPHINS+ vs MinRank-based

VELEL |sig| |pk| Signing Verify
(bytes) (bytes) | (million-cycles) (million- cycles

fast 17.1K 33.6
SHRINEER short 7.9K BESR 644.7 0.8
fast 7.4K 0.08 K 43.7 43.1
MIRA short 5.6 K 0.08 K 51.8 49.4
fast 7.9K 0.13 K 5.2 4.7
MiRitH

short 5.7K 0.13 K 31.9 31.5
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Comparitsion: Some MPCitH/ZK candidates (cat |)
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Comparitsion: Some MPCitH/ZK candidates (cat |)

Variant |sig| |pk| Sign time Verify time Security
(bytes) (bytes) | (million-cycles) (million-cycles) Assumption
MQ

MQOM short 6.3K 0.05K 32.8 29.5

RYDE short 6.0K 0.1K 23.4 20.1 Rank-SD

LESS large-pk 5.4K 95.9K 206 213 Linear Code Equiv.
CROSS short 7.6 K 0.04 K 11.0 7.8 Restricted-SD
SDitH short 8.2K 0.12K 13.4 12.5 d-split-SD
FEAST short 4.5 K 0.03K 53 ms 53 ms AES

PERK short 6.1K 0.24 K 36.0 25.0 Permuted Kernel
MiRitH short 5.7K 0.13K 31.9 315 MinRank

MIRA short 56K 0.08 K 51.8 49.4 MinRank
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Comparitsion: Some MPCitH/ZK candidates (cat |)

Variant |sig| |pk| Sign time Verify time Security
(bytes) (bytes) | (million-cycles) (million-cycles) Assumption
MQ

MQOM short 6.3K 0.05K 32.8 29.5
RYDE short 6.0K 0.1K 23.4 20.1 Rank-SD
LESS large-pk 5.4K 95.9K 206 213 Linear Code Equiv.
CROSS short 7.6 K 0.04 K 11.0 7.8 Restricted-SD
SDitH short 8.2K 0.12K 13.4 12.5 d-split-SD
FEAST short 4.5 K 0.03K 53 ms 53 ms AES
PERK short 6.1K 0.24 K 36.0 25.0 Permuted Kernel
MiRitH short 5.7K 0.13K 31.9 315 MinRank
MIRA short 5.6 K 0.08 K 51.8 49.4 MinRank

E Thank yoy
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