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• Handwritten signature


• Sealed envelope


• Ballot box


• Identity badge


• Cash


• Lie detector

• Digital Signature


• Encrypted message


• E-Voting scheme


• Credential system


• Digital account


• Zero-Knowledge proof

Arguably more secure

DigitalPhysical



Zero-Knowledge Proofs

The digital language of truth

• Everything I say in zero-knowledge is true.


• I can choose to say nothing at all.


• Everything I do not say is perfectly hidden.



Applications

Attested sensors 

Verifiable mixnets 

Verifiable FHE 

Scalable blockchains 

Verifiable formal 
verification

Verifiable outsourced 
computation

Scalability:


• We do not want to redo a large 
computation.


• We care about the outcome 
being correct.


• We might not even have the 
original data in full.



Building block:


• Generally a useful building 
block for other cryptographic 
primitives.


• A hammer when you can’t think 
of anything smarter.

Actively secure MPC


Membership proofs


Random beacons


Range proofs 

Code based digital 
signatures

Blind signatures 

Applications



Secret information 
games

Solvency proofs 

Anonymous 
credentials

Whistleblowers 

Compliant closed 
source algorithms

Anonymous 
cryptocurrency

Privacy:


• There is information that must 
be kept private.


• E.g. whistleblower can say they 
are an employee without 
revealing identity.

Applications



Applications

Machine learning 
checks and balances   

Proof of exploits


Persistent 
pseudonyms

Captcha 

Storage proofs 

Blocklists 

Scalability and Privacy:


• We want to prove a large 
computation is done correctly.


• We also want to keep some 
inputs private.



Applications

Machine learning 
checks and balances   

Proof of exploits


Actively secure MPC
 Secret information 
games

Attested sensors  Persistent 
pseudonyms

Solvency proofs 

Captcha 

Verifiable mixnets 

Verifiable FHE 

Membership proofs


Random beacons


Anonymous 
credentials

Range proofs 

Scalable blockchains  Code based digital 
signatures

Verifiable formal 
verification

Verifiable outsourced 
computation

Whistleblowers 

Compliant closed 
source algorithms

Storage proofs 

Anonymous 
cryptocurrency

Blind signatures 

Blocklists 

Vast



Structure of a ZKP
• Arithmetise 


• Optimise


• Polynomial-ise


• Cryptographically Compile


• Deterministic-ify

Optimising SystemAbstract 
Constraint System

Concrete 
Constraint System

Proving System

Interactive Oracle 
Proof

Oracle Compiler

Fiat Shamir Compiler

Interactive Proof

Non-Interactive 
Proof



Structure of a ZKP

Abstract 
Constraint System

Rank 1 Constraint 

System

Plonkish 

Arithmetisation

Arithmetic Intermediate 
Representation

Customisable 
Constraint System

• Arithmetise:  


• Define the language.  


• What can people say or not say?  


• How must they say it?



Structure of a ZKP
• Arithmetise  


• Optimise:


• Humans write constraints badly.


• Programs can optimise human written 
constraints.


• Require that the original meaning is not 
lost.


• Optimiser inherently tied to constraint 
system.

Optimising SystemAbstract 
Constraint System Rank 1 Constraint 


System

Plonkish 

Arithmetisation

Arithmetic Intermediate 
Representation

Customisable 
Constraint System

Concrete 
Constraint System



Structure of a ZKP
• Arithmetise 


• Optimise


• Polynomial-ise:


• Information theoretically secure proving 
system.


• Different proving systems target 
different constraint systems.


• This is where the hard mathematics is.

Optimising SystemAbstract 
Constraint System

Concrete 
Constraint System MPC in the Head

STARKs

Groth16 LIOP

Proving System

Interactive Oracle 
Proof

Plonk



Structure of a ZKP
• Arithmetise 


• Optimise


• Polynomial-ise


• Cryptographically Compile:


• Use a polynomial commitment scheme.


• Independent from the proving system.


• Determines many features:


• Hardness assumption


• Efficiency


• Trusted setup


• Proof size

Optimising SystemAbstract 
Constraint System

Concrete 
Constraint System

KZG

DARKs

Bulletproofs

Proving System

Interactive Oracle 
Proof

FRI
Oracle Compiler

Lattices

Interactive Proof



Structure of a ZKP
• Arithmetise 


• Optimise


• Polynomial-ise


• Cryptographically Compile


• Deterministic-ify:


• Replace true randomness with hashes.


• Assumes hash functions behave like 
random oracles.

Optimising SystemAbstract 
Constraint System

Concrete 
Constraint System

Algebraic Hash

Proving System

Interactive Oracle 
Proof

Oracle Compiler

SHA2 / SHA3

Fiat Shamir Compiler

Interactive Proof

Non-Interactive 
Proof



Implementations

• Implementations target different 
layers of the system.


• Some are more advanced than 
others.


• ZK is used in production for specific 
statements.


• ZK is quite fast!  And getting faster.


• Currently it requires expert 
knowledge to “talk in zk”.



Zero-Knowledge Proofs
The digital language of truth

My name is Jane and I am 6 
years old and I own 5 cats and I want a 

bouncy castle.

Translater

• Everything I say in zero-knowledge is true.


• I can choose to say nothing at all.


• Everything I do not say is perfectly hidden.
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years old and I own 5 cats and I want a 

bouncy castle.

Translater

I know the secret key belonging to 
the identity Jane.



Zero-Knowledge Proofs
The digital language of truth

• Everything I say in zero-knowledge is true.


• I can choose to say nothing at all.


• Everything I do not say is perfectly hidden.

My name is Jane and I am 6 
years old and I own 5 cats and I want a 

bouncy castle.

Translater

Identity Jane is registered in 
a trusted database with the age attribute  

equal to 6.



Zero-Knowledge Proofs
The digital language of truth

• Everything I say in zero-knowledge is true.


• I can choose to say nothing at all.


• Everything I do not say is perfectly hidden.

My name is Jane and I am 6 
years old and I own 5 cats and I want a 

bouncy castle.

Translater

I know the secret ownership tag 
relating to 5 cats.

This would not 
accurately convey 

the meaning!



Zero-Knowledge Proofs
The digital language of truth

• Everything I say in zero-knowledge is true.


• I can choose to say nothing at all.


• Everything I do not say is perfectly hidden.

My name is Jane and I am 6 
years old and I own 5 cats and I want a 

bouncy castle.

Translater

I know the secret ownership tag 
relating to 5 unique cats.



Zero-Knowledge Proofs
The digital language of truth

• Everything I say in zero-knowledge is true.


• I can choose to say nothing at all.


• Everything I do not say is perfectly hidden.

My name is Jane and I am 6 
years old and I own 5 cats and I want a 

bouncy castle.

Translater

???????

Can only say 
verifiable statements



Complexity of Cryptographic Primitives

Less complex More complex

Hash functions FHE

Digital signatures

Key exchange Zero knowledge

Block ciphers MPC



Education CommunityStandards

• Global movement to standardise and mainstream advanced cryptography by building a 
community-driven trust ecosystem.


• Formed in 2018 after top researchers and developers saw technology becoming 
advanced enough for standards.


• I joined the editorial team in 2021.


• We expect this to be a long process as the community jointly learn best practices.

Website

ZKProof Standardisation Effort



ZKProof Standardisation Effort
Standards

• Working groups write specifications 
for different proving systems.


• Michele Orru is leading a working 
group on the Fiat-Shamir compiler.


• I am part of a working group 
targeting the Plonkish constraint 
system.


• We’re open to submitting 
specifications to e.g. IETF once 
complete with community backing.

Optimising SystemAbstract 
Constraint System

Concrete 
Constraint System

Proving System

Interactive Oracle 
Proof

Oracle Compiler

Fiat Shamir Compiler

Interactive Proof

Non-Interactive 
Proof



Community

• Yearly in person ZKProof events.


• Active working groups present results.


• People can propose formation of a new 
working groups.


• Presentations on applications and research 
in zero-knowledge.


• Discuss what is and is not working 
organisationally.

ZKProof Standardisation Effort



Education

• Maintain a community reference document 
to comprehend terminology, examples, 
explanations and recommendations.


• Maintain a list of recommended educational 
resources for people looking to learn about 
zero-knowledge.

Docs

ZKProof Standardisation Effort



Folding Schemes

Recent Advances

• A proof of a proof of a proof of a proof is 
faster than just one big proof.



Recent Advances

Distributed Provers

• ZK provers can be 
expensive.


• We can outsource their 
generation to parallel 
processors.


• We can distribute any 
private data.



Recent Advances

Lookup Arguments

• Lookup tables contain precomputed information.


• They are useful in traditional computing languages.


• They are also useful in zk computing languages.



Final Remarks

• I personally believe we are ready now to write formal specifications for popular and 
established proving systems.


• Without the standards in place, it is difficult for larger companies to justify the risk of 
what is seen as highly experimental technology.


• Zero-knowledge is so useful that many startups are taking the risk anyway.


• The more support we receive, the better our chances of success.

Thank-you for 
listening!


