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PSI on small sets (hundreds)

PSI on asymmetric sets (billions)

\/ P> Huge challenge for practice

\/ P> Allow Leakage? Pre-processing?

PSI on large sets (millions)

Computing on the set intersection

From: OA Brief Overview of Private Set Intersection O by Prof. Rosulek




A CLOSER LOOK AT A DEPLOYED ASYMMETRIC PSI
HOW UNBALANCED IS IT?
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A CLOSER LOOK AT A DEPLOYED ASYMMETRIC PSI
SOLUTION: PARTITION THE LARGE SET
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Need to Understand the CONTEXT
to Assess the Seriousness of this Leakage



CONTEXT: DATA COMPROMISES
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@ MOAB contains 12 Terabytes of information and
25 billion records. (January 2024)

Mother of all breaches reveals 26 billion records: what we

know so far

Updated on: January 29, 2024 10:07 AM Cla

Vilius Petkauskas, Deputy Editor

Image by Cybernews.

olxlojolr

The supermassive leak contains data from numerous previous breaches, comprising an

leak, which contains LinkedIn, Twitter, Weibo, Tencent, and other platforms’ user data, is almost

certainly the largest ever discovered.

There are data leaks, and then there’s this. A supermassive Mother of all Breaches (MOAB for short)
includes records from thousands of meticulously compiled and reindexed leaks, breaches, and privately
sold databases. The full and searchable list is included at the end of this article.

Bob Dyachenko, cybersecurity researcher and owner at SecurityDiscovery.com, together with the

Cybernews team, has discovered billions upon billions of exposed records on an open instance.

Even though at first the owner of the database was unknown, Leak-Lookup, a data breach search

engine, said it was the holder of the leaked dataset. The platform posted a message on X, saying the

nroblem behind the laak wae a “firaewall miceconfiariration ” which wae fived

Editor's choice

Why are people returning their Apple Vision
Pro headsets?

by Neil C. Hughes (® 21 February 2024
Why is the highly anticipated Apple Vision Pro headset

returning to stores from the hands of early adopters,
influencers, and tech bros?

Read more

Cybernews podcast: how
algorithms curate and flatten our
online lives

©®© 23 February 2024

Book review: Kyle Chayka’s
“Filterworld” investigates
algorithms

©®© 24 February 2024

The unequal nature of working
from home

®© 23 February 2024

LockBit’s earnings in the multi-
billion-dollar territory — NCA
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BRANDS WITH 100M+ LEAKED RECORDS

BRAND NAME

Tencent
Weibo
MySpace
Twitter
Wattpad
NetEase
Deezer
Linkedin
AdultFriendFinder
Zynga
Luxottica

Evite

Zing

Adobe
MyFitnessPal
Canva
JD.com

Badoo

VK
Youku

RECORDS LEAKED

153M
151M
143M
142M

127M
101M
100M

A similar dataset in 2021 had 3 billion records (an

8X Increase In 2024)



POST-COMPROMISE SOLUTION
COMPROMISED CREDENTIAL CHECKING (C3) SERVICE

| | | C3 Server
Is the following credential compromised?
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POST-COMPROMISE SOLUTION
COMPROMISED CREDENTIAL CHECKING (C3) SERVICE

. Privacy Property:
DonOt reveal information about the

gueried password

A

Is the following credential compromised?
® (U= evgenios, W= mason1234)

-_—
—

v X

C3 Server

~ Privacy Property:
DonQt reveal information about
Compromised Data

WHY PROTECT THE ALREADY
COMPROMISED DATA?



HOME WORKSHOPS SPEAKING MEDIA ABOUT CONTACT SPONSOR

OPERATION COOKIE MONSTER

Genesis Market’s domains have been seized by the FBI pursuant to a seizure warrant
issued by the United States District Court for the Eastern District of Wisconsin. These
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seizures were possible because of international law enforcement and private sector
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Seized Genesis Market Data is Now Searchable in Have I Been
Pwned, Courtesy of the FBI and "Operation Cookie Monster"

X f in & =

05 APRIL 2023

A quick summary first before the details: This week, the FBI in cooperation with international law
enforcement partners took down a notorious marketplace trading in stolen identity data in an effort they've
named "Operation Cookie Monster". They've provided millions of impacted email addresses and passwords
to Have I Been Pwned (HIBP) so that victims of the incident can discover if they have been exposed. This
breach has been flagged as "sensitive" which means it is not publicly searchable, rather you must demonstrate
you control the email address being searched before the results are shown. This can be done via

and involves you entering the email address then clicking on the link sent to
your inbox. Specific guidance prepared by the FBI in conjunction with the Dutch police on further steps you

can take to protect yourself are detailed i That's the short

version, here's the whole story:
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POST-COMPROMISE SOLUTION
COMPROMISED CREDENTIAL CHECKING (C3) SERVICE
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Troy Hunt

Hi, I'm Troy Hunt, I write this blog, run
"Have I Been Pwned" and am a Microsoft
Regional Director and MVP who travels the
world speaking at events and training
technology professionals —

Upcoming Events

I often run private workshops around
these, here's upcoming events I'll be at:

NDC Oslo: 10 to 14 Jun, Oslo (Norway).

Must Read

Data breach disclosure 101: How to
succeed after you've failed

Data from connected CloudPets teddy.
bears leaked and ransomed, exposing
kids' voice messages

Here's how I verify data breaches

In April 2023, FBI shared with a C3
@ service millions of compromised
but not publicly available credentials

@ [n practice, the compromised credential
set will contain a combination of:
(1) publicly available and
(2) non-accessible compromised
credentials.



Notify me  Domain search  Who's been pwned  Passwords

APl About Donate

;--have i been pwned?

lemail address

Check if your email address is in a data breach

pwned?

@ Generate secure, unique passwords for every account = Leam more at 1Password.com

745

pwned websites

Largest breaches

Collection #1 accounts
Verifications.io accounts
Onliner Spambot accounts

Data Enrichment Exposure From PDL
Customer accounts

Exploit.In accounts

Facebook accounts

Anti Public Combo List accounts
River City Media Spam List accounts

MySpace accounts

12,961,204,949 115,769

pwned accounts pastes

Wattpad accounts

https://haveibeenpwned.com/

228,884,627

paste accounts

Recently added breaches

Facebook Marketplace accounts
Spoutible accounts
MyPertamina accounts

Trello accounts

Naz.AP| accounts

Hathway accounts
Legendas.TV accounts

DC Health Link accounts
InflateVids accounts

Kaneva accounts

Session 6E: Passwords and Accounts

DEPLOYED TECHNOLOGY
COMPROMISED CREDENTIAL CHECKING (C3) SERVICE

We analysed your saved passwords and found the

o 143 compromised passwords

Change these passwords now

474 reused passwords
Create unique passwords

following issues

487 accounts using a weak password

Create strong passwords

Password Checkup (Google)

CCS "19, November 11-15, 2019, London, United Kingdom

Protocols for Checking Compromised Credentials
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ABSTRACT

To prevent credential stuffing attacks, industry best practice now
proactively checks if user credentials are present in known data
breaches. Recently, some web services, such as HavelBeenPwned
(HIBP) and Google Password Checkup (GPC), have started provid-
ing APIs to check for breached passwords. We refer to such services
as compromised credential checking (C3) services. We give the first
formal description of C3 services, detailing different settings and
operational requirements, and we give relevant threat models.
One key security requirement is the secrecy of a user’s pass-
words that are being checked. Current widely deployed C3 services
have the user share a small prefix of a hash computed over the
user’s password. We provide a framework for empirically analyz-
ing the leakage of such protocols, showing that in some contexts
knowing the hash prefixes leads to a 12x increase in the efficacy
of remote guessing attacks. We propose two new protocols that
provide stronger protection for users’ passwords, implement them,
and show experimentally that they remain practical to deploy.

checking if their users’ passwords appear in breaches, and, if so,
they deploy further protections (e.g., resetting the user’s passwords
or otherwise warning the user). Information on what usernames
and passwords have appeared in breaches is gathered either from
public sources or from a third-party service. The latter democra-
tizes access to leaked credentials, making it easy for others to help
their customers gain confidence that they are not using exposed
passwords. We refer to such services as compromised credential
checking services, or C3 services in short.

Two prominent C3 services already operate. HavelBeenPwned
(HIBP) [46] was deployed by Troy Hunt and CloudFlare in 2018
and is used by many web services, including Firefox [14], EVE On-
line [10], and 1Password [5]. Google released a Chrome extension
called Password Checkup (GPC) [44, 45] in 2019 that allows users
to check if their username-password pairs appear in a compromised
dataset. Both services work by having the user share with the C3
server a prefix of the hash of their password or of the hash of their
username-password pair. This leaks some information about user
passwords, which is problematic should the C3 server be compro-
mised or otherwise malicious. But until now there has been no

USENIX SEC

Protecting accounts from credential stuffing with password breach alerting

Kurt Thomas® Jennifer Pullman™ Kevin Yeo* Ananth Raghunathan™
Patrick Gage Kelley* Luca Invernizzi® Borbala Benko® Tadek Pietraszek"
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Abstract

Protecting accounts from credential stuffing attacks remains
burdensome due to an asymmetry of knowledge: attackers
have wide-scale access to billions of stolen usernames and
passwords, while users and identity providers remain in the
dark as to which accounts require remediation. In this paper,
Wwe propose a privacy-preserving protocol whereby a client can
query a centralized breach repository to determine whether
a specific username and password combination is publicly
exposed, but without revealing the information queried. Here,
aclient can be an end user, a password manager, or an identity
provider. To demonstrate the feasibility of our protocol, we
implement a cloud service that mediates access to over 4
billion credentials found in breaches and a Chrome extension
serving as an initial client. Based on anonymous telemetry

from nea [ ers and m on loein find tha

stuffing attack—attempting to log in with every breached
credential—to isolate vulnerable accounts.

While users (or identity providers) can mitigate this hi-
jacking risk by resetting an account’s password, in praclice,
discovering which accounts require attention remains a crit-
ical barrier. This has given rise to breach alerting services
like HaveIlBeenPwned and PasswordPing that actively source
breached credentials to notify affected users [26, 43]. At
present, these services make a variety of tradeoffs spanning
user privacy, accuracy, and the risks involved with sharing
ostensibly private account details through unauthenticated
public channels. One consequence of these tradeoffs is that
users may receive inaccurate remediation advice due to false
positives. For example, both Firefox and LastPass check the
breach status of usernames to encourage password reset-
ting [13,42], but they lack context for whether the user’s pass-

Protect your passwords

on @D

Let Microsoft Edge check passwords you've
saved in the browser and alert you if they've
been compromised on the internet,

Learn more

ES Helps prevent identity theft
) Proactively scans the dark web

@ Alerts you if your passwords are leaked online

Confirm

Password Monitor (Microsoft)



APPLICATION CONTEXT
S THIS LEAKAGE HARMFUL?

QU

Client C3 Server

Bucket Z,

Bucket Z,



APPLICATION CONTEXT
S THIS LEAKAGE HARMFUL?

C3 Server
f...............:
o, = :
* 1 PSIw Bucketz, JRmaE 'P Bucket Z,
‘...............:
*Client receives the PRF evaluation of Z,bucket .

LEAKAGE
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Might I Get Pwned:

A Second Generation Compromised Credential Checking Service
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Abstract

Credential stuffing attacks use stolen passwords to log into
victim accounts. To defend against these attacks, recently
deployed compromised credential checking (C3) services pro-
vide APIs that help users and companies check whether a
username, password pair is exposed. These services however
only check if the exact password is leaked, and therefore
do not mitigate credential tweaking attacks — attempts to
compromise a user account with variants of a user’s leaked
passwords. Recent work has shown credential tweaking at-
tacks can compromise accounts quite effectively even when
the credential stuffing countermeasures are in place.

We initiate work on C3 services that protect users from
credential tweaking attacks. The core underlying challenge is
how to identify passwords that are similar to their leaked pass-
words while preserving honest clients’ privacy and also pre-
venting malicious clients from extracting breach data from the
service. We formalize the problem and explore ways to mea-
sure password similarity that balance efficacy, performance,
and security. Based on this study, we design “Might I Get
Pwned” (MIGP), a new kind of breach alerting service. Our
simulations show that MIGP reduces the efficacy of state-
of-the-art 1000-guess credential tweaking attacks by 94%.
MIGP preserves user privacy and limits potential exposure
of sensitive breach entries. We show that the protocol is fast,
with response time close to existing C3 services. We worked
with Cloudflare to deploy MIGP in practice.

1 Introduction

Users often pick the same or similar passwords across multi-
ple web services [22,42,54]. Attackers therefore compromise
user accounts using passwords leaked from other websites.
This is known as a credential stuffing attack [25]. In response,
practitioners have set up third-party services such as Have
I Been Pwned (HIBP) [37,48], Google Password Checkup
(GPC) [44,47], and Microsoft Password Monitor [33] that
provide APIs to check if a user’s password has been exposed
in known breaches. Such breach-alerting services, also called
compromised credential checking (C3) services [37], help

prevent credential stuffing attacks by alerting users to change
their passwords.

Existing C3 services, however, can leave users vulnerable
to credential tweaking attacks [22,41,51] in which attackers
guess variants (tweaks) of a user’s leaked password(s). Pal et
al. [41] estimate that such a credential tweaking attacker can
compromise 16% of user accounts that appear in a breach in
less than a thousand guesses, despite the use of a C3 service.

We therefore initiate exploration of C3 services that help
warn users about passwords similar to the ones that have
appeared in a breach. We design “Might I Get Pwned” (MIGP,
the name is a tribute to the first-ever C3 service, HIBP). In
MIGSP, a server holds a breach dataset D containing a set of
username, password pairs (u;, ;). A client can query MIGP
with a username, password pair (u,w), and learns if there
exists (u,w) € D such that w = w or w is similar to w. To
realize such a service, we must (1) determine an effective way
of measuring password similarity, that (2) works well with a
privacy-preserving cryptographic protocol, and that (3) resists
malicious clients that try to extract entries from D.

Ideally, we want our similarity measure to help warn users
if their password w is vulnerable to online credential tweaking
attacks. These attacks [22,41,51] take as input a breached
password W and generate an ordered list of guesses. There-
fore, a good starting point for defining similarity is to call w
similar to w should w appear early in the guess list generated
by a state-of-the-art credential tweaking attack. Such a gen-
erative approach also works well with simple extensions to
existing cryptographic private membership test (PMT)-based
protocol [37,47]. A PMT allows a client to learn if (u, w) € D
without revealing it to the server. To extend, we can have
the server insert n variants of each breached password into
D and we can allow clients to generate m variants and repeat
the PMT for each of them. The PMT can be designed to re-
veal, upon a match, whether a password matches the original
password or a variant.

To concretize this approach requires understanding how
to efficiently generate effective variants. Existing credential
tweaking attack algorithms are computationally expensive to
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MIGHT | GET PWNED
THE ASYMMETRIC PSI PROTOCOL UNDER ATTACK

42 Cloudflare Research

MIGP ("Might | Get Pwned")

Enter the credentials you would like to check: ~
Email
Password
| @
\ J

[ Submit credentials |

Get Started Free | Contact Sales: +1(888) 993-5273

! Subscribe to receive notifications of new posts:
The Cloudflare BIog Email Address m

CLOUDFLARE

Product News

Speed & Reliability Security Serverless Zero Trust Developers Deep Dive Life @Cloudflare Q

DEMO

MIGP ("Might | Get Pwned") is a privacy-preserving compromised
credential checking (C3) service. Read more about our work here.

When using other C3s you may be leaking sensitive information while
you are trying to check that your credentials have not been
compromised! MIGP avoids that irony and preserves your privacy.

Aside from a bucket ID derived from a prefix of the hash of your email,
your credentials stay on your device and are never sent (even
encrypted) over the Internet.

This site is a demonstration of the protocol and not a fully-fledged
service. For a more comprehensive dataset visit HIBP.

udflare, Inc.  Contactus Privacy policy Terms of service

Privacy-Preserving Compromised
Credential Checking

10/14/2021

a Luke Valenta Q Cefan Daniel Rubin @ Christopher Wood

13 min read

Today we're announcing a public demo and an open-sourced Go implementation of a

next-generation, privacy-preserving compromised credential checking protocol called
MIGP (“Might | Get Pwned", a nod to Troy Hunt's “Have | Been Pwned"). Compromised
credential checking services are used to alert users when their credentials might have

been exposed in data breaches. Critically, the ‘privacy-preserving' property of the
MIGP protocol means that clients can check for leaked credentials without leaking any
information to the service about the queried password, and only a small amount of
information about the queried username. Thus, not only can the service inform you
when one of your usernames and passwords may have become compromised, but it

Aeane am wanthhmt 1P AaviAacinmsg armiz 1 1Inmnasnanaar? infarrmatianm baarminma Aracdantial Alhasl im e

https://migp.cloudflare.com/




BREACH EXTRACTION ATTACKS:
Exposing and Addressing the Leakage In
Second-Generation Compromised
Credential Checking Services

PASQUINI, FRANCATI, ATENIESE, E.M.K.

Proc. IEEE SECURITY & PRIVACY (Oakland), 2024

Our Contributions:
1. Formalizing the Leakage in MIGP

2. Taxonomy of !-collisions
3. Breach Extraction Attacks via Leakage
4. MIGP 2.0

https://eprint.iacr.org/2023/1848 '
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UNINTENDED L EAKAGE OF MIGP
ZOOMING IN THE BUCKETS OF ASYMMETRIC PSI
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@ MIGP needs to check whether a client MIGHT get exposed

@ Given a password Omkm1230, MIGP generates PROBABLE PASSWORDS the
client might be using now or in the future C3 Server
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@ MIGP needs to check whether a client MIGHT get exposed

@ Given a password Omkm1230, MIGP generates PROBABLE PASSWORDS the
client might be using now or in the future C3 Server

If both passwords Omkm1230 and 01231230010 are
breached, then duplicate-insertion creates a hole .



UNINTENDED L EAKAGE OF MIGP
ZOOMING IN THE BUCKETS OF ASYMMETRIC PSI

@ MIGP needs to check whether a client MIGHT get exposed

@ Given a password Omkm1230, MIGP generates PROBABLE PASSWORDS the
client might be using now or in the future C3 Server

If both passwords Omkm1230 and 01231230010 are
breached, then duplicate-insertion creates a hole .

PROTOCO

ATTACK



INTRINSIC TENSION

STRONG PROTECTION AGAINST
TWEAKING ATTACKS : INCREASED LEAKAGE

Function ! generates passwords contained in future breaches Function ! maximizes the number of collisions



A TAXONOMY OF !-COLLISIONS
DEFINITION AND DETECTION MECHANISMS
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A TAXONOMY OF !-COLLISIONS
DEFINITION AND DETECTION MECHANISMS
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ADDITIONAL LEAKAGE IN CLOUDFLARE MIGP
STRUCTURE OF BUCKET

Ol

@ Preserved Ordering
@ Preserve PRF Duplicates

@ PRF Evaluation of the Username



@ Gray edges = Standard non-collision edges

@ Rededges = Type-0 collision edges
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BREACH EXTRACTION VIA COLLISION GRAPH
ONE KNOWN PASSWORD AND | -INVERSION

QU

@ Threat Model

- Client A tries to infer the credentials of another target u ser uygt
- A knows one compromised password (publicly available )
- Given this one password, A guesses the rest of the compromised passwords of Uirgt
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QU

@ Threat Model

- Client A tries to infer the credentials of another target u ser uygt
- A knows one compromised password (publicly available )
- Given this one password, A guesses the rest of the compromised passwords of Uirgt

@ Intuition Using the Collision Graph

Edge (u, v) from Known u to Unknown v

Apply ! function (Das-r/P2P)

Unknown
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@ Threat Model
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BREACH EXTRACTION VIA COLLISION GRAPH
ONE KNOWN PASSWORD AND | -INVERSION

QU

@ Threat Model

- Client A tries to infer the credentials of another target u ser uygt
- A knows one compromised password (publicly available )
- Given this one password, A guesses the rest of the compromised passwords of Uirgt

@ Intuition Using the Collision Graph
J P Unknown

Edge (u, v) from Known u to Unknown v

Deep Learning Architecture

Apply ! function (Das-r/P2P)

Edge (u, v) from Unknown u to Known v

Need to invert ! function!




é BREACH EXTRACTION VIA COLLISION GRAPH
EVALUATION: ONE KNOWN PASSWORD



é BREACH EXTRACTION VIA STRUCTURE OF GRAPH
GRAPH NEURAL NETWORKS AND NO KNOWN PASSWORDS

E.g., OPassword10 O would have template [0,0,0,0,0,1,1,0,1]



IN SUMMARY
DISCOVERED LEAKAGE IN ASYMMETRIC PSI

wew wew

Intended Leakage to Speed Up * Unintended Leakage Due to * Unintended Leakage from the
Computation Synthetic Passwords Implementation

Compromised Credential

Client Checking Service
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PRIORITIZING PRACTICALITY MAY LEAD TO
POORLY UNDERSTOOD
TRADE-OFF BETWEEN PRIVACY AND EFFICIENCY




PRIORITIZING PRACTICALITY MAY LEAD TO
POORLY UNDERSTOOD
TRADE-OFF BETWEEN PRIVACY AND EFFICIENCY

Other Takeaways:
1. Leakage might be the only (practical) option when scalability is a must
2. The impact of leakage depends on the context (no one-size-fits-all analysis)
3. Some leakage can be fixed given insightful crypta nalysis
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