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Introduction – HQC 
• HQC is a public key encryption scheme based on the hardness of 

decoding random quasi-cyclic codes in Hamming metric.
• Sparse polynomial multiplication over 𝔽𝔽2 is a key arithmetic step in HQC 

that the efficiency of this polynomial multiplication determines the overall 
performance of the final implementation to a large extent.

• Beyond sparse polynomial multiplication, fixed-weight sparse vector 
generation is also one of the major operations of HQC.

• These fixed-weight sparse vectors are involved in many steps of the 
algorithmic operations of HQC (e.g., the sparse polynomial multiplication), 
and thus the efficiency of their generation is critical to the overall success 
of the implemented scheme.



Introduction – HQC Challenges 
• For efficient hardware implementation of the targeted sparse polynomial 

multiplication, however, there still exist two main challenges:
i. The large size of the linear codes within HQC has resulted in high-dimension of the 

polynomial multiplication length 𝑛𝑛, e.g., at least 17,669 and could reach up to 
57,637, which involves very large computational complexity.

ii. The sparsity of the polynomial has brought huge difficulty on actual implementation 
as the majority of the coefficients in one of the input polynomials are all ‘0’s (for 
instance, one input polynomial of the sparse polynomial multiplication used in hqc-
256 for n = 57, 637 involves only 149 random nonzero elements, and thus, any 
implementation without appropriately considering this feature will have extremely 
large resource usage)



Introduction – HQC Challenges 
• Beyond polynomial multiplication, so far, efficient implementations of the 

sparse vector generation (especially hardware designs) are very rare:
i. There still exist situations that the generated indices are duplicated (when 

randomly sampling the indices for non-zero elements).
ii. The designed hardware structure requires extra procedures to check the incidents 

of the duplication of generated indices, which actually makes the whole sampling 
process a non-constant-timing operation.

iii. It is still time-consuming to generate the actual sparse vectors along with the 
indices of the non-zero elements at the same time.



Introduction – Our Contribution
• To fill these research gaps, we present three excellent hardware 

acceleration works for major components within HQC:
i. LEAP: Designing of an efficient and lightweight sparse polynomial multiplier for 

HQC, covering algorithmic derivation to architectural innovation.
ii. LOCS: Addressing challenges in fixed-weight sparse vector generation to facilitate 

the development of a constant-timing sampler, thereby improving the efficiency and 
security of HQC implementations.

iii. HSPA: Developing high-throughput sparse polynomial multipliers for HQC, 
including both memory-based and memoryless architectural variants.



Preliminaries – HQC
• HQC (Hamming Quasi-Cyclic) is an efficient encryption 

scheme based on the hardness of a decision version of the 
Syndrome Decoding on structured codes.

• It is IND-CPA (Indistinguishability under Chosen-Plaintext 
Attack) secure and allows to get a hybrid encryption scheme 
to achieve INDCCA2 (Indistinguishability under Adaptive 
Chosen Ciphertext Attack) with a precise upper bound for 
DFR (Decryption Failure Rate) analysis. 

• A decodable code C[n, k] and a random double-circulant [2n, 
n] code are used in HQC. 

• Algorithm 1 represents the key encapsulation mechanism 
(KEM) version of HQC, where 𝒢𝒢 (·), ℋ(·), 𝒦𝒦(·) are random 
oracles realized by SHAKE function.

• There are three security levels for HQC: hqc-128, hqc-192, 
and hqc-256.



Lightweight AndEfficient A ccelerator for Sparse Polynomial Multiplication

• Sparse Polynomial Multiplication
• 𝑊𝑊 = 𝐺𝐺𝐺𝐺 mod (𝑥𝑥𝑛𝑛 − 1) =rot(𝐺𝐺)𝐷𝐷=rot(𝐷𝐷)𝐺𝐺,
• 𝜔𝜔𝐺𝐺 << 𝑛𝑛

• Challenge
• Schoolbook/Existing fast algorithms not 

efficient
• Huge LUT usage if complete polynomials 

involved
• 0’s make most of operations meaningfulness

• Strategy
• Sum of column vectors in rot(𝐷𝐷)  corresponding to 
    the nonzero elements in 𝐺𝐺



LEAP – Mathematical Derivation
• Mathematical Formulation

• 𝑊𝑊 = 𝐺𝐺 � 𝐷𝐷 = 𝐫𝐫𝐫𝐫𝐫𝐫 𝐺𝐺 � 𝐷𝐷 = 𝐺𝐺 � 𝐫𝐫𝐫𝐫𝐫𝐫 𝐷𝐷
  =  ∑𝑖𝑖=0𝜔𝜔−1𝐷𝐷 � 𝑃𝑃[𝑖𝑖]
• 𝑃𝑃 is the set of non-zero indices of 𝐺𝐺

• Proposed Algorithm
• 𝜔𝜔 iterations
• 𝑛𝑛 parallel point-wise multiplication/accumulation
• Complexity: 𝑂𝑂(𝑛𝑛 � 𝜔𝜔)



LEAP – Hardware Structure
• The Preparatory Component contains 

one memory and one Index Marker.
• The Index Marker consists of a 

circular-shift register (𝜔𝜔 blocks, each 
with ⌈log2𝑛𝑛⌉ bits) and a counter. 

• The Index Marker takes one 
coefficient of the polynomial as its only 
input each cycle and outputs the 
indices of the nonzero 
coefficients/elements in serial.



LEAP – Hardware Structure
• The Multiplier component executes the 

multiplication by taking a whole block 
of memory and adding it to the sum of 
the previous column(s) read from the 
other memory (new input) and then 
writing the data back.

• The Execution Unit contains two 
𝑁𝑁𝑚𝑚𝑚𝑚𝑚𝑚-bit registers, which are used to 
store the calculation segment and 
coefficients formed/read in the 
previous cycle. 



LEAP – Result
• The experimental setup is as follows:

• LEAP was coded in VHDL and tested using 
Modelsim, then implemented using Xilinx 
Vivado 2020.2 and on the Artix-7 xc7a200t-3 
FPGA.

• LEAP was coded in a generic format that 
different parameter sets of HQC (𝑛𝑛, 𝜔𝜔, and 
𝜔𝜔𝜔𝜔) can be set during the implementation 
process

• Different memory block lengths were also 
chosen, i.e., 𝑁𝑁𝑚𝑚𝑚𝑚𝑚𝑚=32, 64, and 128, 
respectively.



LEAP – Comparison
• The proposed design overall has better area-time complexities than the 

existing one. 
• For the security levels of hqc-128, hqc-192, and hqc-256, the proposed 

LEAP has 23.46%, 31.03%, and 24.72% less ADP than the one of [8], 
respectively.



Low-latency And Constant-timing Implementation of Fixed-weight Sampler for HQC

• Fixed-weight Sampling
• Binary Polynomial

• Each coefficient is either ‘0’ or ‘1’
• Fixed-weight

• Hamming weight 𝜔𝜔
• 𝜔𝜔 1’s among 𝑛𝑛 coefficients

• Randomness
• The indices of 1’s are random

• Solution
• Deploy Fisher-Yates shuffle
• Generate uniformly contributed indices



LOCS – Proposed Algorithm
• Proposed Algorithm

• Based on Fisher-Yates
• Steps:

• Setup Step
• Set first 𝜔𝜔 coefficients to ‘1’

• Swap step
• 𝜔𝜔 iterations
• Swap the elements at two indices

1. Current iteration
2. PRNG output mod 𝑛𝑛

• Marking step
• Go through the polynomial
• Mark all the non-zero indices



LOCS – Hardware Structure
• The RNG component is responsible for 

generating random numbers used for 
deriving the indices for non-zero 
elements.

• The BS component is used for shuffling 
the vector by swapping the bits at 
certain iterations during the swapping 
step.



LOCS – Hardware Structure
• The IM Component consists of a Bit 

Examiner, Control Unit, and Output 
Buffer that work together to read 
memory chunks, identify non-zero 
elements, and manage memory 
addresses for constant-time operations.

• The Bit Examiner reads memory chunks 
from RAM to detect the presence of '1' 
bits and either outputs their 
corresponding indices to the output 
buffer or signals the control unit when 
no '1's are found.



LOCS – Result
• The experimental setup is as follows:

• LEAP was coded in VHDL and tested using Modelsim, then implemented using Xilinx 
Vivado 2020.2 and on the Artix-7 xc7a200t-3 FPGA.

• We have obtained its implementation performance under three security level parameter 
sets of HQC (𝑛𝑛=17,669, 𝜔𝜔=75; 𝑛𝑛=35,581, 𝜔𝜔=113; and 𝑛𝑛=57,637, 𝜔𝜔=149).

• The proposed sampler has a much lower latency than the existing design, i.e., 
66.7%, 65.3%, and 64.6% less delay time than the existing design for hqc-128, 
hqc-192, and hqc-256, respectively.



LOCS – Comparison
• The experimental setup is as follows:

• LEAP was coded in VHDL and tested using Modelsim, then implemented using Xilinx 
Vivado 2020.2 and on the Artix-7 xc7a200t-3 FPGA.

• We have obtained its implementation performance under three security level 
parameter sets of HQC (𝑛𝑛=17,669, 𝜔𝜔=75; 𝑛𝑛=35,581, 𝜔𝜔=113; and 𝑛𝑛=57,637, 𝜔𝜔=149).



High-throughput Sparse Polynomial Multiplication Accelerators For Code-based Post-quantum Cryptography

• Limitation
• Only compact designs are reported

• Need High throughput methods
• Only Memory-based designs 

• No other types of accelerators

• Solution
• Two strategies

• Parallel Segment based Accumulation(PSA) Method
• Permutation-with-Power (PWP)-based Strategy



HSPA – Proposed Algorithm I
• Parallel Segment based 

Accumulation(PSA) Method
• Fully utilize all the indices (𝑡𝑡 numbers) 

contained in one processing word
• Evenly decompose these related columns to 
⌈𝑛𝑛/𝑁𝑁mem⌉ segments

• Multiply indices and corresponding columns 
in rot(𝐷𝐷) and accumulate in to result

• Discussion
• Two conditions

• First 𝑙𝑙 rounds
• The 𝑙𝑙 + 1 -th round

• All indices involved in first 𝑙𝑙 rounds
• 𝑡𝑡 − (𝜔𝜔 mod 𝑡𝑡) are 0’s in last round



HSPA – Proposed Algorithm II
• Permutation-with-Power (PWP)-based Strategy

• columns in rot(𝐷𝐷) can be derived from circularly shifting the difference
• calculation is a shift-addition procedure

• Shifting Strategy
• Divide column into chunks with a length of 𝑣𝑣 bits
• 𝑘𝑘 = ⌈log𝑣𝑣𝑛𝑛⌉: number of shifting stages
• Circularly shift the column by 𝑣𝑣𝑘𝑘 , 𝑣𝑣(𝑘𝑘−1) , ..., 𝑣𝑣0 bits
• e.g. 𝑛𝑛 = 7, 𝛿𝛿′ = 6 

• 𝑘𝑘 = 1
• 𝑣𝑣1 once
• 𝑣𝑣0 twice



HSPA – Proposed Algorithm II
• Permutation-with-Power (PWP)-based Strategy

• 𝑝𝑝𝑒𝑒𝑟𝑟𝑚𝑚(𝑥𝑥′, 𝜂𝜂, 𝑝𝑝)
• 𝑥𝑥′ is the polynomial to be shifted
• 𝜂𝜂 is the number of shifting
• 𝑝𝑝 is the number of bits (or positions) to be shifted
• e.g. in previous example

• 𝑝𝑝𝑒𝑒𝑟𝑟𝑚𝑚(𝑢𝑢, 1, 41) 
• 𝑝𝑝𝑒𝑒𝑟𝑟𝑚𝑚(𝑢𝑢, 2, 40)

• Constant-timing consideration
• Each stage at most shift 𝑣𝑣 − 1 times
• If shift 𝑥𝑥 times, wait 𝑣𝑣 −  1 – 𝑥𝑥 times
• Time complexity 𝑂𝑂(𝜔𝜔(𝑣𝑣 − 1)𝑘𝑘)



HSPA – Hardware Structure I
• The Column Executor Component is 

responsible for loading coefficients of 
𝐷𝐷 from memory and the formation of 
the segments based on the read 
coefficients and the non-zero indices 
𝑃𝑃[𝑖𝑖] coming from the Control Unit.



HSPA – Hardware Structure I
• The Accumulation Component is in 

charge of the accumulation of 
columns 𝐷𝐷𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠[𝑖𝑖] with the result 𝑊𝑊 
from the previous round during the 
multiplication process, as well as 
outputting and storing the final result 
in the memory.

• The Control Unit is responsible for 
controlling the operations of the other 
two components throughout the 
polynomial multiplication process.



HSPA – Hardware Structure II
• The proposed accelerator contains three major 

components, namely the Load & Shift (LS) 
Component, Accumulation & Output (AO) 
Component, and CU.

• The Load & Shift Component is responsible for 
loading the coefficients of 𝐷𝐷 to the accelerator and 
shifting coefficients to obtain the desired column in 
rot(𝐷𝐷) while executing the multiplication.



HSPA – Hardware Structure II
• The Accumulation & Output Component is responsible 

for accumulating the shifted polynomial 𝐷𝐷𝐷 with the 
result 𝑊𝑊 during calculation and outputting the final 
result.

• The CU is responsible for controlling the operations of 
the other two components throughout the 
multiplication process by generating control signals.



HSPA – Result
• The experimental setup is as follows:

• The proposed designs were described in VHDL.
• The correctness of the proposed accelerators with all security levels of HQC was 

tested using Modelsim.
• The tested designs were implemented on a high performance UltraScale+ XCZU9EG-

2FFVB FPGA (with enough resources) using Vivado 2020.2.
• HSPA was tested for three security level parameter sets of HQC (hqc-128, hqc-192, 

and hqc-256).
• Note that due to the large size of n for hqc-192 and hqc-256, we just implemented the 

proposed Accelerator-II with 𝑣𝑣=16 and 𝑣𝑣=8.



HSPA – Result



HSPA – Result
• The proposed two accelerators have more balanced area-time complexities than 

the high-speed structure extended from [17].
• Though the extended high-speed version of [17] involves very low latency, its 

resource usage is huge (e.g., 278 BRAMs for hqc-128) and thus is not ideal for 
general purpose high-performance applications.

• The proposed memory-based Accelerator-I involves 56.84% and 80.25% smaller 
ADP than the extended high-speed version of [17], for hqc-128.

• While comparing with the proposed Accelerator-II, the extended high-speed 
structure of [17] has 0.84% less ADP for hqc-128, i.e., the proposed Accelerator-II 
has better balanced area-time complexities than the extended version of [17].



Conclusion
• Our work introduces efficient hardware acceleration for HQC from a 

component-level perspective.
• Novel algorithmic derivations and architectural innovations ensure overall 

design efficiency.
• The presented designs aim to stimulate follow-up research in the field and 

facilitate the NIST PQC standardization process.
• Future work could focus on side-channel analysis and accelerations for 

related cryptographic schemes.
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