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Introduction — HQC

« HQC is a public key encryption scheme based on the hardness of
decoding random quasi-cyclic codes in Hamming metric.

« Sparse polynomial multiplication over F, is a key arithmetic step in HQC
that the efficiency of this polynomial multiplication determines the overall
performance of the final implementation to a large extent.

« Beyond sparse polynomial multiplication, fixed-weight sparse vector
generation is also one of the major operations of HQC.

* These fixed-weight sparse vectors are involved in many steps of the
algorithmic operations of HQC (e.g., the sparse polynomial multiplication),
and thus the efficiency of their generation is critical to the overall success
of the implemented scheme.
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Introduction — HQC Challenges

* For efficient hardware implementation of the targeted sparse polynomial
multiplication, however, there still exist two main challenges:

i.  The large size of the linear codes within HQC has resulted in high-dimension of the
polynomial multiplication length n, e.g., at least 17,669 and could reach up to
57,637, which involves very large computational complexity.

ii. The sparsity of the polynomial has brought huge difficulty on actual implementation
as the majority of the coefficients in one of the input polynomials are all ‘0’s (for
instance, one input polynomial of the sparse polynomial multiplication used in hqc-
256 for n = 57, 637 involves only 149 random nonzero elements, and thus, any
implementation without appropriately considering this feature will have extremely
large resource usage)
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Introduction — HQC Challenges

« Beyond polynomial multiplication, so far, efficient implementations of the
sparse vector generation (especially hardware designs) are very rare:

i.  There still exist situations that the generated indices are duplicated (when
randomly sampling the indices for non-zero elements).

ii.  The designed hardware structure requires extra procedures to check the incidents
of the duplication of generated indices, which actually makes the whole sampling
process a non-constant-timing operation.

lii. Itis still time-consuming to generate the actual sparse vectors along with the
indices of the non-zero elements at the same time.
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Introduction — Our Contribution

 To fill these research gaps, we present three excellent hardware
acceleration works for major components within HQC:

I. LEAP: DeS|gn|ng of an efficient and lightweight sparse polynomial multiplier for
HQC, covering algorithmic derivation to architectural innovation.

ii. LOCS: Addressing challenges in fixed-weight sparse vector generation to facilitate
the development of a constant-timing sampler, thereby improving the efficiency and
security of HQC implementations.

iii. HSPA: Developing high-throughput sparse polynomial multipliers for HQC,
including both memory-based and memoryless architectural variants.
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Algorithm 1: HQC.KEM [4]

Preliminaries — HQC

1 generate and output the global parameters param =
(n,k,d,w, wr, we), k will be the length of the
symmetric key being exchanged, typically k = 256;

« HQC (Hamming Quasi-Cyclic) is an efficient encryption KeyGen(param):
scheme based on the hardness of a decision version of the 2 samples h « R, the generator matrix G € F5*" of C;
Syndrome Decoding on structured codes. 3 sk =(x,y) R such that w = w(x) = w(y);

4 pk=(h,s=x+h-y)

« Itis IND-CPA (Indistinguishability under Chosen-Plaintext s return (pk, sk);

Attack) secure and allows to get a hybrid encryption scheme | :;.ng;‘ 'lff‘ip‘}’% ;

to achieve INDCCAZ (Indistinguishability under Adaptive 7 derive the randomness § = « G(m);
Chosen Ciphertext Attack) with a precise upper bound for 8 generate the cyphertext N
DFR (Decryption Failure Rate) analysis. ) e e o

» A decodable code C[n, k] and a random double-circulant [2n, * fe;ﬁ“g))f
n] code are used in HQC. Decapsulate(pk. c. d):

« Algorithm 1 represents the key encapsulation mechanism B ey G YD)
(KEM) version of HQC, where g (), g’[(), j(() are random 14 (re-)encrypt m’ to get ¢’ «+ £.Encrypt(pk,m’,0’);
oracles realized by SHAKE function. 15 it“ ¢ fct or d # #(m’) then

16 abort;

» There are three security levels for HQC: hqc-128, hqc-192, 17 e‘lsed e the shared key K K(om. <

and th_256. 18 erive the share cy — m.cj;
19 end
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Lightweight And Efﬁcient A ccelerator for Sparse Polynomial Multiplication

« Sparse Polynomial Multiplication dy dp-1 --- d

* W =GD mod (x"™ — 1) =rot(G)D=rot(D)G, 4 dy - b

* wg <<n rot(D) = e F3"
« Challenge ' S

» Schoolbook/Existing fast algorithms not dp-1 dp2 --- do

efficient rot(D)[:, PIO]] rot(D)L:;, Pla-1]]
— == Fe=—== — S —
« Huge LUT usage if complete polynomials do |G| :d[]: - 0
involved L
dy e |dn-p[0|+2| | A1 ot do

* 0’s make most of operations meaningfulness L

_| o - Idn—p[{]]+3|“'Idn—p[w—1]+3 s I JP[O]
- Strategy i 1
: : R ' |
« Sum of column vectors in rot(D) corresponding to Gy o |dn_pm,_1:---Idn_p[w_ﬂ_u Sor- ol | N
. I |
the nonzero elements in G P D S b 0
| el | n-plw
_

— — —_——
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LEAP — Mathematical Derivation

 Mathematical Formulation

e W=G-D = l‘Ot(G) -D=0G"- l'Ot(D) Algorithm 3: Proposed algorithm for sparse polyno-
w—1 . mial multiplication of HQC
— Zi=0 D - P[l] Input : GG and D are binary polynomials.
* P is the set of non-zero indices of G Output: W = GD mod (" —1).

Initialization step

. 1 make ready the inputs G and D.
* Proposed Algorlthm 2 record the indices of nonzero elements in (7 into I°.
o . . Main step
@ Iteratlons fori=0ton—1do
* n parallel point-wise multiplication/accumulation ¢ | frj=0tow—1do
. 5 | w; = w; + rot(D)[:,P[7]);
« Complexity: O(n - w) ¢ | end
7 end
Final step

8 serially deliver all the coefficients of output W';
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* The Preparatory Component contains
one memory and one Index Marker.

* The Index Marker consists of a
circular-shift register (w blocks, each
with [log2n] bits) and a counter. Progaratory Componert Multple

Index Multiplion
7> Marker HA—P Executo 7>
RAM—G Nmem I |[|Dng‘-'] utor Nmem RAM_W INmem

X T !

I y) |

I I Nmem

I

I

* The Index Marker takes one
coefficient of the polynomial as its only
iInput each cycle and outputs the

. . Go, G1. " Gn-t 4 4 4 |

indices of the nonzero G Yoo W ¥ Ver ‘

coefficients/elements in serial. e gt | [Tl [Gm il [Fn
Rn Rl Rw
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LEAP — Hardware Structure

Control P

 The Multiplier component executes the = "Z a— I S
multiplication by taking a whole block
of memory and adding it to the sum of SN -
the previous column(s) read from the el e Y
other memory (new input) and then B o W g
writing the data back. o _
 The Execution Unit contains two T | e
N.......-bit registers, which are used to == |
store the calculation segment and c.i.t 1
coefficients formed/read in the o-catn Do 7P| Sosmet o[ 27 Lep
previous cycle. %

rd_data_acc
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LEAP — Result

. Frl Time Area

_ _ “ | ™" [T Cyle | (us) | LUT | FF | CLB | #

* The experimental setup is as follows: | hqe-128 (n = 17.669) |
. . 32 ]| 66 | 203 | 36,565 | 17997 | 214 | 152 ] 73 | 2
 LEAP was coded in VHDL and tested using 32 || 75 | 196 | 41,551 | 21136 | 213 | 152 | 78 | 2
: : : 1t 64 || 66 | 182 | 18,349 | 10072 | 440 | 278 | 135 | 2
I\/I_odeIS|m, then implemented using Xilinx T A A
Vivado 2020.2 and on the Artix-7 xc7a200t-3 128 | 66 | 196 | 9241 | 47.14 | 2453 | 663 | 678 | 4
FPGA 128 | 75 | 201 | 10501 | 5223 | 2443 | 662 | 689 | 4

) _ _ | hqc-192 (n = 35,581) |
« LEAP was coded in a generic format that 32 ][ 100 | 202 ] 111,301 | 55150 | 238 | 156 | 86 | 4
- 32 |[ 114 | 198 | 126,883 | 64082 | 234 | 154 | 01 | 4
different parameter sets 01_: HQC (n, w’_and 64 || 100 | 188 | 55,701 | 296.16 | 452 | 280 | 152 | 4
wr) can be set during the implementation 64 || T14 | I9T | 63499 | 33312 | 439 | 280 | 152 | 4
128 || 100 | 210 | 27,901 | 13250 | 2370 | 664 | 657 | 4
Process 128 || 114 | 201 | 31,807 | 158.08 | 2371 | 664 | 665 | 4

« Different memory block lengths were also | hgc-256 (n = 57.637) |
: . 32 || 131 | 195 | 236,194 | 1,208.13 | 211 | 158 | 84 | 8
chosen, i.e., Ny .;m=32, 64, and 128, 32 [ 149 | 195 | 268,648 | 1,376.82 | 206 | 156 | 76 | 8
respectively 64 |[ 131 | 182 | 118,163 | 64836 | 448 | 291 | 174 | 8
' 64 | 149 | 188 | 134399 | 713.12 | 440 | 284 | 164 | 8
128 || 131 | 207 | 59,213 | 28547 | 2047 | 665 | 648 | 8
128 || 149 | 211 | 71,869 | 34044 | 2330 | 669 | 684 | 8
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LEAP — Comparison

* The proposed design overall has better area-time complexities than the
existing one.

 For the security levels of hgc-128, hgc-192, and hqgc-256, the proposed
LEAP has 23.46%, 31.03%, and 24.72% less ADP than the one of [8],

respectively.
. Time Complexit Area Complexit
Design || Nmem | @ | Fr! oo | c(,us)p | “rRr ot [ LUTR? | FF | BRCAMP| AR [ ELUT® | ARZ? ADP? | ADPR®
| hqc-128 (n = 17,669) |
8] 128 | 75 | 228 | 18,765 | 8230 : 1,834 - 573 4 E 2,954 E 243K :
LEAP || 128 | 75 | 201 | 10,501 | 52.23 | 36.54% | 2,443 | 24.93% | 662 | 4 0% | 3,563 | -17.09% | 186k | 23.46%
| hqc-192 (n = 35,581) |
8] 128 | 114 | 215 | 56,960 | 26497 : [,.821 - 587 6 i 3,501 i 923K :
LEAP || 128 | 114 | 201 | 31,807 | 158.08 | 40.34% | 2,371 | -23.20% | 664 | 6 0% | 4051 | -1358% | 640k | 31.03%
| hqc-256 (n = 57,637) |
8] 128 | 149 | 203 | 119,333 | 587.85 i 1,837 - 606 | 6 - 3,517 i 2,067k i
LEAP || 128 | 149 | 211 | 71,869 | 34044 | 42.09% | 2,330 | 21.16% | 669 | 8 | -25% | 4,570 | -23.04% | 1,556k | 24.72%
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LOW-Iatency And ConStant-timing Implementation of Fixed-weight Sampler for HQC

* Fixed-weight Sampling

« Binary Polynomial

- Each coefficient is either ‘0" or ‘1’ Algorithm 2: The modern version of the Fisher—Yates
° : _ i shutfle
Fixed Welght . Input : Array A with n elements;
« Hamming weight w Output: Shuffled array A;
« w 1’'s among n coefficients 1 fori =0 ton—2do o
2 j < random integer such that z < 5 < n;
« Randomness 3 exchange A[i] and A[j];

« The indices of 1’s are random 4 end

« Solution
» Deploy Fisher-Yates shuffle
» Generate uniformly contributed indices
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LOCS — Proposed Algorithm

* Proposed Algorithm
» Based on Fisher-Yates
» Steps:
« Setup Step
» Set first w coefficients to ‘1’
« Swap step
* w iterations
« Swap the elements at two indices
1. Current iteration
2. PRNG output mod n
« Marking step
» Go through the polynomial
» Mark all the non-zero indices

Algorithm 3: Proposed algorithm for the generating
of the fixed-weight sparse vector of HQC

S & W e

*® =

9
10

11
12
13
14
15
16
17

Input : n, w;
Output: h, P;
Setup Step:

for i =0t w—1do
| R[] =1,

end

for i =wton—1do
| h[i] =0;

end

Swap Step:

for: =01t w—1do

j < random integer such that 0 < j < mn;
exchange hli] and h[j];

end

Index Marking Step:

7=0

fori=0ton—1do
if hli] = 1 then

Plj] =1
‘j=j+h

else

end
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LOCS - Hardware Structure

Cont_:olq
« The RNG component is responsible for U " It u
generating random numbers used for N s R . N2 N
. . . 128 128 (Swapper 128 11328 arker I
deriving the indices for non-zero Nl = e ] N
elements. | i !
. . ~ Random Number ~  Bit-Swap Component __Index Marking
 The BS component is used for shuffling Generaling Gomponent womponent
the vector by swapping the bits at SO gy DN .y D oo D |
certain iterations during the swapping e . ) l
step. ) e
I—bwen _
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LOCS - Hardware Structure

rd

Control

» The IM Component consists of a Bit L T Ly =
Examiner, Control Unit, and Output 5l B LpfOuput] || [0, ]y p
Buffer that work together to read | " b““fp
memory chunks, identify non-zero e
elements, and manage memory .
addresses for constant-time operations. ’2%?(
» The Bit Examiner reads memory chunks E
from RAM to detect the presence of '1' S
bits and either outputs their
corresponding indices to the output *::*E[
buffer or signals the control unit when Al
no '1's are found. @
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LOCS — Result

* The experimental setup is as follows:

 LEAP was coded in VHDL and tested using Modelsim, then implemented using Xilinx
Vivado 2020.2 and on the Artix-7 xc7a200t-3 FPGA.

» \We have obtained its implementation performance under three security level parameter
sets of HQC (n=17,669, w=75; n=35,581, w=113; and n=57,637, w=149).

* The g)rogosed sampler has a much lower latency than the existing design, i.e.
66.7%, 65.3%, and 64.6% less delay time than the existing design for hqc—128,
hqgc-192, and hqc-256, respectively.

| Design | n || w | LUT | FF | Slice | BRAM | Fmax | Latency | Delay' | Failure Probability.* | Constant-Time |
Existing Sampler [8] | 17,669 75 240 111 - 2 226 709 3.14 1.1 x2 No
Existing Sampler [8] | 35,581 114 229 112 - 2 220 1,840 8.36 1.1 x 279 No
Existing Sampler [8] | 57,673 149 234 117 2 228 2,106 9.24 1.1 x 2712 No
Existing Sampler [8] | 17,669 [[ 75 | 316 124 2 223 3,649 16.36 2.8 x 27199 Not Strictly
Existing Sampler [8] | 35,581 114 295 125 2 246 4,200 17.80 1.1 x 27280 Not Strictly
Existing Sampler [8] | 57,673 149 314 192 - 2.5 242 5,935 24.52 4.9 x 27350 Not Strictly
Proposed Sampler 17,669 75 1,560 766 490 2 170 976 545 N/A Strictly Yes
Proposed Sampler 35,581 114 | 1,553 761 444 3 185 1,636 6.17 N/A Strictly Yes
Proposed Sampler 57,673 149 | 1,569 779 464 3 181 2,268 8.69 N/A Strictly Yes
Proposed Sampler? 17,669 75 7,004 | 4,176 | 2,004 2 170 976 545 N/A Strictly Yes
Proposed Sampler? 35,581 114 | 6,985 | 4,148 | 1,979 3 185 1,636 6.17 N/A Strictly Yes
Proposed Sampler? 57,673 149 | 7,211 | 4,173 | 1,985 3 181 2,268 8.69 N/A Strictly Yes
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LOCS — Comparison

* The experimental setup is as follows:

 LEAP was coded in VHDL and tested using Modelsim, then implemented using Xilinx
Vivado 2020.2 and on the Artix-7 xc7a200t-3 FPGA.

* We have obtained its implementation performance under three security level
parameter sets of HQC (n=17,669, w=75; n=35,581, w=113; and n=57,637, w=149).

| Design | n || w | LUT | FF | Slice | BRAM | Fmax | Latency | Delay! | Failure Probability.* | Constant-Time |
Existing Sampler [8] | 17.669 75 240 111 2 226 709 3.14 1.1 x 2= 1 No
Existing Sampler [8] | 35,581 114 229 112 2 220 1,840 8.36 1.1 x 279 No
Existing Sampler [8] | 57,673 149 234 117 2 228 2,106 0.24 1.1 x2712 No
Existing Sampler [8] | 17,669 75 316 124 2 223 3,649 16.36 2.8 x 279 Not Strictly
Existing Sampler [8] | 35,581 114 295 125 2 246 4,200 17.80 1.1 x 2—2%0 Not Strictly
Existing Sampler [8] | 57,673 149 314 192 - 2.5 242 5,935 24.52 4.9 x 27999 Not Strictly
Proposed Sampler 17,669 75 1,560 766 490 2 170 976 5.45 N/A Strictly Yes
Proposed Sampler 35,581 114 | 1,553 761 444 3 185 1,636 6.17 N/A Strictly Yes
Proposed Sampler 57,673 149 | 1,569 779 464 3 181 2,268 8.69 N/A Strictly Yes
Proposed Sampler? 17,669 75 7,004 | 4,176 | 2,004 2 170 976 5.45 N/A Strictly Yes
Proposed Sampler2 35,581 114 | 6,985 | 4,148 | 1,979 3 185 1,636 6.17 N/A Strictly Yes
Proposed Sampler2 57,673 149 | 7,211 | 4,173 1,985 3 181 2,268 8.69 N/A Strictly Yes
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H igh-throughput Sparse Polynomial Multiplication / \ccelerators For Code-based Post-quantum Cryptography

 Limitation
* Only compact designs are reported
* Need High throughput methods
* Only Memory-based designs
* No other types of accelerators

e Solution

« Two strategies
» Parallel Segment based Accumulation(PSA) Method
* Permutation-with-Power (PWP)-based Strategy
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HSPA — Proposed Algorithm |

Algorithm 5.3 Proposcd PSA originated implementation strategy for sparse polynomial multipli-
cation of HQC and BIKE

¢ Para”el Segment based Require: G an(?Da:chinarypnlynnmials‘
Accumulatlon(PSA) Method O tialzation sep
FU”y Utlllze a” the IndICeS (t numberS) l ;Ezﬁcmrfﬁcdfngﬁ:;:pclﬁlg;::if:)]cmcntc; in G into P (P contains all P[i]).
contained in one processing word oyt
» Evenly decompose these related columns to o D 1
[n/N_..] SEgMeEnts ¢ z=wmods
« Multiply indices and corresponding columns % i< then
. . 9 for j=0tor—1do
in rot(D) and accumulate in to result 0 DasigelJ] = rot (D)L= Plt - + j1I:
11: end for
* DISCUSSIOn :i E!lsefnrj:(]to.f—ldc:-
° i : if j < z— 1 then
Two conditions 5 D1 = rot (D) Pl i+ 11
H 16: else
* First [ rounds D1 =0
« The (I + 1)-th round o endfor
« All indices involved in first [ rounds o endfor
y 222 W=W+ Dy [0l + D[ 1]+ - -+ Dy [t = 1]
* t—(wmodt) are 0’s in last round Final step

23: Store the cocflicients of output W
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HSPA — Proposed Algorithm I

* Permutation-with-Power (PWP)-based Strategy
e columnsinrot(D) can be derived from circularly shifting the difference
* calculation is a shift-addition procedure

* Shifting Strategy

* Divide column into chunks with a length of v bits d” % % a
* k=[log,n|: number of shifting stages a dy ds o
 Circularly shift the column by vk , v 10 bits d; ds ds ds
tegn=7,5=6 o = o] = o]
e k=1 0 B . .

* vlonce
. ds d dy ds

« vYtwice
-dﬁ- -dz- -dj i -dc.-

IGNITE CHANGE. GO NOVA’®



VILLANOVA UNIVERSITY

COLLEGE OF ENGINEERING

HSPA — Proposed Algorithm I

* Permutation-with-Power (PWP)-based Strategy
* perm(x’, 7, p)
* x'isthe polynomial to be shifted

n is the number of shifting

p is the number of bits (or positions) to be shifted

* e.g.in previous example
 perm(u,1,4")

* perm(u, 2, 4°)

* Constant-timing consideration
* Each stage at most shift v -1 times
* If shift x times, waitv — 1 -xtimes
* Time complexity O(w(v — 1)k)

Algorithm 5.4 Proposed PWP-based strategy algorithm

b

10:
11:
12:
13:
14:
15:
16:
17:

18:

e A

Require: D, P[i], B, and v;
Ensure: W = BD mod (x" - 1);

Initialization step
Load input coeflicients in serial.
D'=D,W=0;
Main step
fori=0tow~-1do
if i =0 then
&' — Pli];
else
6" «— Pli] - Pli—1];
end if
k « [logynl;
for j=0tok—-1do
ne—ad|v;
0’ «— ¢’ mod v;
D' = perm(D’, g, v, 1 p = vii-]
end for
W=W+D"
end for
Final step
Serially deliver all the coeflicients of output W;
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HSPA — Hardware Structure |

# llogz{n/Nimen)] | = —— e |
« The Column Executor Component is L e el S
responsible for loading coefficients of =~ = J': *L”_’_/_» el e —H*T
D from memory and the formation of AR s [0 j S |
- = Core-1 Accumulation Component
the segments based on the read ": .
coefficients and the non-zero indices L
P[i] coming from the Control Unit. —/—t
i ool T i
ALl t ‘16’ Cell ,T :
i :
: 7——p} addr_rd form | cir :
| [log2(n/Nmem)] RAM_D I
: rd_dat 7,1\?,‘? tliolrmn;r ﬁ’osmm
1 I

IGNITE CHANGE. GO NOVA’®



VILLANOVA UNIVERSITY

COLLEGE OF ENGINEERING

HSPA — Hardware Structure |

] ] ] " > To:;i;jax of
* The Accumulation Component is in Y. ., S

charge of the accumulation of o R A et ||
columns Dgy;r¢[i] with the result W VLV PR PR ey DAL | :
. . Danil3 XOR Gates |¥ Nerm Nmem| XOR Gates | Ny, Nimem

from the previous round during the (2 ) From . daao
[} [} [} | ] I [ ] u n | | I
multiplication process, as well as RPN s DI } .
. . . Norer | Nmemrbit g g, [
outputting and storing the final result 2 ke i 1

|n ‘the memory Point-wise Adder

Round < [w/f]

1 cycle n/N,,,em]+1

« The Control Unit is responsible for
controlling the operations of the other
two components throughout the

polynomial multiplication process. rd_adar P o o done
rd_addr_W rd_addr W
wr_addr_ W wr_addr W
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HSPA — Hardware Structure ||

perm(0.1) | - E
- The proposed accelerator contains three major g F
components, namely the Load & Shift (LS)
Component, Accumulation & Output (AO) ,
Component, and CU. e ra + st

1,1
perm( )perm(v,2) . E |—>
load

« The Load & Shift Component is responsible for S i S

count

loading the coefficients of D to the accelerator and e
shifting coefficients to obtain the desired column in ‘)ﬁ%—w + o o
.g |—>§n

Ro I » dout(0)
en
D>

count

perm(len_load-1

rot(D) while executing the multiplication. peron s 12) —»| =

perm(len_load-1,k) —
_________________________________ index_cnt

count

I 1
| H Accumulate 1
] . Load & Shift !
b= Component —P»{ & Output |[=——r=Pp- W/

Component

\ [ —
] 1
1 1
1 1
! T ! perm(n-1,1)
B_index ety : >
i
i

w —:—> Control Unit perm(n-1,2) E'

dout(n-len_load)

Ry, — dout(n-1)

load |clk

perm(n-1,k) index_cnt

_________________________________

count
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HSPA — Hardware Structure |l ﬁ”@f}

en_out

* The Accumulation & Output Component is responsible
for accumulating the shifted polynomial D’ with the =D — e
result W during calculation and outputting the final - FP
result. pes |
 The CU is responsible for controlling the operations of [Fooe —fee= —
the other two components throughout the e 0
multiplication process by generating control signals. FLJ
= —
load csh_out csh_out done m@pmpi:>

count
index_cnt
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HSPA — Result

* The experimental setup is as follows:
* The proposed designs were described in VHDL.

» The correctness of the proposed accelerators with all security levels of HQC was
tested using Modelsim.

* The tested designs were implemented on a high performance UltraScale+ XCZU9EG-
2FFVB FPGA (with enough resources) using Vivado 2020.2.

 HSPA was tested for three security level parameter sets of HQC (hqgc-128, hqc-192,
and hqc-256).

* Note that due to the large size of n for hqc-192 and hqc-256, we just implemented the
proposed Accelerator-1l with v=16 and v=8.
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HQC-128 (n = 17,669, w = 75)

| Design || Device | LUT ‘ FF ‘ CLB | Fmax | BRAM | Latency! | Delay | Thru.? |
Accelerator-1 UltraScale+ 20,334 4,942 4,172 403 18 1,410 4 5.05
Accelerator-1I (v=16) UltraScale+ 53,041 53,457 8,943 471 0 4,500 10 1.85
Accelerator-IT (v=8) UltraScale+ 53,041 53,522 10,147 445 0 2,625 6 3.00
Accelerator-II (v=4) UltraScale+ | 70,710 53,320 12,173 441 0 1,800 4 4.33
Accelerator-II (v=2) UltraScale+ | 121,188 53,324 20,219 200 0 1,125 6 3.14

| HQC-192 (n = 35,581, w = 114) |
Accelerator-1 UltraScale+ 18,905 4,181 3,923 376 18 4,200 11 3.19
Accelerator-II (v=16) || UltraScale+ | 106,763 | 107,146 | 18,194 458 0 6,840 15 2.38
Accelerator-II (v=8) UltraScale+ | 128,415 | 107,222 | 21,698 400 0 4,788 12 2.97

| HQC-256 (n = 57,637, w = 149) |
Accelerator-I UltraScale+ 18,466 4,675 3,920 378 18 9,508 23 2.53
Accelerator-1I (v=16) UltraScale+ | 172,896 | 173,363 | 28,407 442 0 8,940 20 2.85
Accelerator-II (v=8) UltraScale+ | 202,004 | 173,241 | 35,154 275 0 6,258 23 2.53

| Design [ LUT | FF | CLB [ Fmax! | BRAM | WCLB? | Latency® | Delay? [ Thru> | ADP® |

| HQC-128 (n = 17,669, w = 75) |
Extended from [17] 215,508 | 45,923 | 38,575 287 278 58,035 225 0.8 22.09 45.50
Accelerator-I 20,334 4,942 4,172 403 18 5,612 1,410 3.5 5.05 19.64
Accelerator-1I (v=4) 70,710 53,320 12,173 441 0 12,173 1,800 4 4.33 49.69
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HSPA — Result

* The proposed two accelerators have more balanced area-time complexities than
the high-speed structure extended from [17].

« Though the extended high-speed version of [17] involves very low latency, its
resource usage is huge (e.g., 278 BRAMs for hqgc-128) and thus is not ideal for
general purpose high-performance applications.

* The proposed memory-based Accelerator-I involves 56.84% and 80.25% smaller
ADP than the extended high-speed version of [17], for hqc-128.

* While comparing with the proposed Accelerator-ll, the extended high-speed
structure of [17] has 0.84% less ADP for hqgc-128, i.e., the proposed Accelerator-I|
has better balanced area-time complexities than the extended version of [17].

| Design [ LUT | FF | CLB [ Fmax! | BRAM | WCLB? | Latency® | Delay? [ Thru> | ADP® |

| HQC-128 (n = 17,669, w = 75) |
Extended from [17] [| 215,508 [ 45,923 | 38,575 | 287 278 58,035 225 0.8 22.09 [ 45.50
Accelerator-I 20334 | 4942 | 4172 | 403 18 5,612 1,410 35 505 | 19.64
Accelerator-I1 (v=4) 70,710 53,320 12,173 441 0 12,173 1,800 4 4.33 49.69
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Conclusion

 Qur work introduces efficient hardware acceleration for HQC from a
component-level perspective.

* Novel algorithmic derivations and architectural innovations ensure overall
design efficiency.

* The presented designs aim to stimulate follow-up research in the field and
facilitate the NIST PQC standardization process.

« Future work could focus on side-channel analysis and accelerations for
related cryptographic schemes.
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