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Motivation

Goal:
1. Spec compliant HW implementation of CROSS [Bal+25] (18 params, compile time)

2. Focus on efficiency w.r.t. Area-Time (AT) product

Challenges:
1. Simple operations within CROSS (actually a good thing)
→ prioritzing low execution time over area not always rewarding in terms of AT product

2. Control-flow (scheduling, data movement etc.) plays an increasing role

Patrick Karl | High-Performance FPGA Accelerator for CROSS | Sixth PQC Standardization Conference 2



Motivation

Goal:
1. Spec compliant HW implementation of CROSS [Bal+25] (18 params, compile time)

2. Focus on efficiency w.r.t. Area-Time (AT) product

Challenges:
1. Simple operations within CROSS (actually a good thing)
→ prioritzing low execution time over area not always rewarding in terms of AT product

2. Control-flow (scheduling, data movement etc.) plays an increasing role

Patrick Karl | High-Performance FPGA Accelerator for CROSS | Sixth PQC Standardization Conference 2



CROSS in a Nutshell

■ Fiat-Shamir transform applied to
Zero-Knowledge protocol
□ 5-pass protocol
□ t parallel repetitions

■ Hard problem: variant of Syndrome
Decoding Problem

→ Two finite fields Fp and Fz

→ (z, p) = (7, 127) for R-RSDP
→ (z, p) = (127, 509) for R-RSDP(G)

Restricted-SDP (R-SDP)

s = eH⊤, s ∈ F(n−k)
p , H ∈ F(n−k)×n

p

e ∈ En, E = {gi | i ∈ {1, . . . , z}}
g ∈ F⋆

p of prime order z

R-SDP w/ subgroup G (R-SDP(G))

s = eH⊤, s ∈ F(n−k)
p , H ∈ F(n−k)×n

p

G =
{

⋆m
i=1aui

i | ui ∈ Fz

}
for ai ∈ En

e ∈ G, g ∈ F⋆
p of prime order z
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CROSS in a Nutshell

■ Fiat-Shamir transform applied to
Zero-Knowledge protocol
□ 5-pass protocol
□ t parallel repetitions

■ Hard problem: variant of Syndrome
Decoding Problem

→ Two finite fields Fp and Fz

→ (z, p) = (7, 127) for R-RSDP
→ (z, p) = (127, 509) for R-RSDP(G)

CROSS parameters

Version and Optim.
p z n k m t w

Security Level Corner

R-SDP 1
fast 127 7 127 76 – 157 82

balanced 127 7 127 76 – 256 215
small 127 7 127 76 – 520 488

R-SDP 3
fast 127 7 187 111 – 239 125

balanced 127 7 187 111 – 384 321
small 127 7 187 111 – 580 527

R-SDP 5
fast 127 7 251 150 – 321 167

balanced 127 7 251 150 – 512 427
small 127 7 251 150 – 832 762

R-SDP(G) 1
fast 509 127 55 36 25 147 76

balanced 509 127 55 36 25 256 220
small 509 127 55 36 25 512 484

R-SDP(G) 3
fast 509 127 79 48 40 224 119

balanced 509 127 79 48 40 268 196
small 509 127 79 48 40 512 463

R-SDP(G) 5
fast 509 127 106 69 48 300 153

balanced 509 127 106 69 48 356 258
small 509 127 106 69 48 642 575
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Signature Generation: costly operations
Committment computation

■ Sampling 2 vectors from 1 seed

■ Matrix-vector multiplication(s)

■ 2 Hash computations

→ in each of t rounds

e′[i], u′[i]←CSPRNG(seed[i]∥salt, Fn
z×Fn

p )

s′[i]← u[i]H⊤

cmt0[i]← HASH(s′[i]∥v[i]∥salt),
cmt1[i]← HASH(seed[i]∥salt)

Other things

■ First response (t times)
■ Seed- and Merkle tree
→ t− 1 SHAKE calls each

y[i]← u′[i] + chall1[i]e′[i]
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Signature Generation and Verification
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Signature Generation and Verification

Operation Keygen Sign Verify

CSPRNG(·) ✓ ✓ ✓
Hash(·) ✗ ✓ ✓

mul mat-vec Fz (RSDP(G)) ✓ (5) ✓ (5) ✓ (11, 16)
mul mat-vec Fp ✓ (7) ✓ (9) ✓ (19)
mul vec-vec Fp ✗ ✓ (8, 19) ✓ (18)
exponentiation ✓ (6) ✓ (7, 18) ✓ (12, 17)
sub vec-vec Fz ✗ ✓ (5, 6) ✗
sub vec-vec Fp ✗ ✗ ✓ (19)
add vec-vec Fp ✗ ✓ (19) ✓ (13)

Tree operations ✗ ✓ ✓

Compression ✓ ✓ ✓
Decompression ✗ ✗ ✓

→ Unified design for keygen, sign, verify
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Design Rationale and Architecture

■ Point-to-point connections, pipelining
□ overlap generation and processing of data
□ prevent unnecessary memory accesses

■ Parallelization, unrolling
□ unroll keccak
□ vectorization of arithmetics
□ parallel sampling and hashing (or seed expansions)

■ Parallel scheduling
□ hide data- and resource independent operations
□ hide memory access latencies

cr
os

s_
to
p
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Arithmetic Unit

■ Two domains for Fz and Fp separated by e = ge, e ∈ Fn
z (R-SDP), e ∈ Fn

p

■ Local memories for public variables / intermediates required later

■ Operations vectorized to word width (exclusion mat-vec mult)

■ Shift-and-add reduction for Mersenne primes z = 7, z = 127 and p = 127, Crandall
reduction for p = 509
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Arithmetic Unit

■ Two domains for Fz and Fp separated by e = ge, e ∈ Fn
z (R-SDP), e ∈ Fn

p

■ Local memories for public variables / intermediates required later
■ Operations vectorized to word width (exclusion mat-vec mult)
■ Shift-and-add reduction for Mersenne primes z = 7, z = 127 and p = 127, Crandall

reduction for p = 509

computation of s′[i] in committment loop

e′[i],u′[i]← CSPRNG(seed[i]∥salt)
v[i]← e− e′[i]
v[i]← gv[i]

u[i]← v[i]⊙ u′[i]
s′[i]← u[i]H⊤
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Sample Unit

■ Contains SHAKE module, rejection samplers (Fz,
Fp), Fisher-Yates shuffling module

■ Separation of squeezing SHAKE and sampling
→ prevents blocking SHAKE while sampling

■ Leverages parallelism, e.g.
□ sample from both Fz and Fp

□ sample public matrix and expand seed tree
□ sample chall1 while processing single entries

sample_unit

squeezing sampling

e
′[i],u′[i]← CSPRNG(seed[i]∥salt, Fn

z×Fn
p )

squeeze fill FIFO1 fill FIFO0

sample e′[i] sample_fz active · · ·

sample u′[i] sample_fp active · · ·

→ in R-SDP u′[i] is free (performance-wise)!
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Signing schedule (R-SDP)

Init phase t commmitment loop iterations challenge-response phase 1

challenge-response phase 2

exp seedsk sample V ⊤ gen e′, u′ . . . gen chall1 pack rsp1 pack rsp0

gen e SEEDLEAVES gen v gen cmt1 gen cmt0 . . . gen y . . . pack proof/path

gen s′ gen chall2

(seede, seedpk)← (seedsk)

V
⊤ ← CSPRNG(seedpk)

e← CSPRNG(seede)
(seed[0], . . .)← SEEDLEAVES(. . .)

e
′[i],u′[i]← CSPRNG(seed[i]∥salt)

v[i]← e− e
′[i]

v[i]← g
v[i]

u[i]← v[i]⊙ u
′[i]

s
′[i]← u[i]H⊤

cmt0[i]← HASH(s
′[i]∥v[i]∥salt)

cmt1[i]← HASH(seed[i]∥salt)

chall1 ← CSPRNG(digchall1 )

For i in 0 to t− 1 :

e
′[i]← g

e′[i]

y[i]← u
′[i] + chall1[i]e′[i]

digchall2 ← HASH(y[0]∥ . . . ∥digchall1 )
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Verification schedule (R-SDP)

balanced, small only

t committment loop iterations

gen chall2 load rsp1 load rsp0 REBUILDLEAVES gen chall1 gen dig′cmt gen dig′chall2

sample V ⊤ gen cmt . . .

gen digchall1

chall2 ← CSPRNG(digchall2 )

V
⊤ ← CSPRNG(seedpk)

digmsg ← HASH(msg)

digchall1 ← HASH(digmsg∥digcmt∥salt)

chall1 ← CSPRNG(digchall1 )

If chall2[i] = 0 : If chall2[i] = 1 :

v[i]← g
v[i] cmt1[i]← HASH(seed[i]∥salt)

y
′[i]← v[i]⊙ y[i] e

′[i],u′[i]← CSPRNG(seed[i]∥salt)

s
′[i]← y

′[i]H⊤ − chall1[i]s e
′[i]← g

e[i]

cmt0[i]← HASH(s
′[i]∥v[i]∥salt) y[i]← u

′[i] + chall1[i]e′[i]

→ less potential for parallelizing, but faster in general
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Evaluation Methodology
■ Target: AMD Artix-7 (xc7a200tfbg484-3)
→ Vivado 2023.1 for synthesis and PnR

■ Verilator and cocotb for simulation
→ integrated C reference implementation for testing

■ Area measured in equivalent Slices (eSlice)
□ combines area of LUTs, FFs, DSPs, BRAMs
□ evaluates LUTs and FFs from out-of-context synthesis of DSP/BRAM
→ DSP: 538 LUTs and 232 FFs
→ SDP BRAM: 848 LUTs and 548 FFs
→ max(⌈(#LUTS)/4⌉, ⌈(#FFS)/8⌉)

Disclaimer

Results shown differ from pa-
per due to work-in-progress
improvements. Eprint will be
updated!
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Performance and Area Results

Security Param. Resources Freq. KEYGEN SIGN VERIFY
level LUT FF BRAM DSP KeSlice MHz ms AT ms AT ms AT

1

RSDP-1-f 25805 11525 44.5 0 15.8 125 0.033 0.529 0.502 7.97 0.438 6.95
RSDP-1-b 26524 11654 57.0 0 18.7 117 0.036 0.666 0.902 16.8 0.731 13.6
RSDP-1-s 26947 11744 111.0 0 30.2 105 0.040 1.20 2.01 61.0 1.57 47.7

RSDPG-1-f 27456 11706 28.5 0 12.9 117 0.009 0.114 0.352 4.54 0.316 4.08
RSDPG-1-b 28026 11879 37.0 0 14.8 126 0.008 0.122 0.643 9.55 0.495 7.34
RSDPG-1-s 28620 12210 63.0 0 20.5 105 0.010 0.202 1.54 31.6 1.14 23.4

3

RSDP-3-f 28196 13569 96.5 0 27.5 111 0.079 2.18 1.15 31.8 1.06 29.3
RSDP-3-b 29019 13780 121.0 0 32.9 119 0.074 2.44 1.74 57.4 1.46 48.1
RSDP-3-s 29067 13872 147.5 0 38.5 119 0.074 2.85 2.61 100 2.11 81.5

RSDPG-3-f 31167 13265 43.5 0 17.0 125 0.016 0.266 0.628 10.6 0.596 10.1
RSDPG-3-b 32031 13482 68.0 0 22.4 120 0.016 0.365 0.880 19.7 0.753 16.8
RSDPG-3-s 31512 13769 122.5 0 33.8 116 0.017 0.570 1.71 57.9 1.36 46.2

5

RSDP-5-f 31323 15270 150.5 0 39.7 108 0.145 5.76 1.95 77.5 1.89 75.1
RSDP-5-b 32286 15431 201.5 0 50.7 111 0.141 7.16 2.98 151 2.62 133
RSDP-5-s 33922 15568 279.5 0 67.7 99 0.158 10.7 5.35 362 4.54 308

RSDPG-5-f 35183 15338 91.5 0 28.1 119 0.027 0.761 1.13 32.1 1.08 30.4
RSDPG-5-b 35223 15494 122.5 0 34.7 115 0.028 0.972 1.54 53.6 1.29 44.9
RSDPG-5-s 35392 15821 182.5 0 47.5 114 0.028 1.34 2.74 130 2.13 101

■ Keccak: unrolled 2 rounds per cc; Mat-vec-mul: 1 vector entry multiplied by 1 matrix row per cc
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Comparison with AVX2-optimized SW – Security Level 1

Clock cycles (×103)

Sign Verify Freq.

This
RSDP-1-f 62.7 54.7 125MHz
RSDP-1-b 105 85.5 117MHz
RSDP-1-s 212 166 105MHz

[Bal+25]
RSDP-1-f 1366 781 3.6GHz
RSDP-1-b 2361 1539 3.6GHz
RSDP-1-s 4783 3290 3.6GHz

This
RSDPG-1-f 41.2 37.0 125MHz
RSDPG-1-b 81.1 62.3 117MHz
RSDPG-1-s 162 120 105MHz

[Bal+25]
RSDPG-1-f 744 482 3.6GHz
RSDPG-1-b 1452 989 3.6GHz
RSDPG-1-s 2849 1995 3.6GHz

Latency in ms

Sign Verify Freq.

This
RSDP-1-f 0.502 0.438 125MHz
RSDP-1-b 0.902 0.731 117MHz
RSDP-1-s 2.01 1.57 105MHz

[Bal+25]
RSDP-1-f 0.379 0.217 3.6GHz
RSDP-1-b 0.656 0.428 3.6GHz
RSDP-1-s 1.33 0.914 3.6GHz

This
RSDPG-1-f 0.352 0.316 117MHz
RSDPG-1-b 0.643 0.495 126MHz
RSDPG-1-s 1.54 1.14 105MHz

[Bal+25]
RSDPG-1-f 0.207 0.134 3.6GHz
RSDPG-1-b 0.403 0.275 3.6GHz
RSDPG-1-s 0.791 0.554 3.6GHz
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Comparison with SoA – Security Level 1 or 2
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This work [Bec+23]
[Hir+24] [Des+24]
[Des+25b] [Ni+25]
[BNG24] [LSG21]
[Zha+22] [Wu+24]
[Li+24] [Ami+20]
[Des+25a] [Ouy+25]

→ Competitive w.r.t. implementations of other on-ramp schemes

→ AT figures (dotted lines) between Dilithium and SPHINCS+, better than Falcon
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Conclusion and Outlook
■ Competitive implementation of CROSS
→ parallel sampling, pipelining and parallel scheduling, vectorization, unrolling

■ All parameter sets fit on Artix-7 despite large memory requirements

■ Further numbers for other security levels, design-space explorations etc. in the paper

■ New results upcoming:
□ parallelize sampling of multiple Fz or Fp elements
→ ≈ 10% cc reduction for signing (R-SDP)
→ up to ≈ 23% cc reduction for verification (R-SDP)

eprint
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