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Motivation T|_|T|

Goal:
1. Spec compliant HW implementation of CROSS [Bal+25] (18 params, compile time)

2. Focus on efficiency w.r.t. Area-Time (AT) product
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Motivation T|_|T|

Goal:
1. Spec compliant HW implementation of CROSS [Bal+25] (18 params, compile time)

2. Focus on efficiency w.r.t. Area-Time (AT) product

Challenges:
1. Simple operations within CROSS (actually a good thing)

— prioritzing low execution time over area not always rewarding in terms of AT product

2. Control-flow (scheduling, data movement etc.) plays an increasing role
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CROSS in a Nutshell

B Fiat-Shamir transform applied to
Zero-Knowledge protocol

[] 5-pass protocol
[] t parallel repetitions

B Hard problem: variant of Syndrome
Decoding Problem

— Two finite fields IF,, and F,
— (2, p) = (7, 127) for R-RSDP
— (z, p) = (127, 509) for R-RSDP(G)

Restricted-SDP (R-SDP)

5= EHT, se IF.;)nflc)7 He Fénfk)xn
ecE", E={¢"|ie{l,...,z}}
g € F; of prime order z

R-SDP w/ subgroup G (R-SDP(G))

s=eH', seF" " Hery ™
G= {*y;la? |7 € Fz} for a; € E"
e€ G, g €T} of prime order z

€
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CROSS in a Nutshell TUm

i i - CROSS t
B Fiat-Shamir transform applied to

Zero-Knowledge protocol
[] 5-pass protocol

Version and Optim.
Security Level ~ Corner

P z n k. m ‘ t w

fast 127 7 127 76 - | 157 82

Ot para”e| repetitions R-SDP 1 balanced | 127 7 127 76 — | 256 215

small 127 7 127 76— | 520 488

fast 127 7 187 111 - | 239 125

R-SDP 3 balanced | 127 7 187 111 - | 384 321

. small 127 7 187 111 - | 580 527

B Hard problem: variant of Syndrome D R RN
i R-SDP 5 balanced | 127 7 251 150 - | 512 427
DeCOdIng PrOblem small 127 7 251 150 - | 832 762

fast 509 127 55 36 25 | 147 76
R-SDP(G) 1 balanced | 509 127 55 36 25 | 256 220

— Two finite fields ]Fp and F, small | 509 127 55 36 25 |512 484
fast | 509 127 79 48 40 | 224 119

— (Z’ p) = (7, 127) for R-RSDP R-SDP(G) 3  balanced | 509 127 79 48 40 | 268 196

small | 500 127 79 48 40 | 512 463

— (2, p) = (127, 509) for R-RSDP(G) fast | 509 127 106 69 48 | 300 153

R-SDP(G) 5  balanced | 509 127 106 69 48 | 356 258
small 509 127 106 69 48 | 642 575
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Signature Generation: costly operations Tm

Committment computation

B Sampling 2 vectors from 1 seed €'[i], w'[i]«~CSPRNG(seed[i]||salt, F7 xF}})
B Matrix-vector multiplication(s) s'[i] — u[i]HT

B 2 Hash computations cmto[i] + HAsH(s'[i]||]d]||salt),

—s in each oft rounds cmt [i] < HAsH(seed[é]||salt)
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Signature Generation: costly operations Tm

Committment computation

B Sampling 2 vectors from 1 seed €'[i], w'[i]«~CSPRNG(seed[i]||salt, F7 xF}})
B Matrix-vector multiplication(s) 8'[i] < ul[i) HT

B 2 Hash computations cmto[i] + HAsH(s'[i]||]d]||salt),
—s in each of t rounds cmt [i] < HAsH(seed[é]||salt)

Other things

B First response (t times) y[i] + '[3] + chally[i]e’[i]

B Seed- and Merkle tree

— t — 1 SHAKE calls each
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Signature Generation and Verification

Algorithm 2 CROSS.SIGN

seeds € {0, 1}, msg € {0,1}"
salt € {0,1}?*, d)gcm € (n \)“ d)gcmnl € (n 1}?*  path, proof, usp)

n CROSS.KEYGEN)

2 seed & {0,1}%;  salt & {0,1}>
3 (soedl0] ... seedlt — 1) « SuDLuaves(seed, sal)
Liforic0tot—1do

Conm

u[h]] < vioul
Sl ufiH T

" eavali] < Tias

- 14+4(s'[i][[ V]3] ||salt)

ot S [z]Hsalc)
8oy diBene; TrREEROOT(cuto[0]] - . - [[emtoft — 11), Hasto (cut: [0]]] . . . [lemts [t — 1])
13: digg,  HASHO (d1guney 9180, )

> Computing the first challenge
i,  Hastig(msg)
g,  Hasto(dig,,dig.., [[salt)
16: chally ¢ CSPRNGse 1 (diga,, (F3)%)
& Computing the first response
ylil  u'[i] + chall; [ile’[i] > Computing the second challenge
18 a1, < HASUO(Y(O]] - [ly[t = 1]||digenay, )
hally « CSPRNGa:(digapa, s Be.w)
© Computing the second response

roof + TREEPROOF(cntol0]]|. .. [|cato[t — 1], challa)
ath < SEEDPATH(seed, salt, chally)

i for i 0tot—1do
5. if ch:

§ resplilo + (v[i], v[i))

zosplily - antali]
: return sig = (salt,dig.,,, digaay,  Path, proot, resp)
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Algorithm 3 CROSS.VERIFY

Require: pk = (seedy € {0,1}** ;s € Fj~%). msg € {0.1}".
sig = (salt € {0,1}? ,dig,,, € {0,1}?*,dig,,, € {0,1}**, path, proot, resp)

Ensure: valid € {true, false}

VT CSPRNGay 1z

v

HEWTT

: dig,,,,  Hastg(msg)

gy, ¢ HASHo (dig, |dig,,, [salt)
chally ¢ CSPRNGar 1 (digaay, . (F;))
chally ¢ CSPRNGy: (418, e )

Suew

: (seed[i]): knu;” 1 + REBUILDLEAVES(path, challz, salt)
: for i + 0 to do

7
3
9: | if cha]]z[
0:

1 then

i],u'[i] - CSPRN;

14s(seed[i] [salt,

emtoi] - HASHz, 14 (5' [{][¥]1] [}salt)

& Cheek the di
: dig,, . dig,,, < RECOMPUTEROOT(cato, proof, challs), Hastig(caty[0]]] . .. [[emty[t — 1])

: digly, digh,  HASHO(dig.p, 1diga., ) HasH (Y (O]l - Iy[t = 1] digan, )

if dig,,, # digl, V digu.n, # digh.n, then

: | return valid = false
: return valid = true




Signature Generation and Verification

2
3:
40

Algorithm 2 CROSS.S

2
+ digenry: dige,  TREEROO
 diga, — HASHO(diga, die,

T: for i 0tot—1do
: digoay, — Hastio(y[0]] ... |
: chall, + CSPRNGy, (dig,,,)

: proof + TREEPROOF(cnto|0]
: path < SEEDPATH(seed, salt
do

: sk = seedsy € {0, 1}
salt € (0,1} |

seed & (0,1} sa1t &
(seed(0], ..., seedlt — 1]) « §
for i+ 0tot— 1do

o5  Hastig(msg)
11y HasHo (dig,,ldi]
+ CSPRNG3, _; (dig]

e'fi] « g° [
yli] « u'[i] + chall,[i]e]]

resplili « cmt1[i]

Operation | Keygen Sign Verify
CSPRNG(+) v v v/
Hash(-) X v v

mul mat-vec F, (RSDP(G)) | v (5) v/ (5) v/ (11, 16)
mul mat-vec IFp, 7 (7) 7 (9) v/ (19)
mul vec-vec F), X v/ (8,19) v (18)
exponentiation v/ (6) v/ (7,18) v (12,17)
sub vec-vec F, X v/ (5, 6) X

sub vec-vec I, X X 7 (19)
add vec-vec F), X v (19) v (13)
Tree operations | x V4 v
Compression v 4 v
Decompression X X v

— Unified design for keygen, sign, verify

resp)

edi][salt, F

: return sig = (salt,dig,,,
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Outline

Design Rationale, Architecture, Scheduling
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5

Design Rationale and Architecture

ng msg_sk_pk
|

B Point-to-point connections, pipelining
[ overlap generation and processing of data —
O prevent unnecessary memory accesses

>_top.

prsemeg_bey

cross_toj

Adapter

MEMO

0y 0

Interconnect

Adapter

020: 0o I5IsIIy
Arithmetic Unit

B Parallelization, unrolling
[ unroll keccak
[ vectorization of arithmetics Adapter
[] parallel sampling and hashing (or seed expansions)

Adapter

MEM1

Campress}>{|

I

0; 00 I; To
Tree Unit
FIFO chall,

B Parallel scheduling
[J hide data- and resource independent operations

SIGMEM

SM
sig_in sig_out

1 hide memory access latencies — )

op

n match
axis_compare I
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Arithmetic Unit
N

B Two domains for F, and FF,, separated by e = ¢°, € € F? (R-SDP), e € F},

B Local memories for public variables / intermediates required later

B Operations vectorized to word width (exclusion mat-vec mult)

B Shift-and-add reduction for Mersenne primes z = 7, z = 127 and p = 127, Crandall
reduction for p = 509
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Arithmetic Unit

°p |

CTRLFSM

Is

B Two domains for F, and F,, separated by e = ¢°,
B Local memories for public variables / intermediate
B Operations vectorized to word width (exclusion m¢

B Shift-and-add reduction for Mersenne primes z =
reduction for p = 509

!

[
i

vli] < g
[i] + v[i] © u'[i]
[

s'[i] « u[i)H"
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Sample Unit

B Contains SHAKE module, rejection samplers (F,,
IF,), Fisher-Yates shuffling module

B Separation of squeezing SHAKE and sampling
— prevents blocking SHAKE while sampling

B Leverages parallelism, e.g.
[J sample from both IF, and IF,,
[l sample public matrix and expand seed tree
0 sample chall,; while processing single entries

queezing | sampling
i en_chall;

Hash(), CSPRNG()

log 2

chally

sample_unit

€'[i],u'[i] « CSPRNG(seed[s]||salt, F] X[} )

squeeze _ [ MO, ) TFIFO, )

sample €'[i] [ sample_{z active -
sample u/[i] (sample pacive

— in R-SDP w/[4] is free (performance-wise)!
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Signing schedule (R-SDP) TUTI

challenge-response phase 2
I G ey s S O e e W S G |

Init phase t commmitment loop iterations  challenge-response phase 1

(seede, seed,y) + (seedy) €'[i],u/[i] + CSPRNG(seed][:]||salt) chally + CSPRNG(digchal1, )
VT « CSPRNG(seed,,) o[i] + e —€'[i] For i in 0 to ¢t —1:
& « CSPRNG(seed,) o[i] « g°l &'[i] « = 1!
(seed[0],...) < SEEDLEAVES(...) uli] « v[i] © u[i] yli] < u'[d] + chally[i]e’[4]
s'[i] «— u[i]H digena11, < HASH(y([O]]l - . . |digehal1, )
emtg[i] < HasH(s'[4]||5[4]||salt)
cmt; [¢] «— HAsH(seed[:]||salt)
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Verification schedule (R-SDP) TUTI

S =0 =5, ) o= rep, | Fesunotenves ) NGEGRE (gon 417 Yo iy )
%/—/
%/—/
4_ t committment loop iterations

( chally « CSPRNG(digchai1,) f chally « CSPRNG(digchar1, )
v’ « CSPRNG (seedy) If challai] =0: If challpfi] =1:
digpeg < HASH(msg) v[i] « g°l1] cmt; [i] + HAsH(seed[d]||salt)
digcha11, ¢ HASH(digmsglldigene [[salt) y'[i] + v[i] © yli] €'[i],u’[i] + CSPRNG(seed[]||salt)
s'[i] « y'[i]H " — chall,[i]s e'[i] « g°l
cmtg [i] < HasH(s'[4]||D[4]||salt) yli] < w'[i] + chally [i]e’[4]

\

— less potential for parallelizing, but faster in general
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Evaluation Methodology and Results
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Evaluation Methodology

B Target: AMD Artix-7 (xc7a200tfbg484-3)
— Vivado 2023.1 for synthesis and PnR

B Verilator and cocotb for simulation
— integrated C reference implementation for testing

B Area measured in equivalent Slices (eSlice)

combines area of LUTs, FFs, DSPs, BRAMs

evaluates LUTs and FFs from out-of-context synthesis of DSP/BRAM
DSP: 538 LUTs and 232 FFs

SDP BRAM: 848 LUTs and 548 FFs

max([(#LUTs)/4], [(#FFs)/8])

L L1l oo
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Evaluation Methodology

B Target: AMD Artix-7 (xc7a200tfbg484-3)
— Vivado 2023.1 for synthesis and PnR

Results shown differ from pa-

per due to work-in-progress

B Verilator and cocotb for simulation improvements. Eprint will be
— integrated C reference implementation for testing updated!

B Area measured in equivalent Slices (eSlice)

combines area of LUTs, FFs, DSPs, BRAMs

evaluates LUTs and FFs from out-of-context synthesis of DSP/BRAM
DSP: 538 LUTs and 232 FFs

SDP BRAM: 848 LUTs and 548 FFs

max([(#LUTs)/4], [(#FFs)/8])

L L1l oo

Patrick Karl | High-Performance FPGA Accelerator for CROSS | Sixth PQC Standardization Conference 11


https://eprint.iacr.org/2025/1161

Performance and Area Results

\

Security Param Resources Freq. KEYGEN SIGN VERIFY

level ) LuT FF BRAM DSP KeSlice MHz ms AT ms AT ms AT
RSDP-1-f | 25805 11525 44.5 0 15.8 125 | 0.033 0.529 | 0.502 7.97 | 0.438 6.95
RSDP-1-b | 26524 11654 57.0 0 18.7 117 | 0.036 0.666 | 0.902 16.8 | 0.731 13.6

1 RSDP-1-s | 26947 11744 111.0 O 30.2 105 | 0.040 1.20 | 2.01 61.0| 1.57 47.7
RSDPG-1-f | 27456 11706 28.5 0 12.9 117 | 0.009 0.114 | 0.352 4.54 | 0.316 4.08
RSDPG-1-b | 28026 11879 37.0 0 14.8 126 | 0.008 0.122 | 0.643 9.55|0.495 7.34
RSDPG-1-s | 28620 12210 63.0 0 20.5 105 [ 0.010 0.202 | 1.54 31.6| 1.14 23.4
RSDP-3-f | 28196 13569 96.5 0 27.5 111 | 0.079 2.18 1.15 31.8 | 1.06 29.3
RSDP-3-b 29019 13780 121.0 0 32.9 119 | 0.074 2.44 1.74 57.4| 1.46 48.1

3 RSDP-3-s | 29067 13872 147.5 0 38.5 119 | 0.074 2.85 | 2.61 100 | 2.11 81.5
RSDPG-3-f | 31167 13265 43.5 0 17.0 125 [ 0.016 0.266 | 0.628 10.6 | 0.596 10.1
RSDPG-3-b | 32031 13482 68.0 0 22.4 120 | 0.016 0.365|0.880 19.7|0.753 16.8
RSDPG-3-s | 31512 13769 122.5 0 33.8 116 [ 0.017 0.570 | 1.71 57.9| 1.36 46.2
RSDP-5-f | 31323 15270 150.5 O 39.7 108 | 0.145 5.76 1.95 77.5| 1.89 75.1
RSDP-5-b 32286 15431 201.5 0 50.7 111 [ 0.141 7.16 2.98 151 2.62 133

5 RSDP-5-s | 33922 15568 279.5 0 67.7 99 ]0.158 10.7 | 5.35 362 | 4.54 308
RSDPG-5-f | 35183 15338 91.5 0 28.1 119 | 0.027 0.761| 1.13 32.1| 1.08 30.4
RSDPG-5-b | 35223 15494 122.5 0 34.7 115 | 0.028 0.972 | 1.54 53.6 | 1.29 44.9
RSDPG-5-s | 35392 15821 182.5 0 47.5 114 | 0.028 1.34 2.74 130 | 2.13 101

B Keccak: unrolled 2 rounds per cc; Mat-vec-mul: 1 vector entry multiplied by 1 matrix row per cc
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Comparison with AVX2-optimized SW - Security Level 1 TUTI

Clock cycles (x10?)

Sign Verify Freq. Sign Verify Freq.

RSDP-1-f 62.7 54.7 125MHz RSDP-1-f 0.502 0.438 125MHz

This RSDP-1-b 105 855 117MHz This RSDP-1-b 0.902 0.731 117MHz
RSDP-1-s 212 166 105MHz RSDP-1-s  2.01 1.57 105MHz
RSDP-1-f 1366 781 3.6GHz RSDP-1-f 0.379 0.217 3.6GHz
[Bal+25] RSDP-1-b 2361 1539 3.6GHz [Bal+25] RSDP-1-b 0.656 0.428 3.6GHz
RSDP-1-s 4783 3290 3.6GHz RSDP-1-s 1.33 0.914 3.6GHz
RSDPG-1-f 41.2 37.0 125MHz RSDPG-1-f 0.352 0.316 117MHz

This RSDPG-1-b 81.1 62.3 117MHz This  RSDPG-1-b 0.643 0.495 126MHz
RSDPG-1-s 162 120 105MHz RSDPG-1-s 1.54 1.14 105MHz
RSDPG-1-f 744 482 3.6GHz RSDPG-1-f 0.207 0.134 3.6GHz
[Bal+25] RSDPG-1-b 1452 989 3.6GHz [Bal+25] RSDPG-1-b 0.403 0.275 3.6GHz
RSDPG-1-s 2849 1995 3.6GHz RSDPG-1-s 0.791 0.554 3.6GHz
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Comparison with AVX2-optimized SW - Security Level 1

Clock cycles (x103)

Sign Verify Freq.

RSDP-1-f 62.7 54.7 125MHz
This RSDP-1-b 105 85.5 117MHz
RSDP-1-s 212 166 105MHz

Sign Verify Freq.

RSDP-1-f 0.502 0.438 125MHz
This RSDP-1-b 0.902 0.731 117MHz
RSDP-1-s 2.01 1.57 105MHz

compared to AVX2 [Bal+25]:
x 18 — 22 | cc for signing
x13 — 20 | cc for verification

compared to AVX2 [Bal+25]
x1.3 — 1.9 1 ms for signing
x 1.7 — 2.36 1 ms for verification

RSDPG-1-s 162 120 105MHz

RSDPG-1-f 744 482 3.6GHz
[Bal+25] RSDPG-1-b 1452 989 3.6GHz
RSDPG-1-s 2849 1995 3.6GHz

RSDPG-1-5 1.54 T1.14 TUDMHAZ

RSDPG-1-f 0.207 0.134 3.6GHz
[Bal+25] RSDPG-1-b 0.403 0.275 3.6GHz
RSDPG-1-s 0.791 0.554 3.6GHz
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Comparison with SoA — Security Level 1 or 2

" MEDS-9923-hp R [JMEDS-9923-hp
Sign DMEDs—uzzo—hpD Verify MEDS-13220-hp[]
5 itH-L1- VAN SDitH-L1-GF251.A
63.1 FaLdoros 12 SDitH-L1-GF251 i
_ SDitH-L1-GF256: .
39.8 ”Am*l(f)myo,l(e) A [IMEDS=9923-b ”"YO*I“) MAYO-I(e) SDitH-L1-GF256 AIMEDS=9923=
MEDS-13220-b MEDS-13220-b
_ @RSDP-1- s H ss L1-b ®RSDP-1-5 o LESS-L1-b
8 251 12500 LESSLI=S 00
o @Dilithiun-I1 JRSDPG-1-5 LESS-L1-3 @Dilithiun-T1 @pspro-1-s LESS L1-1
e et 1 fQ/RSD) Lithi O SPHING o
= : Dilit 11 Dilitl 11
3 B8 i ﬁm]nlém S § SPHINCS+-1285 & SPHINCS+-128s Dilithim 116 & @ﬂ%ﬁb&n‘ =) .
Z i1ithium-RSDPG-I-f GRSDPG-1-b SPHINCS+— 1[2]3? Mhiun-1T @ RSDPG-1+f @ This work ¢ [Bec+23]
10| CObpilithiwm-1l ORaccoon-128 Diljthive®s J‘ ORaccoon-128 A [Hir+24] 4 [Des+24]
[[Des+25b] O [Ni+25]
®[BNG24] ®[LSG21]
6.31 OlzZha+22] §[Wu+24]
SPHINCS+-128£ OlLi+24] < [Ami+20]
3.08 SPHINCS+-128f <P SPHINCS+-128s & SPHINCS+-128s <P > < [Des+25a] M [Ouy+25]
0.1 1 10 100 0.01 0.1 1

TUTI

Latency (ms)

Latency (ms)

— Competitive w.r.t. implementations of other on-ramp schemes
— AT figures (dotted lines) between Dilithium and SPHINCS+, better than Falcon
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Outline

Conclusion
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Conclusion and Outlook T|.|T|

B Competitive implementation of CROSS
— parallel sampling, pipelining and parallel scheduling, vectorization, unrolling

B All parameter sets fit on Artix-7 despite large memory requirements

B Further numbers for other security levels, design-space explorations etc. in the paper

B New results upcoming:
[ parallelize sampling of multiple ¥, or I, elements
— & 10% cc reduction for signing (R-SDP)
— up to =~ 23% cc reduction for verification (R-SDP)

eprint
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