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CONSIDERATIONS FOR ACHIEVING CRYPTO AGILITY

NIST Cybersecurity White Paper 39: Considerations for Achieving Cryptographic 
Agility: Strategies and Practices (2nd Public Draft) 

Cryptographic (crypto) agility describes the capabilities needed to replace and adapt  
cryptographic algorithms for protocols, applications, software, hardware, and infrastructures 
without interrupting the flow of a running system in order to achieve resiliency.

Public Comment Period Ended August 15, 2025

2025 April Online Workshop after 1st draft - https://csrc.nist.gov/events/2025/crypto-agility-
workshop - session videos posted (worth a watch)

Updated CSWP Draft to be published this fall.

https://csrc.nist.gov/pubs/cswp/39/considerations-for-achieving-cryptographic-agility/ipd
https://csrc.nist.gov/pubs/cswp/39/considerations-for-achieving-cryptographic-agility/ipd
https://csrc.nist.gov/events/2025/crypto-agility-workshop
https://csrc.nist.gov/events/2025/crypto-agility-workshop
https://csrc.nist.gov/events/2025/crypto-agility-workshop


Initial Discussions and 
Presentations from NIST 
NCCoE PQC Migration 
Project Collaborators from 
over 40 different 
organizations

April 2024

Draft Outline of a White 
Paper Informed by 
Discussion with 
Collaborators

June 2024

One-on-One Discussion 
with Various Collaborators 
on Specific Topics (e.g, 
Hardware)

August 2024

Published CSWP 39  
Considerations for 
Achieving Cryptographic 
Agility: Strategies and 
Practices Initial Draft 
Informed by All Previous 
Discussions for Public 
Comment

March 2025

NIST Workshop on Crypto 
Agility with Presentations 
and Panels from 32 
different organizations

April 2025

Published CSWP 39 Second 
Draft Informed by the 
Workshop Discussions and 
Written Feedback for 
Another Round of Public 
Comment 

July 2025

Will Publish Final Version of 
CSWP 39 Informed by 
Comments Received for 
the Second Draft

Fall 2025

Crypto Agility Paper Timeline



CSWP 39 Considerations for Achieving Cryptographic Agility: 
Strategies and Practices

• Provide in-depth survey of current approaches for achieving 
crypto agility and discusses their challenges and trade-offs 

• Present crypto agility considerations in technical detail and 
may be of interest to protocol designers, implementers, 
operators, IT and cybersecurity architects, software and 
standards developers, and hardware designers

• Examine strategic planning for crypto agility, which should be 
beneficial for organizational risk management, governance, 
and policy professionals

• Assist with development of a comprehensive strategic and 
tactical plan that integrates crypto agility into the 
organization’s overall risk management framework, ensuring 
that employees, business partners, and technology suppliers 
involved in cryptographic design, implementation, acquisition, 
deployment, and use consider and adopt these practices



CSWP 39 Considerations for Achieving Cryptographic Agility: 
Strategies and Practices



Crypto Agility References

• NIST CSWP 39 (Initial Draft) Considerations for Achieving Cryptographic Agility: Strategies and Practices 
https://csrc.nist.gov/pubs/cswp/39/considerations-for-achieving-cryptographic-agility/ipd

• NIST CSWP 39 (2nd Public Draft) Considerations for Achieving Cryptographic Agility: Strategies and Practices
https://csrc.nist.gov/pubs/cswp/39/considerations-for-achieving-cryptographic-agility/2pd

• Crypto Agility Workshop
https://csrc.nist.gov/Events/2025/crypto-agility-workshop

• NIST NCCoE PQC Migration Project
https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms

https://csrc.nist.gov/pubs/cswp/39/considerations-for-achieving-cryptographic-agility/ipd
https://csrc.nist.gov/pubs/cswp/39/considerations-for-achieving-cryptographic-agility/2pd
https://csrc.nist.gov/Events/2025/crypto-agility-workshop
https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms


Post Quantum Cryptography Milestones and Timeline

2016 Criteria and 
requirements and 
call for proposals

2017  Received 82 
submissions and 
announced 69 1st 
round candidates

2018 The 1st NIST 
PQC standardization 
Conference

2019  Announced 26 2nd 
round candidates. The 2nd 
NIST PQC Standardization 
Conference

2020   Announced 3rd round 
7 finalists and 8 alternate 
candidate

2021 The 3rd NIST PQC 
Standardization 
Conference 
 

2022  Announced the 3rd 
round selection and the 4th 
round candidates, the 4th 
NIST PQC conference

2023 Released draft 
standards for public 
comments 

2022 Called for 
additional 
signatures

2023 Received 50 signature 
submissions and 40 of them 
were selected as the first- 
round candidates

2024 5th NIST PQC 
standardization conference

2024 Published the 1st 
three PQC standards 
(Aug) 

2022 Kickoff with 
14 CRADA 
Collaborators 
(July) 

2023 Published initial public 
drafts for discovery and 
interoperability/performance 
workstreams (Dec)

2025 Demonstrating how to use 
inventory for prioritization 
decisions, expanding 
interoperability and performance 
testing (>50 CRADA Collaborators – 
Sep)

2021 NCCoE begins 
Migration to Post-
Quantum 
Cryptography Project 
calling for 
collaborators (Oct)

2024 14 Candidates 
to Advance to the 
Second Round of the 
Additional Digital 
Signatures for the 
PQC  Standardization 
Process (Oct)

2025 4th Round Status 
Report - selected HQC 
for key-establishment 
standardization (Mar)

2024 Transition to 
Post-Quantum
Cryptography 
Standards (Nov)



NIST Post-Quantum Cryptography Standards

• NIST Standards – Federal Information Processing Standards (FIPS) for PQC
• FIPS 203, Module-Lattice-Based Key-Encapsulation Mechanism Standard (ML-KEM) (Approved August 2024) 
• FIPS 204, Module-Lattice-Based Digital Signature Standard (ML-DSA) (Approved August 2024)
• FIPS 205, Stateless Hash-Based Digital Signature Standard (SLH-DSA) (Approved August 2024)
• Fourth PQC Standard, FIPS 206, FFT over NTRU-Lattice-Based Digital Signature Algorithm (draft expected soon)

• Ongoing public evaluation of additional algorithms continues 
• Key Encapsulation Mechanisms:  HQC (non-lattice, code-based) KEM selected for standardization to complement ML-

KEM announced March 11, 2025
• Digital Signature Algorithms:  14 2nd round candidates announced October 24, 2024 

• International/Industry Standards
• ISO/IEC: ML-KEM including in SC27 WG2 standard under development with other PQC KEMs
• IETF: Critical network protocols, including TLS and IPSec, being revised to support NIST PQC algorithms
• 3GPP: Cellular Technology Specifications including 5G and 6G being defined to support PQC algorithms
• EU: Coordinating through TTC and with individual EU member state IT security authorities 

• NIST to provide transition guidelines for the PQC standards
• National Security Memorandum (NSM) 10: “within 90 days of the PQC standards, NIST shall release a proposed timeline 

for the deprecation of quantum-vulnerable cryptography in standards”
• NCCoE Migration to PQC project to accelerate adoption of quantum-resistant algorithms

https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms


The NCCoE – Migration to PQC project -
An applied Research Project

• Complement NIST PQC standardization effort 

• Support US Government PQC initiatives (White House NSM-10, Memo M-23-02, 
June 2025 Cybersecurity Executive Order)

• Tackle challenges with adoption, implementation, and deployment of PQC

• Engage with the community including industry collaborators and across 
government to bring awareness and education to the issues involved in migrating 
to post-quantum algorithms

• Coordinate with standard developing organizations and government and industry 
sectors community to develop guidance to accelerate the migration

• Leverage automated tools to discover use of quantum vulnerable 
cryptography within an organization in hardware, firmware, software, 
protocols, and services and use a risk-based approach to prioritize their 
replacement

• Perform interoperability and performance demonstrations across different 
technology and protocols to include TLS, QUIC, SSH, code signing, public key 
certificates, hardware security modules, etc. 



Migration to PQC Project Collaborators

• Amazon Web Services, Inc.

• ATIS

• AvinyaSQ

• Cisco Systems, Inc.

• Cloudflare, Inc.

• Comcast

• Crypto4A Technologies, Inc.

• CryptoNext Security

• Cyberzero

• US Gov’t: Cybersecurity and 
Infrastructure Security Agency

• Data-Warehouse GbmH

• Dell Technologies

• DigiCert

• Entrust

• GDIT

• Google

• HP, Inc.

• HSBC

• Qinvicta

• SafeLogic, Inc.

• Samsung SDS Co., Ltd.

• SandboxAQ

• Santander

• SEALSQ

• Siemens

• SSH Communications Security 
Corp

• SWIFT

• Thales DIS CPL USA, Inc.

• Thales Trusted Cyber 
Technologies

• Tychon

• U.S. Army DEVCOM C5ISR Ctr

• Utimaco

• Verizon

• Wells Fargo

• wolfSSL

• IDEMIA Secure Transactions

• IBM

• Information Security Corporation

• InfoSec Global

• ISARA Corporation

• JPMorgan Chase Bank, N.A.

• Keyfactor

• Kudelski IoT

• M&T Bank

• Microsoft

• US Gov’t: NSA

• NTT Data

• NXP Semiconductors

• Palo Alto Networks

• Post-Quantum

• PQSecure

• PQShield

• QuantumXChange



DRAFT NIST SPECIAL PUBLICATION 1800-38

Initial Public Draft NIST SP 1800-38B (Dec 2023)
Quantum Readiness: Cryptographic Discovery

• Demonstration of collaborator cryptographic discovery and 
inventory tools

Initial Public Draft NIST SP 1800-38C (Dec 2023)
Quantum Readiness: Testing Draft and Final Standards for 
Interoperability and Performance

• Explore interoperability issues in a controlled, non-production 
environment

• Reduction of time spent by individual organizations performing 
similar interoperability testing for their own PQC migration 
efforts

Frequently Asked Questions (July 2025)
• https://pages.nist.gov/nccoe-migration-post-quantum-

cryptography/FAQ/index.html



WORKSTREAMS -

• Interop Demonstrations with PQC 

standards 

• Internet Communication Protocols, HSMs

• Public Key Infrastructures
• Smart Card- chip-based payment 

cards/chip-based payment cards…

Data centric risk management to prioritize mitigation and migration with crypto agility

+



Migration to Post-Quantum Cryptography
 Discovery Workstream

• Exploring the use of discovery tools to detect and report the 
presence and use of quantum vulnerable (and quantum 
resistant) cryptography in systems and services

• Use of output from the tools to inform risk analysis for 
prioritizing actions to implement quantum-resistant 
cryptography



DATA CENTRIC CRYPTO
RISK MANAGEMENT APPROACH



MIGRATION TO PQC
CAPABILITIES MAPPED TO CSF AND 800-53

NIST Cybersecurity White Paper 48:  Mappings of Migration to PQC Project 

Capabilities to NIST Cybersecurity Framework 2.0 and to Security and Privacy 
Controls for Information Systems and Organizations (Initial Public Draft) 

This paper identifies the supported and dependent characteristics of capabilities functions 
that are part of the Migration to Post-Quantum Cryptography project at NIST’s National 
Cybersecurity Center of Excellence and maps those functions to elements of both the NIST
Cybersecurity Framework 2.0 and Special Publication 800-53 Revision 5.

Public Comment Period Ends October 20, 2025

https://csrc.nist.gov/pubs/cswp/48/mapping-migration-to-pqc-project-capabilities-to-r/ipd

https://doi.org/10.6028/NIST.CSWP.48.ipd


• NCCoE Migration to PQC Project website
• https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-

algorithms

• NCCoE Migration to PQC Project Community of Interest (COI)
• Request to Join Email: applied-crypto-pqc@nist.gov

• Email for NCCoE Migration to PQC project team
• applied-crypto-pqc@nist.gov 

• NIST Post-Quantum Cryptography
• https://csrc.nist.gov/Projects/post-quantum-cryptography 

• Post-Quantum Cryptography Technical Inquiries
• pqc-comments@nist.gov 

NIST AND NCCOE URLS AND EMAILS

https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms
https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms
mailto:applied-crypto-pqc@nist.gov
mailto:applied-crypto-pqc@nist.gov
https://csrc.nist.gov/Projects/post-quantum-cryptography
mailto:pqc-comments@nist.gov
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