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The Quantum Threat
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Taking Action in the U.S.

. .
EXECUTIVE OFFICE OF THE PRESIDENT
L e Announcing the Commercial 15
Y WASHINGTON, D.C. 20503 . .
National Security |
THE DIRECTOR ~ = SA 20
Algorithm Suite 2.0 |*
November 18, 2022
M-23-02
MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES ' Do o .

Director

FROM:  Shalanda D. Young Of/jJ e s
%3) One Auondred Seoenteenth Congress "

This memorandum provides direction for agencies to comply with|

i ind bt iy et e L Mnited Dtates of America

SUBJECT:  Migrating to Post-Quantum Cryptography

AT THE SECOND SESSION
Begun and held at the City of Washington on Monday,
the third day of January, two thousand and twenty-two Administration

An Act

oooooooooo

"The United States must prioritize the transition of National Security Memorandum on

, ) Promoting United States Leadership in
cryptographic systems to quantum-resistant Quantum Computing While Mitigating
cryptography, with the goal of mitigating as much of Risks to Vulnerable

the quantum risk as is feasible by 2035 CryptogmphlcsyStems

NATIONAL SECURITY MEMORANDUM/NSM-10




The NIST PQC “Competition”

* 1In 2016, NIST called for guantum-resistant
cryptographic algorithms for new public-key crypto
standards
* Digital signatures
* Encryption/key-establishment

* Ourrole: managing a process of achieving community
consensus in a transparent and timely manner

e Selection Criteria
. Security, performance, and other characteristics

Security Description

I At least as hard to break as AES128 (exhaustive key search)

] At least as hard to break as SHA256 (collision search)
]l At least as hard to break as AES192 (exhaustive key search)
v At least as hard to break as SHA384 (collision search)

Vv At least as hard to break as AES256 (exhaustive key search)



The First Set of NIST PQC Standards

FIPS 203

ML-KEM
(Based on CRYSTALS-Kyber)

e Amodule learning with errors
(MLWE)-based key
encapsulation mechanism
(KEM)

e Good performance in different
platforms

* An algorithm for key
establishment in security
protocols

FIPS 204

ML-DSA
(Based on CRYSTALS-Dilithium)

¢ A lattice-based digital signature
algorithm based on the Fiat-
Shamir paradigm

¢ Good performance, simple
implementation, moderate
public-key and signature size,
suitable for general applications

FIPS 205

SLH-DSA
(Based on SPHINCS+)

* Not require to keep track of any
state between signatures

e Solid security, signatures are
longer compared with ML-DSA

e Limited version w/ smaller
parameter sets being developed
(see Quynh’s talk tomorrow)

|

Published August 2024!

Draft FIPS 206
FN-DSA
(Based on FALCON)

¢ Hash and sign paradigm

e Smaller bandwidth and fast
verification but more
complicated implementation

e Under development
e (hopefully soon)



Milestones and Timeline

69 submissions met
specified requirements.

Round 1 begins

2017

Round 2 begins with 26
candidates remaining.

« Several algorithms broken
« Some algorithms merge

2018

Round 3 begins with 15
candidates remaining:

« 7 finalists
« 8 alternates

Great focus on
benchmarking,
performance, compatibility
with protocols

2019

NIST releases 3 draft
standards for public
comment

NIST announces call for
additional digital signature
algorithms

Round 4 Continues

2023
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NIST publishes the
first PQC standards

Round 1 begins of additional
digital signatures - 40
algorithms

Round 4 continues

2024

Round 4 ends with
selection of HQC

Round 2 begins of the
onramp

- 14 algorithms

Draft FIPS 206 released?



4th Round Selection

* March 2025 - NISTIR 8545

 Status Report on the Fourth Round of the NIST Post-Quantum Cryptography Standardization Process

BIKE or HQC? Classic McEliece or not?

* Public keys from 260K to 1M bytes
« Smallciphertext sizes
* FastEncaps/Decaps, slow KeyGen

* No clear winner for performance
« HQC faster for KeyGen, Decaps
 BIKE a bit faster for Encaps

 BIKE has smaller key/ciphertext sizes
* Would it be used?

+  Both need low DFR for IND-CCA2 Limited interest
 Recentresults for BIKE * IS0 standardization
* Analysis is more mature for HQC

C—IQC selec@

* Not selected



https://csrc.nist.gov/pubs/ir/8545/final
https://csrc.nist.gov/pubs/ir/8545/final
https://csrc.nist.gov/pubs/ir/8545/final
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NIST SP 800-227, Recommendations for KEMs

Published: September 18, 2025

o 1stDraft available for comments: January 2025

Describes the basic definitions, properties, and
applications of KEMs

Provides recommendations for implementing and using
KEMs in a secure manner

Contains some guidance on hybrid key establishment

NIST Workshop on Guidance for KEMs
o Held on February 25-26"

o Intended to facilitate discussions on draft guidance for KEMs

O Slldes and V|deo available at:

-for-

NIST Special Publication 800
NIST SP 800-227

Recommendations for Key-Encapsulation
Mechanisms

Gorjan Alagic
Elaine Barker
Lily Chen

Dustin Moody
Angela Robinson
Hamilton Silberg
Noah Waller

This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.800-227

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
U.S.DEPARTMENT OF COMMERGE
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On-Ramp Signatures

* July 2022 - New Call for additional digital signatures
e June 2023 -Deadline for submissions
e 40 candidates

* Whydid NIST call for additional post-quantum signatures?
* NIST is primarily interested in additional general-purpose signature
schemes that are not based on structured lattices.

* NIST may also be interested in signature schemes that have short
signatures and fast verification.

* Any lattice signature would need to significantly outperform CRYSTALS-
Dilithium and FALCON and/or ensure substantial additional security
properties.

* No on-ramp for KEMs currently planned



The 2" Round candidates

 NISTIR 8528 — Status Report on the 15t Round of the Additional Digital Signatures ...
» Describes the rationale for the selection of the 2" Round candidates

Multivariate MPC in-the-head Lattice Symmetric Isogeny
MinRank SD/Rank-SD PKP
Mayo Mirath Ryde Perk MQOM Hawk Cross FAEST SQlsign
QR-UOV SDitH LESS
SNOVA

uov
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Migration Considerations

Likely to be long for infrastructure Long for some high-value
components, e.g., PKI government/corporate data
P ——— /;\ _____________ Ik\ _____________
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FIPS 140 Validation and Testing

Cryptographic Standards I

* Cryptographic Algorithm Validation Program _ l_
. o . Asymmetric Cryptography Symmetric Key-based I
 Automated Cryptographic Validation Testing System
(ACVTYS) : . | ( i
https://csrc.nist.gov/projects/cryptographic-algorithm-validation- Fublic Key-based L AES (FIPS 197)
program/how-to-access-acvts > / ]
. . : SHA-3 (FIPS 202
* Testingfor algorithm standards to enable § raa (EE S e ] . : i
roduction/official testin r ( :
P _ , g Key establishment (800-56A—C) Randomized hash
https://github.com/usnistgov/ACVP-Server J (800-106)
e Testvectors are available: [ Diffie-Hellman key exchange ] :]
https://github.com/usnistgov/ACVP-Server/tree/master/gen-val/ L HEIEHEL d6sg)
— Guidelines I
: : . | i .
* NIST CAVP is already testing the new PQC algorithms Tooks | | Key generation <8°°-133>]
for FIPS 140 validation [ RNG (800-90AC) ] [ Hash usage/security ]
. (800-107)
[ koF (800-108, 800-135) ) :)
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NIST IR 8547, Transition to PQC Standards

Initial Public Draft released November 12t
« Commentsreceived are posted online

Describes NIST’s expected approach to the PQC migration

Identifies quantum-vulnerable standards

o Key establishment: Diffie-Hellman and MQV over finite field and elliptic
curves (SP 800-56A), RSA-based (SP 800-56B)

o Digital signatures: RSA, ECDSA, EdDSA (FIPS 186-5)

Identifies the PQC standards
 Key establishment: ML-KEM (FIPS 203)

. Digital signatures: XMSS, LMS (SP 800-208), ML-DSA (FIPS 204), SLH-DSA
(FIPS 205)

Includes some migration considerations for use cases

. Code signing, user and machine authentication, network security
protocols, email and document signing and encryption

. Touches on PQC/classical hybrids

NIST Internal Report
NIST IR 8547 ipd

Transition to Post-Quantum
Cryptography Standards

Initial Public Draft

Dustin Moody

Ray Perlner

Andrew Regenscheid
Angela Robinson
David Cooper

This publication is available free of charge from:
https://doi.org/10.6028/NIST.IR.8547.ipd

MNATIONAL INSTITUTEOF
STANDARDS AND TECHNOLOGY




NIST IR 8547, Transition to PQC Standards

NIST Internal Report
NIST IR 8547 ipd

Proposed transition timelines for quantum-vulnerable algorithms

o 112-bit security strength — deprecated after 2030, disallowed after 2035 Transition to Post-Quantum

o Organizations may continue using public key algorithms at the 112 bit security level as Cryptography Standards
they migrate to post-quantum cryptography.

o 128-bit and higher security strength — disallowed after 2035 Initial Public Draft

. . .. R . Dustin Moody

. NIST-approvqu symmetric primitives providing at least 128 bits of e e

classical security continue to be approved v Cooper

* System migration timelines will depend on use case or application o s rg 0. GBSt 18547 o
* Priorities:

o Systems with long-term confidentiality needs—e.g., VPN, TLS
o Broad, long-lived cryptographic infrastructures-e.g., PKl, PIV, code signing

MNATIONAL INSTITUTEOF
STANDARDS AND TECHNOLOGY




The NCCoE Migration to PQC Projec

- Tackle challenges with adoption,
implementation, and deployment of PQC

- Engage with industry and government to raise
awareness of the issues involved in migrating to
post-quantum algorithms

- Coordinate with standards developing
organizations and government/industry to
develop guidance to accelerate the migration

- Support US Government PQC initiatives
- NSM-10
«  Quantum Computing Cybersecurity Preparedness Act
- NSACNSA2.0

National Institute of

NIST @ NCCoe

Standards and Technology

Depariment of Commerce

MIGRATION TO POST-QUANTUM

CRYPTOGRAPHY

The National Cybersecurity Center of Excellence (NCCoE) is collaborating with stakeholders in the
public and private sectors to bring awareness to the challenges involved in migrating from the current
set of public-key cryptographic algorithms to quantum-resistant algorithms. This fact sheet provides
an overview of the Migration to Post-Quantum Cryptography project, including background, goal,

challenges, and potential benefits.

BACKGROUND

The advent of quantum computing technology will render many

of the current cryptographic algorithms ineffective, especially
public-key cryptography, which is widely used to protect digital
information. Most algorithms on which we depend are used
worldwide in components of many different communications,
processing, and storage systems. Once access to practical quantum
computers becomes available, all public-key algorithms and
associated protocols will be vulnerable to adversaries. It is essential
to begin planning for the replacement of hardware, software, and
services that use public-key algorithms now so that information is
protected from future attacks

CHALLENGES

Organizations are often unaware of the breadth and scope of
application and function dependencies on public-key cryptog-
raphy.

s Many, or mast, of the cryptographic products, protocals, and ser-
vices on which we depend will need to be replaced or significantly
altered when post-quantum replacements become available.
Information systems are not typically designed to encourage
supporting rapid adaptations of new cryptographic primitives
and algorithms without making significant changes to the sys-
tem’s infrastructure—requiring intense manual effort.

The migration to post-quantum cryptography will likely cre-

ate many operational challenges for organizations. The new
algorithms may not have the same performance or reliability
characteristics as legacy algorithms due to differences in key
size, signature size, error handling properties, number of execu-
tion steps required to perform the algorithm, key establishment
process complexity, etc. A truly significant challenge will be to
maintain connectivity and interoperability among organizations
and organizational elements during the transition from quantum-
vulnerable algorithms to quantum-resistant algorithms.

DOWNLOAD PROJECT DESCRIPTION

This fact sheets provides a high-level overview of the
project. To learn more, visit the project page

https: /fwww.nccoe.nist.gov/crypto-agility-considerations.

GOAL

The initial scope of this project will include engaging industry to
demonstrate the use of automated discovery tools to identify
instances of quantum-vulnerable public-key algorithm use, where
they are used in dependent systems, and for what purposes.
Once the public-key cryptography components and associated
assets in the enterprise are identified, the next project element is
prioritizing those applications that need to be considered first in
migration planning.

Finally, the project will describe systematic approaches for
migrating from vulnerable algorithms to quantum-resistant
algorithms across different types of organizations, assets, and
supporting technologies.

BENEFITS

The potential business benefits of the solution explored by this
project include:

helping organizations identify where, and how, public-key algo-
rithms are being used on their information systems

mitigating enterprise risk by providing tools, guidelines, and
practices that can be used by organizations in planning for re-
placement/updating hardware, software, and services that use
PQC-vulnerable public-key algorithms

protecting the confidentiality and integrity of sensitive enter-
prise data

supporting developers of products that use PQC-vulnerable
public-key cryptographic algorithms to help them understand
protocols and constraints that may affect use of their products

HOW TO PARTICIPATE

As a private-public partnership, we are always seeking insights from
businesses, the public, and technology vendors. If you have gquestions
about this project or would like to join the project’s Community of
Interest, please email applied-crypto-pgc@@nist.gov.




Standards Efforts

- Internet Engineering Task Force

o Algorithms: Crypto Forum Research Group (CFRG) & state-of-protocols-and-pac (hake oumm
o PI’OtOCOl WGS: e.g., TLS, IPSeC # main ~ ¥ 3Branches © 0Tags Q Go tafile t Add file ~
. paulehoffman Removed specific draft versions 871184 - Zmonths ago (%) 102 Commits
o Mechanisms: LAMPS, COSE, etc. ; -
o PQUIP WG: PQC transition support — .
Protocol-independent algorithm or cryptography
- ISO/IEC col-l
specifications
o ML-KEM beingincorporated into ISO/IEC 18033-2 with Classic . o e [
McEliece and FrodoKEM protoco
Paramater
o Thedocumentis the DIS ballot. The ballot ends May 14, 2025. i e ipsyalsncestiogochit: .o, s forthe
Signatures uhrer-lms-more-parm-sets/ signature
o ML-DSA and SLH-DSA are proposed to be standardized in ISO/IEC ek
. . ‘Combiner function for
14888-5 and 1488-6 respectively as new work items oy excwadun | Mpsosncaatonaan: | oy
mechanisms lyori ounsworth-c: Tg-Kem-combiners;
o PWI 25542 Inclusion of digital signature schemes for Post-Quantum KEM% . v
Cryptogra phy |n ISO/I EC sta ndards |S the pro posed WO rk |tem Wh|Ch :::;d;tt::r:sh:zz:mu https:j/datatracker ietf.org/doc/craft- Intependent  Streamlined
. . ; osefsson-ntruprime-hybrid/ | CFRG NTRU Prime
will ask for further questions. xasEg i SRz with X26519
Kyber Post-Quantum KEM :: i:::::]rzfi:égc\flf-OngdOC draft- orps ;&E{ Eg;:r
- ETSI/SAGE

IETF PQUIP WG

o TC CyberWorking Group for Quantum-Safe Cryptography
o Recommendations on PQC algorithms and hybrid protocols
o Will support PQC migration of 3GPP/5G standards
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Questions

Next steps:

- FIPS206-soon
- SP 800-133 update — soon

allow for seeds to come from a KDF (instead of an approved DRBG)

- FIPS207-in2026
-  SP 800-208 update —in 2026

provide a way to do private key export

- SP800-230 (smaller SLH-DSA) - in 2026
- 39 Round of the onramp —in 2026

NIST PQC standardization

www.nist.gov/pgcrypto
Email: -comments@nist.gov

And migrate by 2035!

Sign up for the pgc-forum mailing list


http://www.nist.gov/pqcrypto
mailto:pqc-comments@nist.gov
mailto:pqc-comments@nist.gov
mailto:pqc-comments@nist.gov

	Title
	Slide 1
	Slide 2: The Quantum Threat
	Slide 3: Taking Action in the U.S.
	Slide 4: The NIST PQC “Competition”
	Slide 5: The First Set of NIST PQC Standards 
	Slide 6: Milestones and Timeline
	Slide 7: 4th Round Selection
	Slide 8: NIST SP 800-227, Recommendations for KEMs
	Slide 9: On-Ramp Signatures
	Slide 10: The 2nd Round candidates
	Slide 11: Migration Considerations
	Slide 12: FIPS 140 Validation and Testing
	Slide 13: NIST IR 8547, Transition to PQC Standards
	Slide 14: NIST IR 8547, Transition to PQC Standards
	Slide 15: The NCCoE Migration to PQC Project
	Slide 16: Standards Efforts
	Slide 17: Questions


