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• NIST public-key crypto standards
• SP 800-56A: Diffie-Hellman, ECDH
• SP 800-56B:  RSA encryption
• FIPS 186: RSA, DSA, and ECDSA signatures

  all vulnerable to attacks from 
  a (large-scale) quantum computer

 Symmetric-key crypto (AES, SHA) would also be 
affected (by Grover’s algorithm), but less 
dramatically

The Quantum Threat

(Prior to 2024)



Taking Action in the U.S.

”The United States must prioritize the transition of 
cryptographic systems to quantum-resistant 
cryptography, with the goal of mitigating as much of 

the quantum risk as is feasible by 2035.”



• In 2016, NIST called for quantum-resistant 
cryptographic algorithms for new public-key crypto 
standards
• Digital signatures
• Encryption/key-establishment

• Our role: managing a process of achieving community 
consensus in a transparent and timely manner

• Selection Criteria
• Security, performance, and other characteristics

The NIST PQC “Competition”

Level Security Description

I At least as hard to break as AES128   (exhaustive key search)

II At least as hard to break as SHA256   (collision search)

III At least as hard to break as AES192    (exhaustive key search)

IV At least as hard to break as SHA384    (collision search)

V At least as hard to break as AES256    (exhaustive key search)



The First Set of  NIST PQC Standards 

FIPS 203 
ML-KEM

 (Based on CRYSTALS-Kyber)

• A module learning with errors 
(MLWE)-based key 
encapsulation mechanism 
(KEM)

• Good performance in different 
platforms 

• An algorithm for key 
establishment in security 
protocols 

FIPS 204 
ML-DSA

(Based on CRYSTALS-Dilithium)

• A lattice-based digital signature 
algorithm based on the Fiat-
Shamir paradigm

• Good performance, simple 
implementation, moderate 
public-key and signature size, 
suitable for general applications

FIPS 205 
SLH-DSA

(Based on SPHINCS+)

• Not require to keep track of any 
state between signatures

• Solid security, signatures are 
longer compared with ML-DSA

• Limited version w/ smaller 
parameter sets being developed 
(see Quynh’s talk tomorrow)

Draft FIPS 206 
FN-DSA

(Based on FALCON) 

• Hash and sign paradigm
• Smaller bandwidth and fast 

verification but more 
complicated implementation

• Under development
• (hopefully soon)

Published August 2024!



Milestones and Timeline

2017

69 submissions met 
specified requirements. 

Round 1 begins

2018

Round 2 begins with 26 
candidates remaining.

•Several algorithms broken
•Some algorithms merge

2019

Round 3 begins with 15 
candidates remaining:

• 7 finalists
• 8 alternates 

Great focus on 
benchmarking,
performance, compatibility 
with protocols

2023

NIST releases 3 draft 
standards for public 
comment

NIST announces call for 
additional digital signature 
algorithms

Round 4 Continues

2024

NIST publishes the 
first PQC standards

Round 1 begins of additional 
digital signatures – 40
algorithms

Round 4 continues

2025

Round 4 ends with 
selection of HQC

Round 2 begins of the 
onramp

– 14 algorithms

Draft FIPS 206 released?



4th Round Selection

• March 2025 - NISTIR 8545
• Status Report on the Fourth Round of the NIST Post-Quantum Cryptography Standardization Process

BIKE or HQC?

• No clear winner for performance
• HQC faster for KeyGen, Decaps
• BIKE a bit faster for Encaps
• BIKE has smaller key/ciphertext sizes

• Both need low DFR for IND-CCA2
• Recent results for BIKE
• Analysis is more mature for HQC

• HQC selected

Classic McEliece or not?

• Public keys from 260K to 1M bytes
• Small ciphertext sizes
• Fast Encaps/Decaps, slow KeyGen

• Would it be used?
• Limited interest

• ISO standardization

• Not selected

https://csrc.nist.gov/pubs/ir/8545/final
https://csrc.nist.gov/pubs/ir/8545/final
https://csrc.nist.gov/pubs/ir/8545/final
https://csrc.nist.gov/pubs/ir/8545/final


NIST SP 800-227, Recommendations for KEMs

• Published: September 18, 2025
o 1st Draft available for comments: January 2025

• Describes the basic definitions, properties, and 
applications of KEMs

• Provides recommendations for implementing and using 
KEMs in a secure manner

• Contains some guidance on hybrid key establishment

• NIST Workshop on Guidance for KEMs
o Held on February 25-26th 
o Intended to facilitate discussions on draft guidance for KEMs
o Slides and video available at:

https://csrc.nist.gov/Events/2025/workshop-on-guidance-for-
kems 

https://csrc.nist.gov/Events/2025/workshop-on-guidance-for-kems
https://csrc.nist.gov/Events/2025/workshop-on-guidance-for-kems
https://csrc.nist.gov/Events/2025/workshop-on-guidance-for-kems
https://csrc.nist.gov/Events/2025/workshop-on-guidance-for-kems
https://csrc.nist.gov/Events/2025/workshop-on-guidance-for-kems
https://csrc.nist.gov/Events/2025/workshop-on-guidance-for-kems
https://csrc.nist.gov/Events/2025/workshop-on-guidance-for-kems
https://csrc.nist.gov/Events/2025/workshop-on-guidance-for-kems
https://csrc.nist.gov/Events/2025/workshop-on-guidance-for-kems


On-Ramp Signatures

• July 2022 – New Call for additional digital signatures

• June 2023 – Deadline for submissions

• 40 candidates 

• Why did NIST call for additional post-quantum signatures? 
• NIST is primarily interested in additional general-purpose signature 

schemes that are not based on structured lattices. 

• NIST may also be interested in signature schemes that have short 
signatures and fast verification. 

• Any lattice signature would need to significantly outperform CRYSTALS-
Dilithium and FALCON and/or ensure substantial additional security 
properties.

• No on-ramp for KEMs currently planned



The 2nd Round candidates

Multivariate MPC in-the-head Lattice Code Symmetric Isogeny

UOV MinRank SD/Rank-SD PKP MQ

Mayo Mirath Ryde Perk MQOM Hawk Cross FAEST SQIsign

QR-UOV SDitH LESS

SNOVA

UOV

• NISTIR 8528 – Status Report on the 1st Round of the Additional Digital Signatures …
• Describes the rationale for the selection of the 2nd Round candidates

https://csrc.nist.gov/pubs/ir/8528/final
https://csrc.nist.gov/pubs/ir/8528/final
https://csrc.nist.gov/pubs/ir/8528/final
https://csrc.nist.gov/pubs/ir/8528/final
https://csrc.nist.gov/pubs/ir/8528/final
https://csrc.nist.gov/pubs/ir/8528/final


Migration Considerations

Preparation Migrating Systems to PQC Data Secrecy Lifetime

Time

Harvest 
Now

Decrypt 
Later

Likely to be long for infrastructure 
components, e.g., PKI

Long for some high-value 
government/corporate data



FIPS 140 Validation and Testing

• Cryptographic Algorithm Validation Program
• Automated Cryptographic Validation Testing System 

(ACVTS)
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-
program/how-to-access-acvts

• Testing for algorithm standards to enable 
production/official testing

https://github.com/usnistgov/ACVP-Server 

• Test vectors are available: 
https://github.com/usnistgov/ACVP-Server/tree/master/gen-val/

• NIST CAVP is already testing the new PQC algorithms 
for FIPS 140 validation

https://csrc.nist.gov/Projects/cryptographic-algorithm-validation-program/how-to-access-acvts
https://csrc.nist.gov/Projects/cryptographic-algorithm-validation-program/how-to-access-acvts
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https://github.com/usnistgov/ACVP-Server


NIST IR 8547, Transition to PQC Standards

• Initial Public Draft released November 12th

• Comments received are posted online

• Describes NIST’s expected approach to the PQC migration

• Identifies quantum-vulnerable standards 
o Key establishment:  Diffie-Hellman and MQV over finite field and elliptic 

curves (SP 800-56A), RSA-based (SP 800-56B)
o Digital signatures:  RSA, ECDSA, EdDSA (FIPS 186-5)

• Identifies the PQC standards
• Key establishment: ML-KEM (FIPS 203) 
• Digital signatures: XMSS, LMS (SP 800-208), ML-DSA (FIPS 204), SLH-DSA 

(FIPS 205)

• Includes some migration considerations for use cases
• Code signing, user and machine authentication, network security 

protocols, email and document signing and encryption
• Touches on PQC/classical hybrids



NIST IR 8547, Transition to PQC Standards

• Proposed transition timelines for quantum-vulnerable algorithms

o 112-bit security strength – deprecated after 2030, disallowed after 2035

o Organizations may continue using public key algorithms at the 112 bit security level as 
they migrate to post-quantum cryptography.

o 128-bit and higher security strength – disallowed after 2035

• NIST-approved symmetric primitives providing at least 128 bits of 
classical security continue to be approved

• System migration timelines will depend on use case or application

• Priorities:
o Systems with long-term confidentiality needs– e.g., VPN, TLS
o Broad, long-lived cryptographic infrastructures– e.g., PKI, PIV, code signing



• Tackle challenges with adoption, 
implementation, and deployment of PQC

• Engage with industry and government to raise 
awareness of the issues involved in migrating to 
post-quantum algorithms

• Coordinate with standards developing 
organizations and government/industry to 
develop guidance to accelerate the migration

• Support US Government PQC initiatives
• NSM-10

• Quantum Computing Cybersecurity Preparedness Act

• NSA CNSA 2.0

The NCCoE Migration to PQC Project



Standards Efforts

• Internet Engineering Task Force
o Algorithms: Crypto Forum Research Group (CFRG)
o Protocol WGs: e.g., TLS, IPSec
o Mechanisms: LAMPS, COSE, etc.

o PQUIP WG: PQC transition support

• ISO/IEC
o ML-KEM being incorporated into ISO/IEC 18033-2 with Classic 

McEliece and FrodoKEM
o The document is the DIS ballot. The ballot ends May 14, 2025.

o ML-DSA and SLH-DSA are proposed to be standardized in ISO/IEC 
14888-5 and 1488-6 respectively as new work items

o PWI 25542 Inclusion of digital signature schemes for Post-Quantum 
Cryptography in ISO/IEC standards is the proposed work item which 
will ask for further questions.

• ETSI/SAGE
o TC Cyber Working Group for Quantum-Safe Cryptography
o Recommendations on PQC algorithms and hybrid protocols

o Will support PQC migration of 3GPP/5G standards

IETF PQUIP WG
https://github.com/ietf-wg-pquip/state-of-protocols-and-pqc

https://github.com/ietf-wg-pquip/state-of-protocols-and-pqc
https://github.com/ietf-wg-pquip/state-of-protocols-and-pqc
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https://github.com/ietf-wg-pquip/state-of-protocols-and-pqc


Questions

Next steps:

- FIPS 206 – soon
- SP 800-133 update – soon

- allow for seeds to come from a KDF (instead of an approved DRBG)

- FIPS 207 –  in 2026
- SP 800-208 update – in 2026

- provide a way to do private key export

-     SP 800-230 (smaller SLH-DSA) – in 2026
- 3rd Round of the onramp – in 2026

And migrate by 2035!

NIST PQC standardization
www.nist.gov/pqcrypto 
Email: pqc-comments@nist.gov

Sign up for the pqc-forum mailing list

http://www.nist.gov/pqcrypto
mailto:pqc-comments@nist.gov
mailto:pqc-comments@nist.gov
mailto:pqc-comments@nist.gov

	Title
	Slide 1
	Slide 2: The Quantum Threat
	Slide 3: Taking Action in the U.S.
	Slide 4: The NIST PQC “Competition”
	Slide 5: The First Set of NIST PQC Standards 
	Slide 6: Milestones and Timeline
	Slide 7: 4th Round Selection
	Slide 8: NIST SP 800-227, Recommendations for KEMs
	Slide 9: On-Ramp Signatures
	Slide 10: The 2nd Round candidates
	Slide 11: Migration Considerations
	Slide 12: FIPS 140 Validation and Testing
	Slide 13: NIST IR 8547, Transition to PQC Standards
	Slide 14: NIST IR 8547, Transition to PQC Standards
	Slide 15: The NCCoE Migration to PQC Project
	Slide 16: Standards Efforts
	Slide 17: Questions


