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SNOVA Signatures

UOV family. Basic idea: replace numbers by matrices

+ Good overall performance, e.g. SNOVA(24,5,23,4)

» public key: 616 / signature: 282 / secret key: 48 (bytes)
> sign: 608,058 / verify: 218,082 (cycles)

- Most structured of the UOV candidates — largest attack surface.
= Cryptanalysis is key <
NIST.IR.8528: The novelty of SNOVA and its history of attacks

lead NIST to question its security even more so than the other
structured-UOV schemes aimed at significantly reduced key size.
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Multivariate Quadratic Signatures

» [, is finite field of order ¢, z; € F,
pi@e, .. wn) =Y ;P
.k
Written as p;(x) = x! [P;] x
» Multivariate Quadratic problem:

find x € Iy that satisfies p;(x) = M

Hard / NP complete in general case.
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SNOVA Verifying

» Hash value of document D: H(D)

» Given signature U, calculate

1241-1
P(U) = Z Ai,a‘Ut' ®n -[Pif]-Q%Q'U'Bz',a
a=0

7,001

» If P(U) = H(D), signature is accepted

MQ problem is hard in general: SNOVA uses the UOV trapdoor.
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Secret and Public Key

il pl2

[Fz] - [F:Ql 6 ] )
71 12

[T] = { 0 122 ]

Secret key is (F,T)

#1: vinegar variables v
#2: oil variables o
Total: n=v+o0

Public key is P.



SNOVA Signing
SNOVA signing requires ) and T to commute.
Hi(D) = PB(U)
= ZAW .Ut %171 [Py - Q%,g U Bj,

= Y AU QP [T [F)][T]-QE, - U+ Big
= > Ao ([TIU)-QE2, - [Fy]-Q21, - (IT]U) - Big

- ZAi’a X" Qzal'[ ] Q'La2 X Bia

Solve for X, Signature is U = [T] ' X. Efficient as F?2 = 0.
Entries of Q,T € [F,[S] where S is a fixed I x | matrix
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Beullens attack
Round 1 public map:

B(U) = Z AU Qa1 Py jrQa,2Ur Ba
a,j,k

Qa1, Qa2 € {ag+a1S+ - +a-157 tag, a1, a1 € Fy}

Rewrite as (Beullens)

Bi(U) = > EqpULS")®" P, j1(8")*"Us
aVb’j’k
Beullens attack: Choose a special form of signature

. Y4
u; _Rj uo—l—vj,

up, u; € IF‘ZZ and j=1,....,01—1
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Beullens attack on Round 1 SNOVA
For the special form of signature we have

Z Eab Sa)®nH ]k(Sb)
a,b,j,k
Usually this results in an M Q(in, %0) problem.

The attack: for some well chosen R this reduces to a
MQ(In — d, 1?0 — d) problem, where the best rank drop d

dopt(ER) := [0 — MinRank(ER).

Beullens on Round 1 SNOVA(37,17,16,2) where %0 = 68:
Usually dop¢ = 17, sometimes d,,; = 34 and even d,,; = 51 occurs.
Almost never dg,; = 0
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Beullens attack continued

Round 1 public map: ER consists of o identical copies of [? x [?
matrices

This block diagonal structure of E is the main weakness of SNOVA
Round 1.

We need to know the MinRank(ER).

MinRank is hard to analyze, e.g. exhaustive search number over
¢'¢=1) different values of R

=228
1=3—2%
=4 — 2%
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First attempted fix

MAYO (vectors instead of matrices) uses powers of some matrix F
with irreducible characteristic polynomial.

Applying this idea to SNOVA(37,17,16,2) yields

MinRank(d(ER)) E.p random E,
0 0 0
1 083 995
2 17 5
Conclusion:

Ea b= Ea-l+b

does not restore the security of SNOVA (probably).



Round 2 tweaks

- Varying AB(Q matrices:

Aaa Qa,lv Qa,Za Ba — Ai,on Qi,a,lv Qi,a,Qa Bi,oa

Weak key of some ¢ may not be a weak key for some other ¢

- Mixing [P;] in the public map, i/ = (i + &) mod o:
Py j — P jk

Removes block diagonal structure

- Increasing the number of terms in the summation over a:
P —1?+1

Analysis in following slides
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Minimal rank drop d(ER) for (v,0,q,l) = (37,17,16,2) depending
on the number of terms n,,

d(ER) ng =4 Ng =5 Ng = 6 Ng = 8 random
0 0 0 0 0 0

1 0 79592 99155 99559 99602
2 420 19404 841 441 398

3 8088 967 4

4 27267 36

5 33206 1

6 20791

7 7803

8 2039

9 334

10 46

11 5

12 1




Beullens attack
00000000

Distribution of the rank drop d(ER) for (v,0,q,l) = (25,8, 16, 3)
depending on the number of terms n,,

d(ER) Ng =9 Ne =10 ny =11 n, =12 random

0 391423736 391496371 391512986 391505232 391507712
1 27880527 27842144 27829885 27837675 27835272
2 37208 11252 6396 63860 6783

3 8285

4 7

5 4

The data is for all values of ER for 25 seeds.
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Results of Analysis

Analysis led to choice N, = 1% +1
Round 2 tweaks result in almost full rank E(R)
MinRank of rank drop is usually [ — 1

vvyyy

Round 2 SNOVA security estimate for Beullens attack
becomes MQ(In — 1+ 1,120 — 1+ 1)

We found that the heuristic of Beullens that d(Eg) follows a
q_d2 distribution describes the rank distribution quite well

» For [ = 2,3 we fixed A, B, Q to reduce probability of a weak
key to < 2764

v



Wedge attack
0

Ran's Wedge attack

Scheme v o m q o’ Complexity SL

uov 68 44 44 256 18 140 i
96 64 64 16 22 175 I
12 72 72 256 26 206 111
148 96 96 256 32 257 v

MAYO 64 17 64 16 13 112 1

SNOVA 74 34 68 16 15 127 I
7524 T2 14 123 I
ok R0z &30 16 19 160 I
1 Il 174 111
4r % 24) 111
148 32 128 r 111
120 25 125 16 19 rlll
150 66 132 16 225
198 45 135 16 40 323 \%
145 30 150 16 22 200 \%

Wedge attack resets the “trust clock” for UOV schemes
SNOVA [ = 4 still ok according to the (withdrawn) estimates
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Ran's Wedge attack 2

... the UOV-systems in SNOVA are not generic and this might
cause problems for the algorithm. ...

... Consider lifted variant of SNOVA instead. But here we run into
the problem that v > 20 and hence we get undesirable kernel
elements.

Peigen Li suggested that the attacker could consider the form
gi(a,y) = 2" ((S) 2" [P](S°)*" — (59" [Pi](S*) "))y
Wedge attack may work for SNOVA, we have no security estimates

We expect Rans's estimates to be a lower bound
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Conclusions

» Beullens attack has been mitigated in Round 2 tweak
» Status of Wedge attack is unclear

» We believe some variant of the wedge attack will work for
SNOVA

» Could reduce security estimate below safety level requirements
for some parameters

» Parameter sets with [ = 4 are ok

» Odd ¢ SNOVA is an attractive option

» Choose ¢ such that o - 1(151) log,(q) > 128,192, 256,

» Require that none of the matrices in the signature is
symmetric.

Given the performance characteristics we believe that SNOVA
should be a prime target for cryptanalysis
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Thank you!



Le's Wedge attack

12 Le, Bros, Lichtinger, Minaud, Perlner, Smith-Tone, Valenzuela

Table 5. Complexity (in bits) of our attack against SNOVA (relying on the conservative heuristic Formula 9) and
comparison with the best-known attack as listed in the Round 2 specification of SNOVA [27].

(v,0',m =0,0) Variables and equations Our attack | Best attack
logy(Usnova)  logy(Esnova) in [27]

(37,7,17,2) 50.38 50.59 141 153
(25 8 3) 51.36 51.68 144 166
(2 5,4) 67.43 67.90 177 180
(56 8 25,2) 64.09 64.13 179 221
(49,8,11,3) 91.87 92.12 257 220
(24,4,5,5) 71.61 72.08 177 257
(
(
(
(

75,10, 33 2) 83.02 83.19 233 288
66,9,15,3) 110.61 110.83 310 293
60,7,10,4) 118.78 118.82 314 343
29,4,6,5) 76.60 76.88 189 310
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