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Why SP 800-227?

• prior to PQC: KEMs relatively uncommon

• PQC: everything is a KEM

• initial idea for SP: during writing of FIPS 203, lots of stuff not specific to ML-KEM

• later: need for hybrid PQC key-establishment guidance

Timeline so far

• 1/7/25 IPD released

• 2/25/25 KEMs workshop

• 3/7/25 public comments due

• 9/18/25 published

Background
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This talk

1. Quick reminder on KEMs

2. Quick overview of 227 contents

3. Focus: changes since IPD

Background

3



Bob

𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄

𝐾𝐾

What is a KEM? Key-establishment mechanism. 

Consists of three algorithms:

1. 𝑒𝑒𝑒𝑒,𝑑𝑑𝑑𝑑 ← 𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊();
2. 𝐾𝐾, 𝑐𝑐 ← 𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄 𝑒𝑒𝑒𝑒 ;
3.  𝐾𝐾 ← 𝐃𝐃𝐃𝐃𝐃𝐃𝐃𝐃𝐃𝐃𝐃𝐃 𝑑𝑑𝑘𝑘, 𝑐𝑐 ;

Typical usage: key establishment.

Background
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Examples of KEMs in NIST standards.

1. Key transport via RSA OAEP (SP800-56Br2)

2. ML-KEM from FIPS 203.

3. ECDH from SP800-56Ar3, like this:

Background
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It’s a bit different.

• most previous NIST crypto group docs: 

 focus narrowly on necessary guidance

• SP 800-227:

 give guidance, but also discussion, examples, etc.

(arguably also true for the 20x PQC FIPS)

Good? Bad? We’ll see.

SP 800-227: overview
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Contents 

Section 2: What’s a KEM?

• abstract KEMs

• basic definitions

• theoretical security

Section 3: Implementing KEMs.

• following FIPS/SPs

• guidance (e.g., managing data)

• module/algorithm validation

SP 800-227: overview
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Section 4: KEMs in applications.

• key establishment

• key confirmation

• proof of possession

• PQ/T hybrids

Section 5: Examples.

• examples of KEMs

• application examples:
• HPKE with KEM + SKE
• authenticated KE (with sigs)
• authenticated KE (KEMs only)



Major changes

1. added a description of Proof of Possession (PoP)

2. ephemeral vs static keys : new musts/shalls

3. hybrid combiners: concatenation           comma separation

4. new examples: authenticated key establishment with KEMs only

See final version for more.

SP 800-227: changes since IPD
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1. Proof of Possession (PoP)

Bob holds an encaps key.

Alice wants to prove: she has corresponding decaps key.

(Why? Maybe Bob = CA and Alice wants a cert.)

SP 800-227: changes since IPD ( 1 / 4 )
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𝐾𝐾, 𝑐𝑐1 ← 𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄 𝑒𝑒𝑒𝑒
 𝑐𝑐2 ← 𝐆𝐆𝐆𝐆𝐆𝐆.𝐄𝐄𝐄𝐄𝐜𝐜𝐾𝐾(𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐)

𝑐𝑐1, 𝑐𝑐2

𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟

accept iff   𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 = 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐



2. Ephemeral vs static keys

New guidance + definitions for ephemeral (one-time) vs static (everything else).

Upshot:

• “ephemeral” = use once, then destroy

• otherwise it is “static” and that comes with baggage:

    must prove it belongs to you!

SP 800-227: changes since IPD ( 2 / 4 )
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3. Concat  comma-separate.

Recall hybrid KEMs. 

New stuff sometimes gets broken, so combo stuff so adversary has to break both new and old.

SP 800-227: changes since IPD ( 3 / 4 )
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3. Concat  comma-separate.

Hybrid KE. For example, one-step:

IPD: 𝜅𝜅 ← 𝐊𝐊𝐊𝐊𝐊𝐊(𝐾𝐾1||𝐾𝐾2||𝑒𝑒𝑘𝑘1||𝑒𝑒𝑘𝑘2||𝑐𝑐1||𝑐𝑐2||OtherInput)

final: 𝜅𝜅 ← 𝐊𝐊𝐊𝐊𝐊𝐊(𝐾𝐾1,𝐾𝐾2, 𝑒𝑒𝑘𝑘1, 𝑒𝑒𝑘𝑘2, 𝑐𝑐1, 𝑐𝑐2, OtherInput)

Why? Well… 

• sometimes pure concatenation is the wrong thing

• commas might make you stop and think…

SP 800-227: changes since IPD ( 3 / 4 )
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𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊

𝜅𝜅

𝐾𝐾1 𝐾𝐾2 𝑒𝑒𝑘𝑘1, 𝑒𝑒𝑘𝑘2 𝑐𝑐1, 𝑐𝑐2

e.g., SHA3-256

say, if 𝑎𝑎, 𝑏𝑏 ≠ (𝑎𝑎′, 𝑏𝑏′)
but 𝑎𝑎||𝑏𝑏 = 𝑎𝑎𝑎||𝑏𝑏𝑏



4. New examples (of KEM applications).

KEM key establishment

• typically relies on other PK ingredients for authentication

• e.g., server signs transcript + shows cert

Can you do it with only KEMs?

• yes! (e.g., KEMTLS)

• need cert for static encaps key

• + ephemeral KE for forward secrecy

Two new examples in 227* :

1. unilateral AKE with only KEMs

2. bilateral AKE with only KEMs

SP 800-227: changes since IPD ( 4 / 4 )

15*basically the schemes from the original Kyber paper



4. New example: unilateral AKE with only KEMs

SP 800-227: changes since IPD ( 4 / 4 )
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- if cert 𝑒𝑒𝑘𝑘𝐴𝐴 𝐂𝐂𝐂𝐂 invalid, abort
 - 𝐾𝐾𝐴𝐴, 𝑐𝑐𝐴𝐴 ← 𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄 𝑒𝑒𝑘𝑘𝐴𝐴
 - 𝑒𝑒𝑘𝑘𝐵𝐵,𝑑𝑑𝑘𝑘𝐵𝐵 ← 𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊𝐊()

𝑐𝑐𝐴𝐴, 𝑒𝑒𝑘𝑘𝐵𝐵

𝑒𝑒𝑘𝑘𝐴𝐴,𝑑𝑑𝑘𝑘𝐴𝐴 static keypair
 cert 𝑒𝑒𝑘𝑘𝐴𝐴 𝐂𝐂𝐂𝐂 certificatecert 𝑒𝑒𝑘𝑘𝐴𝐴 𝐂𝐂𝐂𝐂

𝑐𝑐𝐵𝐵

- 𝐾𝐾𝐴𝐴 ← 𝐃𝐃𝐃𝐃𝐃𝐃𝐃𝐃𝐃𝐃𝐃𝐃(𝑑𝑑𝑘𝑘𝐴𝐴, 𝑐𝑐𝐴𝐴)
- 𝐾𝐾𝐵𝐵 , 𝑐𝑐𝐵𝐵 ← 𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄𝐄 𝑒𝑒𝑘𝑘𝐵𝐵
- output 𝐻𝐻(𝐾𝐾𝐴𝐴,𝐾𝐾𝐵𝐵)

- 𝐾𝐾𝐵𝐵 ← 𝐃𝐃𝐃𝐃𝐃𝐃𝐃𝐃𝐃𝐃𝐃𝐃(𝑑𝑑𝑘𝑘𝐵𝐵, 𝑐𝑐𝐵𝐵)
- output 𝐻𝐻(𝐾𝐾𝐴𝐴,𝐾𝐾𝐵𝐵)



Major changes

1. added a description of Proof of Possession (PoP)

2. ephemeral vs static keys : new musts/shalls

3. hybrid combiners: concatenation           comma separation

4. new examples: authenticated key establishment with KEMs only

See final version for more.

Feedback welcome!

SP 800-227: questions?
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Thanks!
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SP 800-227: listed shalls and musts
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