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Background

Why SP 800-227?

prior to PQC: KEMs relatively uncommon
PQC: everything is a KEM

initial idea for SP: during writing of FIPS 203, lots of stuff not specific to ML-KEM
later: need for hybrid PQC key-establishment guidance

Timeline so far
e« 1/7/25 IPD released
« 2/25/25 KEMs workshop

« 3/7/25 public comments due out
ank
. 9/18/25  published ’t\‘//



Background

This talk

1. Quick reminder on KEMs

2. Quick overview of 227 contents

3. Focus: changes since IPD



Background

What is a KEM? Key-establishment mechanism.
Consists of three algorithms:

1. (ek,dk) < KeyGen(); key generation

2. (K,c) < Encaps(ek); encapsulation

3. K < Decaps(dk,c); decapsulation

Typical usage: key establishment.
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Background

Examples of KEMs in NIST standards.

1. Key transport via RSA OAEP (SP800-56Br2)
2. ML-KEM from FIPS 203.

3. ECDH from SP800-56Ar3, like this:




SP 800-227: overview

It's a bit different.
* most previous NIST crypto group docs:

focus narrowly on necessary guidance

« SP800-227:

give guidance, but also discussion, examples, etc.

(arguably also true for the 20x PQC FIPS)

Good? Bad? We'll see.



SP 800-227- overview

Contents
Section 2: What's a KEM? Section 4: KEMs in applications.
* abstract KEMs * key establishment
* basic definitions * key confirmation
* theoretical security  proof of possession
« PQ/T hybrids
Section 3: Implementing KEMs. Section 5: Examples.
« following FIPS/SPs « examples of KEMs
« guidance (e.g., managing data) « application examples:

« HPKE with KEM + SKE
» authenticated KE (with sigs)
 authenticated KE (KEMs only)

« module/algorithm validation



SP 800-227: changes since IPD

Major changes

1. added a description of Proof of Possession (PoP)

2. ephemeral vs static keys : new musts/shalls

3. hybrid combiners: concatenation —— comma separation

4. new examples: authenticated key establishment with KEMs only

See final version for more.
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SP800-227: changes since IPD(1/4)

1. Proof of Possession (PoP)

Bob holds an encaps key.

Alice wants to prove: she has corresponding decaps key.
(Why? Maybe Bob = CA and Alice wants a cert.)

(K, cy) < Encaps(ek)

c, <« GCM. Encg(chall)
C1,C

v

resp

A

accept iff resp = chall
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SP800-227: changes since IPD(2/ 4)

2. Ephemeral vs static keys

New guidance + definitions for ephemeral (one-time) vs static (everything else).

RS6 (Section 4.2) If an application uses an ephemeral key pair, the key pair shall be used
for only one execution of key-establishment via a KEM and shall be destroyed as
soon as possible after its use.

RM3 (Section4.2) If an encapsulating party obtains the static encapsulation key of another
party, it must have assurance of the other party’s ownership of the key before or
during the execution of key-establishment.

Upshot:

|II

» “ephemeral” = use once, then destroy

« otherwise it is “static” and that comes with baggage:

must prove it belongs to you!
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SP 800-227- changes since IPD(3/4)

3. Concat © comma-separate.
Recall hybrid KEMs.

New stuff sometimes gets broken, so combo stuff so adversary has to break both new and

Alice KevG Bob
eyGen
: il >| Encaps |

c1]]

\l’ v v A 4
Kl Kl
A N/

KeyCombiner KeyCombiner

! !

K K

Encaps

\ 4

N

Decaps




SP 800-227: changes since IPD(3/ 4)

K1 K2 ek, ek, C1,Co

3. Concat - comma-separate. l l | |
Hybrid KE. For example, one-step: KeyCOI\:lbinel‘ ¥
e.g., SHA3-256
— l'
IPD: k < KDF(K;||K,||ekq||ek,||c1]||cz||OtherInput) K

!

final: «k < KDF(Ky, K, ekq,ek,,cq,c,, OtherInput)

Why? Well...

H !/ !/
¢ sometimes pure concatenation is the wrong thing say, if (a, b) # (a’,b")

_ , but a||b = a'||b’
« commas might make you stop and think...
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SP800-227: changes since IPD( 4/ 4)

4. New examples (of KEM applications).

KEM key establishment
» typically relies on other PK ingredients for authentication

* e.g., server signs transcript + shows cert

Can you do it with only KEMs?
 yes! (e.g., KEMTLS)
« need cert for static encaps key

* + ephemeral KE for forward secrecy

Two new examples in 227* :
1. unilateral AKE with only KEMs
2. bilateral AKE with only KEMs

*basically the schemes from the original Kyber paper

Certificate Pf
Authenticity &V

the verification
key vk belongs
to nsp.or:

.9

Certificate _Of
Authenticity W

the encapsulation
key ek belongs to
nsp.org

9.9
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SP800-227: changes since IPD( 4/ 4)

4. New example: unilateral AKE with only KEMs

certlek]ca

A

-if cert[ek,]ca invalid, abort
- (K4, ¢4) < Encaps(eky) Carekp

A 4

- (ekg,dkg) <« KeyGen()

A

- Kz < Decaps(dkg, cp)
-output H(Ky, Kg)

ek,, dk, static keypair
cert[ek]ca certificate

- K, « Decaps(dky,cy)
- (K, cg) < Encaps(ekp)
-output H(K,, Kg)
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SP800-227: questions?

Major changes

1. added a description of Proof of Possession (PoP)

2. ephemeral vs static keys : new musts/shalls

3. hybrid combiners: concatenation —— comma separation

4. new examples: authenticated key establishment with KEMs only

See final version for more.

Feedback welcome!

Thanks!
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SP800-227: listed shalls and musts

RS1

RS2

RS3

RS4

RS5

(Section 3.1) KEM implementations shall comply with a specific NIST FIPS or SP that
specifies the algorithms of the relevant KEM. For example, a conforming implemen-
tation of ML-KEM shall comply with FIPS 203 [3]. ?

(Section 3.1) KEM implementations shall follow the guidelines given in FIPS 140-3 [5]
and associated implementation guidance.

(Section 3.1) KEM implementations shall use approved components with security
strengths that meet or exceed the required strength for each KEM parameter set.

(Section 3.1) Random bits shall be generated using approved techniques, as de-
scribed in the latest revisions of SP 800-90A, SP 800-90B, and SP 800-90C [6-8].

(Section 3.2) Except for random seeds and data that can be easily computed from
public information, all intermediate values used in any given KEM algorithm (i.e.,
KeyGen, Encaps, and Decaps) shall be destroyed before the algorithm terminates.
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SP800-227: listed shalls and musts

RS6

RS7

RS8

RS9

RS10

(Section 4.2) If an application uses an ephemeral key pair, the key pair shall be used
for only one execution of key-establishment via a KEM and shall be destroyed as
soon as possible after its use.

(Section 4.4.1) When a nonce is used by the decapsulator during key confirmation
(as specified herein), a nonce with a bit length that is (at least) equal to the targeted
security strength of the KEM key-establishment process shall be used (see Appendix
C.2).

(Section 4.4.1) For key confirmation, the MAC algorithm and key-confirmation key
used shall have security strengths that are equal to or greater than the desired se-
curity strength of the application.

(Section 4.4.2) The key-confirmation key shall only be used for key confirmation and
destroyed after use.

(Appendix C.1) When key confirmation requires the use of a MAC algorithm, it shall
be an approved MAC algorithm (e.g., HMAC, AES-CMAC, KMAC). In addition, AES-
GMAC (specified in [9]) is an approved MAC algorithm and may be used.
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SP800-227: listed shalls and musts

RS11 (Appendix C.1) When a MAC tag is used for key confirmation, an entity shall compute
the MAC tag on received or derived data using a MAC algorithm with a MacKey that
is determined from a shared secret kev.

RM1 (Section 3.1). Implementations must correctly implement the mathematical func-
tionality of the target KEM. 2

RM2 (Section4.2)Inapplications of KEMs, a parameter set with an application-appropriate
security strength must be selected (see [10, Section 2.2]).

RM3 (Section 4.2) If an encapsulating party obtains the static encapsulation key of another
party, it must have assurance of the other party’s ownership of the key before or
during the execution of key-establishment.

RM4 (Section 4.2) The devices used to execute KEM algorithms and store any sensitive
data (e.g., decapsulation keys) must be appropriately secured.

RM5 (Section 4.2) The key-establishment process that takes place over the channel used
by Alice and Bob must satisfy an application-appropriate notion of integrity.
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