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Round 2

NIST Post-Quantum Cryptography Standardization 

• Submitted candidates belong to two categories
• PQ-KEM: Post-Quantum Key Encapsulation Mechanism

• PQ-DSS: Post-Quantum Digital Signature Scheme 

• Evaluation Criteria

• Security

• Hardware and Software implementation efficiency and security 

• Cost (key size, signature size, etc.)

2016
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proposals 

Round 1

2017 2018 2019 2020 2021 2022 2023 2024 2025

Round 2 

Round 3
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4 PQ-KEM for further evaluation

Concluded
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Hardware Implementations of Cryptographic Algorithms

• Essential in improving security, performance 
and energy efficiency.

• Target platforms:
• Field-Programmable Gate Array (FPGA)

• Application Specific Integrated Circuit (ASIC)

• Evaluating hardware designs is relatively 
complex
• Lightweight (Low-area) implementation

• High-speed implementation

• Balanced implementation

3
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Motivation
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• Fully pipelined hardware-based designs [ALC+20] offer high performance but incur significant 
area overhead.  

• The co-design approach with the RISC-V processor [Saar24] reduces area utilization but leads to 
slower performance.

• Our goal is to strike a fine balance between these approaches.
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Outline

• SLH-DSA/SPHINCS+ 

• Hardware Design

• Hash Tile

• SPHINCSLET Architecture

• Evaluation

5
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SLH-DSA / SPHINCS+

7

• A stateless hash-based digital signature scheme.

• Selected for standardization by NIST in July 2022.

• Construction is based on other hash-based 

signature components:

• Forest of random subsets (FORS).

• eXtended Merkle Signature Scheme (XMSS).

• Winternitz One-Time Signature Plus (WOTS+).

• Each parameter set could be realized using

• SHAKE256

• SHA256/SHA512

Scheme Sec.
Level

n h d k w pk 
(bytes)

sig
 (bytes)

SLH-DSA-128s 1 16 63 7 14 16 32 7,856
SLH-DSA-128f 1 16 66 22 33 16 32 17,088
SLH-DSA-192s 3 24 63 7 17 16 48 16,224
SLH-DSA-192f 3 24 66 22 33 16 48 35,664
SLH-DSA-256s 5 32 64 8 22 16 64 29,792
SLH-DSA-256f 5 32 68 17 35 16 64 49,856
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SPHINCS+ Signing

8

Different hash configurations

• Tl

• PRF

• H

• Hmsg

• F

• PRFmsg
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Hash Tile 

10

• Two variants: 
• SHAKE256-based. 

• SHA-2-based (SHA256 and SHA512).

•  The opcode port is used to select a specific 
configuration of the hash.

• Internal BRAMs allow lowering the data movement, 
therefore optimizing the overall time. 

Different hash configurations

• Tl , PRF, H, Hmsg, F, PRFmsg 

• FWOTS+h 

• HTree

SPHINCS+ Signing

https://caslab.io/
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SHAKE256, SHA256, and SHA512

• SHAKE256:
• Round-based iterative architecture.

• 64-bit I/O interface.

• SHA256 and SHA512:

• Used existing implementation from [Ström21, 
Ström23].

• Round-based iterative architecture.
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SPHINCSLET Architecture
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• The operation flow is handled by control logic 
modules.
• Separate micro FSMs for each signature 

component.

• All memory requirements are handled by Memory 
banks.

• For security levels 3 and 5, SHA2-based 
SPHINCS+ requires both SHA256 and SHA512.

• Hash Tile contributes to ≈85% overall area.
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SHAKE256-based SPHINCS+ Comparison
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SHA2-based SPHINCS+ Comparison
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Takeaways

• We presented area-efficient hardware implementation of the SLH-DSA (formerly SPHINCS+) 

• SHAKE256-based design

• 4.7× reduction in area compared to high-speed designs 

• 2.5× to 5× faster signing time than the most efficient coprocessor-based alternatives

• SHA2-based design
• 2× to 4× speedup in signature generation (fastest SHA2-based design) 

• compact area footprint of 6K to 15K LUTs

16
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Thank you!

Sanjay Deshpande, Yongseok Lee, Cansu Karakuzu, Jakub Szefer, and Yunheung Paek. 2025. SPHINCSLET: 
An Area-Efficient Accelerator for the Full SPHINCS+ Digital Signature Algorithm. ACM Trans. Embed. 
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