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NIST Post-Quantum Cryptography Standardization

SPHINCS+ Concluded
Round 3 . 1 PQ_KFM .
1 PQ-KEM, @ selected (Hamming Quasi-Cyclic)
Call for Round 1 Round 2 4 PQ-KEM for further evaluation candidate selected

proposals

Call for proposals Round 1 Round 2 .
Additional PQ-DSS oun oun ongoing

« Submitted candidates belong to two categories
* PQ-KEM: Post-Quantum Key Encapsulation Mechanism
* PQ-DSS: Post-Quantum Digital Signature Scheme

« Evaluation Criteria
« Security
» Hardware and Software implementation efficiency and security
« Cost (key size, signature size, etc.)
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and Security Lab (CASLAB)
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Hardware Implementations of Cryptographic Algorithms

 Essential in improving security, performance
and energy efficiency.

» Target platforms:
 Field-Programmable Gate Array (FPGA)
 Application Specific Integrated Circuit (ASIC)

 Evaluating hardware designs is relatively
complex

« Lightweight (Low-area) implementation
» High-speed implementation
» Balanced implementation

Computer Architecture
and Security Lab (CASLAB)

https://caslab.io
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Motivation

« Fully pipelined hardware-based designs [ALC+20] offer high performance but incur significant

area overhead.

 The co-design approach with the RISC-V processor [Saar24] reduces area utilization but leads to

slower performance.

« Our goal is to strike a fine balance between these approaches.
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Outline

* SLH-DSA/SPHINCS+

« Hardware Design
« HashTile
« SPHINCSLET Architecture

 Evaluation

/ {% Computer Architecture
| B and Security Lab (CASLAB)
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SLH-DSA / SPHINCS+




SLH-DSA / SPHINCS+

» A stateless hash-based digital signature scheme.
» Selected for standardization by NIST in July 2022.

Construction is based on other hash-based
signature components:

Forest of random subsets (FORS).

« eXtended Merkle Signature Scheme (XMSS).
Winternitz One-Time Signature Plus (WOTSY).

Each parameter set could be realized using
SHAKE256
SHA256/SHA512

Computer Architecture
and Security Lab (CASLAB)
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Scheme Sec. | n|h|d| k| w pk sig

Level (bytes) | (bytes)
SLH-DSA-128s 1 16 63| 7/14| 16 32 7,856
SLH-DSA-128f 1 16 |66| 22133| 16 32 17,088
SLH-DSA-192s 3 24 |63| 7/17| 16 48 16,224
SLH-DSA-192f 3 24 166| 22133| 16 48 35,664
SLH-DSA-256s 5 32 |64| 8 22| 16 64 29,792
SLH-DSA-256f 5 32 168| 17/35| 16 64 49,856



https://caslab.io/

Algorithm 15 fors_node(SK.seed, i, z, PK.seed, ADRS)
Computes the root of a Merkle subtree of FORS public values.
Input: Secret seed SK seed, target node index i, target node height =, public seed PK .seed,
address ADRS.
Output: n-byte root node.
1: if z = O then
2 sk + fors_skGen(SK.seed, PK.seed, ADRS, i)
3 ADRS .setTreeHeight(0)
4 ADRS.setTreelndex(:)
5: node «— F(PK.seed, ADRS, sk)
6 else
7
3

SPHINCS+ Signing

Algorithm 22 slh_sign(M, ctx, SK)
Generates a pure SLH-DSA signature.

Inode + fors_node(SK.seed, 2i, z — 1, PK.seed, ADRS)
rnode + fors_node(SK.seed, 2i + 1,z — 1, PK seed, ADRS)

16 fors_sign(nd, SK.seed, PK.seed, ADRS)
Generates a FORS signature.

9 ADRS.setTreeHeight(z)

Input: Message M, context string ctx, private key SK. 100 ADRS.setTreelndex(i)
Output: SLH-DSA signature SIG. Input: Message digest md, secret seed SK.seed, address ADRS, public seed PK.seed. 1 node « H(PK.seed, ADRS, Inode || rnode)
Output: FORS signature SIG o ps- 12: end if

1: if [ctz| > 255 then
2 return L
3: end if

1: SIGpops = NULL 13: return node

2: indices + base_2°(md, a, k)
3: forifromOto k — 1 do [> compute signature elements
a SIGrors < SIGpons || fors_skGen(SK.seed, PK.seed, ADRS, i - 2° + indices]i])

[> initialize SIG -, s as a zero-length byte string

[> return an error indication if the context string is too long

a: addrnd <~ B" [> skip lines 4 through 7 for the deterministic variant s forjfromOtoa—1do [> compute auth path
s: if addrnd = NULL then 6: s |indicesli] /2| ® 1
6: dr.(-;turn iL [> return an error indication if random bit generation failed ;1 end‘;:rTH[j] ¢ fors_node(SK.seed, i - 27 + 5, j, PK.seed, ADRS) Algorithm 14 fors_skGen(SK seed, PK seed, ADRS, idz)
7: end
, Byte(0, 1) [ toByte(letzl, 1) | | Z: dS‘lem.s- « SIGpops || AUTH Generates a FORS private-key value.
8: M’ « toByte(0,1) || toByte(|ctz|,1) || ctx || M 10-ena for . . . .
& SHGE-alh_sigh, intemal(M; 5K addrnd) D> omit addind for the deterministc variant 11: return SIG ;o s Input: Secret seed SK.seed, public seed PK seed, address ADRS, secret key index idx.

Output: n-byte FORS private-key value.

: skADRS «+— ADRS

: skADRS.setTypeAndClear(FORS_PRF)
: skADRS.setKeyPairAddress(ADRS.getKeyPairAddress())
: skADRS.setTreelndex(idx)

: return PRF(PK.seed, SK.seed, skADRS)

10: return SIG

[> copy address to create key generation address

[E N Y

Algorithm 19 slh_sign_internal()M, SK, addrnd)

Generates an SLH-DSA signature.

Input: Message M, private key SK = (SK.seed, SK.prf, PK.seed, PK.root),
(optional) additional randomness addrnd.

Output: SLH-DSA signature SIG.

Algorithm 17 fors_pkFromSig(SIG p s, md, PK.seed, ADRS)
Computes a FORS public key from a FORS signature.

Input: FORS signature SIG ., 5, message digest md, public seed PK seed, address ADRS.
Output: FORS public key.

1: ADRS « toByte(0,32)

~

s opt_rand < addrnd  [> substitute opt_rand « PK.seed for the deterministic variant

3: R« PRF,, (SK.prf,opt_rand. M) [> generate randomizer
4: SIG + R

s5: digest + H,,,, (R, PK seed, PK.root, M) [> compute message digest
6: md « digest [0: [£2]] [> first [£] bytes
72 tmp_iday,,, < digest H%} BESES "W” o> next [“=1/] bytes
8: tmp_idzy,,; « digest [(%} + ]’%] s [Ee] 4 [%1 + H—;,]] [>next [ ] bytes

©

AT, < tolnt (tmp_idzy,,, ["44]) mod 2h-h/d

10 idiy,, ;4 tolnt (tmp_iday, p, [ 44]) mod 2"/

11: ADRS setTreeAddress(ida,,.,)

12: ADRS setTypeAndClear(FORS_TREE)

13: ADRS setKeyPairAddress(idzr;,,, ;)

14: SIGpops « fors_sign(md, SK.seed, PK.seed, ADRS)

15: SIG <= SIG || SIGrops

PKronrs  fors_pkFromSig(SIG g ps. md, PK.seed, ADRS)

8

o B

16: [> get FORS key

o

17: SIGyyp ¢ ht_sign(PK o s SK.seed, PK seed, idz,,,., idz;., )
18: SIG < SIG || SIG ;1
19: return SIG

B &S
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1: indices « base_2°(md, a, k)
2: forifromOtok —1do

3 sk ¢ SIG pops-BEtSK(i) >SIGropsli-(a+1)-n:(i-(a+1)+1) n|
4: ADRS.setTreeHeight(0) [> compute leaf
5 ADRS setTreelndex(i - 2° + indices|i])

6: node[0] + F(PK.seed, ADRS, sk)

7 auth « SIGpops-BetAUTH(E) [>SIGpopsl(i- (a+ 1)+ 1)-n:(i+1)-(a+1) n
8 for jfrom0toa — 1 do [> compute root from leaf and AUTH

9: ADRS.setTreeHeight(j + 1)

10: if | indices|i]/2 | is even then

11: ADRS setTreelndex(ADRS getTreelndex()/2)

12: node[l] «+ H(PK.seed, ADRS, node[0] || auth/[j])
13: else

14: ADRS:.setTreelndex(( ADRS.getTreelndex() — 1)/2)
15: node[l] + H(PK.seed, ADRS, authlj] || node[0])
16: end if

17: node|0] «— node|1]

18: end for

19:  rootli] + node[0]

20: end for

N
=

: forspkADRS +~ ADRS [> copy address to create a FORS public-key address
22: forspkADRS.setTypeAndClear(FORS_ROOTS)

23: forspkADRS.setKeyPairAddress(ADRS.getKeyPairAddress())

24: pk + T (PK.seed, forspkADRS, root) [> compute the FORS public key
25: return pk

Different hash configurations
o Tt

PRF

« H

Hmsg
- F
PRF,
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Hardware Design




Hash Tile

F msg_in_size opcode h_iterations
y ) . .
XMSS scheme
- { \ .
I fifo full = 4 Control Logic L * r fifo ful
_________________________________ l ‘ h R
WOTS™* scheme FIFO) FIFO
_________________________________ j L F % L_‘
; N A N/ , .
XMSS scheme | data_out <~ 1| - ; w < r_data_ou
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_____________ . | |
\_ .
FORS schemes

SPHINCS+ Signing . TWo variants:

Different hash configurations * SHAKE256-based.
« SHA-2-based (SHA256 and SHA512).
 T,,PRF, H, Hmsg, F, PRFmsg

« The opcode port is used to select a specific

* Fworse configuration of the hash.
e« H .
free * Internal BRAMs allow lowering the data movement,
W] computer Architecure therefore optimizing the overall time.
/@ and Security Lab (CASLAB) 10
ty Lab (cA
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SHAKE256, SHA256, and SHA512

SHAKE256 contr(?l logic
« Round-based iterative architecture. keccak-f round
* 64-bit I/0 interface.

SHA256 and SHA512;
 Used existing implementation from [Strom21,
Strom23].
SHAKE256
 Round-based iterative architecture.

Theta (6)
|
rho (p)
'
pi ()
|
chi (x)

lota ()

Perf. comparison

/ Device: Artix 7

- 5 . , {xc7a200t}
e
v | 6.000 23,
o) 3221
D | 4000 1 gll
@ I )
Area (Flipflops x1073)
2.000
% 0096 ) 0240, o 446 '0 584 0 745 Area (LUTs x1043)
—
0.000 , Time (us)
M SHAKE256 SHAKE256 SHAKEZSGI SHA256 SHA512
Computer Architecture [our] [Saar24] [DXN+23) [Strom21] [Strém23]
and Security Lab (CASLAB) / 11
e lovsisl ot 1\ B Time (us) Area (LUTs x1073) Area (Flipflops x1073)



https://caslab.io/

SPHINCSLET Architecture

« The operation flow is handled by control logic

IS RLILE Control Logic mOdu eS.
— » Separate micro FSMs for each signature
L_HasH || R_HasH component.
 All memory requirements are handled by Memory
[Cwors-rom_| banks.
e * For security levels 3 and 5, SHA2-based
SPHINCS+ requires both SHA256 and SHAS512.

« Hash Tile contributes to =85% overall area.

SPHINCSLET with Shake256-based Hash Tile
Area comparison of different Hash Tiles

A Control Logic
HASH_TILE Merkle Tree FSMs WQTS* FSM Device: Artix 7
e {xc7a200t}
Processing
L_HASH || R_HASH 3 XMSS FSM 5 11.9 3.0
g a— = 15 12.5 '
HASH_TILE 8 I (D)
L_BRAM || R_BRAM 0 9.9 4.0 4.0
L_HASH || R_HASH 2 |10 4.1
— —1
G;) 4.2 BRAM
3 5 - Area (Flipflops x1073)
Area (LUTs x1073)
Y0
Computer Architecture SHAKE256 SHA256 SHA256+SHA512
and Security Lab (CASLAB) 12
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Evaluation




Lower is better
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SHAKE256-based SPHINCS+ Comparison

300

200

100

SPHINCS+ 128f — SHAKE256

283.99
1930 49.04
1.01
- 8 b 32 725 04115 Time (ms)
Al !
3.7 106 47.9 '- Area (BRAM)
101" g 22.4= - Area (Flipflops x1073)
- = Area (LUTs x103)
[our] [Saar24] [KSS+24] [ALC+20]

[ ] Aret (LUTs x1073) Area (Flipflops x1073) ™ Area (BRAM) B Time (ms)

Device: Artix 7
{xc7a200t}

Computer Architecture
and Securlty Lab (CASLAB)

/ \

Lower is better

6000

4000

2000

SPHINCS+ 128s — SHAKE256

5584.00

1240 )
— ime (ms
72.5 L Area (BRAM)
. 48.2™" Area (Flipflops x1073)
o — — Area (LUTs x10”3)
[Saar24] [KSS+24] [ALC+20]

tou r]
B Arela (LUTs x1073) Area (Flipflops x1073) ® Area (BRAM) ® Time (ms)
Device: Artix 7

{xc7a200t}

14


https://caslab.io/

SHA2-based SPHINCS+ Comparison

SPHINCS+ 128f — SHA256
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Takeaways

« We presented area-efficient hardware implementation of the SLH-DSA (formerly SPHINCS+)

« SHAKE256-based design

« 4.7x reduction in area compared to high-speed designs
« 2.5x to 5x faster signing time than the most efficient coprocessor-based alternatives

« SHA2-based design

« 2xto 4x speedup in signature generation (fastest SHA2-based design)
« compact area footprint of 6K to 15K LUTs

(’!ﬁ Computer Architecture
~ and Security Lab (CASLAB)
https://caslab.io
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SPHINCSLET: An Area-Efficient 3@6
Accelerator for the
SPHINCS+ Digital Signature Algorithm

Thank you!

R b Sanjay Deshpande, Yongseok Lee, Cansu Karakuzu, Jakub Szefer, and Yunheung Paek. 2025. SPHINCSLET:

——— = N 4 An Area-Efficient Accelerator for the Full SPHINCS+ Digital Signature Algorithm. ACM Trans. Embed.
= Comput. Syst. 24, 5, Article 69 (September 2025), 19 pages. https://doi.org/10.1145/3728469
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