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Background on Bilinear Pairing

* Finite field IF of prime order g
* Three groups (G4, G,, G) of order g each
 Efficiently computable bilinear map.

e. (Gllx (G]Z_)(G]T

1. Bilinearity:
Vab€F, (91,92) € (G, Gy), e(gl g?) =e(g1,g.)*"

2. Non-degenerate:
Given generators (g1,9,) € (G4, G,), e(g1,9>) generates G



Boneh-Lynn-Sacham (BLS) Signatures

Bilinear pairing-based signature scheme

Key generation Signing Verification
ski=s « [F o
pk = g° € G, o:=Hm)*€G;  e(pk H(m)) = e(g,0)
Correctness:

e LHS: e(pk,H(m)) = e(g®,H(m)) = e(g,H(m))S
 RHS: e(g,0) =e(g,H(m)%) = e(g,H(m))S

Security: Computational Diffie-Hellman (CDH) in the random oracle model



(n, t) Threshold Secret Sharing

Share a secret s into n shares
>t + 1sharesreveals s

< t shares hides s

Example: Shamir secret sharing

(1,s;) (5,55)
(O.,S) .Sl (2’52) O
>

(3‘5 3) (4654)



Lagrange Interpolation

(al, P(al)), (az, P(az)), . (at, P(at)) = P(0)
(X — Clj) Aai(ai) =1
Lagrange polynomials: g, (X) = (@ —a)) =
L#] y J Aai(aj) = (

PO =) P(@) (X)) = PO0)=) P(a):2q,(0)

Va; Va;



(n, t) Threshold Secret Sharing

Share a secret s into n shares
>t + 1sharesreveals s

< t shares hides s

Example: Shamir secret sharing

(1,s;) (5,55)
(O.,S) .Sl (2’52) O
>

(3‘5 3) (4654)



BLS Threshold signature [Boldyreva’03]



Key Generation
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A; are the Lagrange coeffi

H(m)S =0 = Ha{li

(m, o)

cients.

e(pk,H(m)) = e(g,0)

S

pk=g

. 8
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Aggregator

5 & =

Verifier

Non-interactive signing
Constant signature size
Constant verification cost
Unique signatures
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Security of BLS Threshold Signature
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Threat model: Static vs Adaptive Corruption

O K S K

Y ) : S NeN

7 ﬁ Protocol execution = ﬁ Protocol execution
sl en > oalen

C C [n] 3
&R ¢ c [n] G € =13}
Static A Adaptive A

Decide corrupt parties No timing restriction on

before the protocol corruption decision
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Threat model: Static vs Adaptive Corruption
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Threat model: Static vs Adaptive Corruption
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Threat model: Static vs Adaptive Corruption
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Static Security of Threshold BLS Signature
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High-level framework

(9,9% 9")

>

g = F(trx, o)
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0COIT is the trickiest to simulate
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Static Security of Threshold BLS: Breaking CDH

‘ﬂcdh
(9,9%9") X
{<«> )




Simulating Corruption Queries

cdh

(9,.9% 9" % )

_LetC = {1,2,.
-Sample 5(1) s(t) « TF
-Lets(0) = a
- Interpolate {g¢%, g5V, .-+, g5}
to compute tpk = [g5D, -+, g5M]

pk = g%, tpk

{sk; = s(D}iec
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Simulating Signing Queries
Acdh

(9.9%9") (%

1. Samplex; « F
2. Program H(mj) =g

3. Computeg; = g“*J = H(mj)a
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Breaking CDH

Acdh K
(9.99") ’ ’ .
$ <> b

H(m") = g

e(pk, H(m*)) =e(g,0)

= e(g% g°) = e(g,0) > o = g%

o = g% is the CDH solution!

See our paper [DR24] for adaptive security proof.
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Evaluation Results
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Some evaluation results

* Implementation in Golang (gnark-crypto)
* bls12381 elliptic curve
e t3.2xlarge AWS, 32 GB RAM, 8virtual cores, 2.50GHz CPU

Sighing Partial sighature Partial sighature
time (ms) | verification time (ms) size (bytes)

Boldyreva-| 0.81 1.12 96
Boldyreva-l| 1.20 0.76 160
Adaptive BLS 3.92 2.16 224

Common case aggregation time (for t=64) is 7.7 ms for all schemes!

Source: https://github.com/sourav1547/adaptive-bls
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Summary

* Background on Bilinear pairing

* Boneh-Lynn Shacham (BLS) Signature
* Threshold Secret Sharing

* Design of Threshold BLS Signature

* Security of Threshold BLS Signature

e Evaluation Results

Implementation exercise (in Python)
https://github.com/sourav1547//cs598ftd/tree/main/bls

Thank you! (https://sourav1547/.github.io/)
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https://github.com/sourav1547/cs598ftd/tree/main/bls
https://sourav1547.github.io/
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