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Weaponizing Signatures

In 2011, forged certificates signed by In 2012, forged certificates signed by
DigiNotar exploited for MiTM attacks against Microsoft exploited by the Flame malware
GMAIL. for a large-scale cyber-espionage and

sabotage campaign
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2 DigiNotar JW!
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Two signature forgery attacks, but are they the same?



Weaponizing Signatures

DigiNotar attack [2011]: Flame.a'ftack [2,012]:
) broken collision-resistance of
secret key compromised! « » MD5!

Cyber attack: Hackers gained

) Cryptanalytic attack: Hackers
internal access

broke the cryptographic primitive

DigiNotar
cannot be
trusted!

MD5 is broken!




Weaponizing Signatures

Compromising Breaking the

secret key cryptographic primitive

It is crucial to distinguish between the attacks.
However, analyzing malware code can take years!

(Researchers were able to (somewhat) quickly detect that Flame was exploiting collisions on MD5 thanks to a forensic tool for collision attacks
developed by the same scientist behind the first practical collision attack to MD5)



Weaponizing Signatures

Nigel Smart

Quantum update. LWE is definitely still alive. Or at least
still alive until someone opens the box.

Quantum Computing Report
Where Qubits Entangle with Commerce \

NIST PQC Round 4 Candidate SIKE May Have Been Broken

We reported last month that NIST had selected four Post-Quantum Cryptography (PQC) algorithms for standardization in P
earcn...

Round 3 and another four algorithms were selected for further analysis in Round 4. One of the algorithms selected for

Breaking Rainbow Takes a Weekend on a Laptop

Ward Beullens

IBM Research, Zurich, Switzerland
wbe@zurich.ibm.com

Abstract. This work introduces new key recovery attacks against the
Rainbow signature scheme, which is one of the three finalist signature
schemes still in the NIST Post-Quantum Cryptography standardization
project. The new attacks outperform previously known attacks for all the

What if the next breakthrough is not published?



Fail-Stop Signature (FSS)

Fail-Stop Signature has a “forgery detection” procedure

Properties:

A/

** We can prove a forgery has occurred

A/

*%* We cannot take back a signature

A/

% Secure against unbounded adversary

0., is not my
signature!

-

=

Here is the
0 proof: o
— 0_* “(
-l - - v
Signer T » Recipient
. )
Our Proposal: a standardization process
should prefer signatures that allow for a fail-
stop mechanism whenever reasonable. )
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Signature

(vk,sk) « KeyGen(ch)
o < Sign(m, sk)
b « Ver(vk,m,o)

o Recipient

Accept iff
1 « Ver(vk,m,o)
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Fail-Stop Signature [=¢-"VF89]

llrusted
ch « GenCh(1%)

(vk,sk) « KeyGen(ch)

o « Sign(m, sk)

b « Ver(vk,m,o)

T « PoF((m*, "), sk, ch)
b « PoFVer(ch,m*, o*, )

(m*, o*

e
o 0

-l -
Signer T Recipient

>

Accept iff
1< PoFVer(ch,m",c",m)

[EC:WP89] The dining cryptographers in the disco. Michael Waidner, Birgit Pfitzmann 1989 8



FSS are not new!

Related works:

\/

** Lower bounds on FSS [HeijstPedersenPfitzmann93]

o%

» Constructions based on standard assumptions (Factoring, RSA, OWF, etc.):

[HeystPedersen92, DamgardPedersenPfitzmann94, BariPfitzmann97, Safavi-NainiSusiloWang20]

\/

** Proof-of-forgery for hash-based signature [KiktenkoKudinovBulychevFedorov21]

Only for WOTS+
*  We lift the security analysis to the full fail-stop framework




Our Results

» We study FSS in the post-quantum setting

» We introduce the fine-grained adversarial model

»* We augment SPHINCS+, one of the NIST’s PQC standardization to an FSS
s We augment WOTS+, XMSS, and FORS to FSS

In this talk: we use Lamport’s signature as a toy example to give an intuition of the issues

arising when adding a fail-stop mechanism to SPHINCS+.
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One-Time Sighature (Lamport)

The security assumption: one way function h: {0,1}1?8 - {0,1}128

Recipient

" Accept iff h(ry) =

Ukb
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FSS One-Time Sighature (Lamport)

Necessary condition for FSS: each vk corresponds to multiple sk

[KKBF21]: use a compressing crh h:{0,1}1%8+¢ - {0,1}128

Pr[|{h"1(h(r))}| > 1] w.h.p

‘.. b

-/

‘\\k )

Signer Op = Tp

vko = h(rp),
Ukl = h(?"l)

Recipient

" Accept iff h(ry) =

Ukb
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FSS One-Time Sighature (Lamport)

Findr" s.t:
h(r®) = vk
\ T
ol
Signer Recipient
vko = h(rp), Check h(r" ) = vk,

vky = h(r1) and accept
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FSS One-Time Sighature (Lamport)

Find r" s.t:

h(r®) = vk

\b’az R

!I:: b,o, = 1" D

o, is not my
signhature!

-
Signer Recipient
vko = h(rp), Check h(r" ) = vk,

vky = h(r1) and accept
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FSS One-Time Sighature (Lamport)

The proof-of-forgery is a collision (13, 7;,,) on h

Here is the proof:

Recipient

>

Check h(r,) = h(r"),
1, # 1 and accept
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FSS for a Post-Quantum World

Succinct secret key: generating the secret keys using a PRF

Secret keys: sk; = (Sk(i) — PRFSeed(i”O);Ski — PRFSeed(i”l)) [Multiple use! ]

Fori=1, ..., N:

Recipient

Seed > Acceptiff h(sk}) = vk}
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FSS for a Post-Quantum World

Challenge: Efficiency!
Fail-stop signatures assume

Information-theoretically the vk’s leak the Seed of the PRF unbounded adversaries, but
this prevents us from

> possible attack: seed enumeration! constructing a practical fail-
stop signature for SPHINCS+

Fori=1, ..., N:
L bi
<
P S
Signer o, = (i,sk,i,.) Recipient

Seed > Acceptiff h(sk}) = vk}
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Fine-grained Adversarial Model

We introduce a new assumption inspired by real-world risk management: the adversary is more
powerful than the signer, but it is still somewhat bounded

Our model allows us to

ﬂ ’ upgrade the security

ol o AR AN while keeping efficiency
Original FSS: PPT Unbounded
Our Model: PPT Powerful, but bounded

Same model that

Our proposal for Cannot break 128-bits Can break 128-bits of security,
FSS.SPHINCS: of security but cannot break 256

NIST uses in recent

standards!

Forexample, in FSS.SPHINCS+ we increase the size of the seed linearly, and the run time of generic brute force attack increases exponentially

18



From Lamport to SPHINCS+

¢ Public key: the root of a Merkle tree

s Signing algorithm: include the authentication path

Merkle tree for
succinct public key!
from the root to the leaf

leaf; = h(leaf,, leaf )

* Leaves are generated using a compressing hash F
to compress the size of vk of the OTS (thus
shortening the size of the path)

(the hypertree structure can be ignored for the purpose of this talk)

Essentially WOTS+ combined with Merkle trees!
Forgery implies either:

¢ A collision on the Merkle tree
U 2> we do not need to increase compression factor!
4R35 A forged signature
> we rely on the fail-stop mechanism of FSS.OTS




From Lamport to SPHINCS+

% Signing algorithm: Compute (i, md) = Hash(m), use
the (sk,pk) in the ith leaf to sign md

¢ Claim: the probability that for two message m,; # my:
Hash(m,) = Hash(m,) is small enough

(Hyper) T|:"‘__ee

** Change only the leaves from a one-time signature
to a few-time signature: FORS

How about collisionson Hash?
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From Lamport to SPHINCS+

SPHINCS+ ends up being of the hash-and-sign kind.

Hash Sign

|

m J > Hash(m) J :L Sign(Hash(m))

Possible attack!
Instead of targeting the signature of m itself, an unbounded adversary can find another message
m* such that Hash(m™*) = Hash(m)

Solutions:
¢ Saving a log file of all sighed messages. The proof is a collision with logged message
¢ “Fine-grained” adversarial model: sign on multiple messages (1||m), ..., (c||m) for some

constant c
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Our Result: FSS.SPHINCS+

FSS.SPHINCS+ with 256 bit of “fail-stop” security

is smaller and faster than SPHINCS+-256s

pk

sk Sig

Bit Sec Bit Sec
(bytes) (bytes) (bytes) Recipient Signer

SPHINCS™-128s

32

FSS.SPHINCS-128s,cs = 2 (log) 32
FSS.SPHINCS-128s,¢5 = 2 (¢, sigs) 32

SPHINCS™-

2008

64

64 7856

96 11,790
96 23,580
128 29,792

123
128
128
250

123

256
St
250

250
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Conclusions

s FSS allow to extract from a forgery a proof that the cryptographic assumption underlying a
signature scheme has been broken, without the need for extensive malware cryptanalysis.

s We argue that a standardization process should prefer signatures that allow for a fail-stop
mechanism whenever reasonable.

** We present FSS.SPHINCS+, that is, SPHINCS+ (i.e., SLH-DSA) augmented with a fail-stop
mechanism.

Open questions: |
s Apply FSS mechanism to more PQC NIST’s candidates |

For more details:

*»» Better solution for Hash-and-Sign ﬂ\ﬁ!\‘g
g"
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