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History of UOV

Patarin (1997) proposed the balanced Oil and Vinegar signature
scheme.

• #vinegar variables = #oil variables.

Kipnis and Shamir (1998) broke the balanced scheme with an
efficient attack.

Kipnis, Patarin and Goubin (1999) proposed the Unbalanced Oil and
Vinegar (UOV) scheme, with the KS attack in mind.

• #vinegar variables > #oil variables.
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UOV & UOV Problem

UOV: a digital signature scheme using the hash-and-sign paradigm from
a trapdoored multivariate quadratic map.

Public key

Multivariate quadratic
map P that is “hard” to
invert.

Secret key

Trapdoor of P: the oil space
O ⊆ Fn

q of dimension o.

P(o+x) = Q(o, x)︸ ︷︷ ︸
linear with o

+ P(x)︸︷︷︸
constant

+P(o)︸ ︷︷ ︸
=0

UOV problem (P → trapdoor)

Given: (q, n, o,m), and a multivariate quadratic map

P = (p1, . . . , pm) : Fn
q → Fm

q

Find: its trapdoor, i.e., oil space O ⊆ Fn
q of dimension o.
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Generation of Key Pair in UOV

In UOV, we have P = F ◦ T , n = v +m, and o = m.

F = (f1, . . . , fm) : Fn
q → Fm

q , and each fk is a special quadratic
polynomial of the form

fk =
v∑

i=1

v∑
j=i+1

α
(k)
ij xixj +

n∑
j=v+1

(
v∑

i=1

α
(k)
ij xi

)
xj

• x1, . . . , xv : vinegar variables;
xv+1, . . . , xn: oil variables;

• F vanishes on the o-dimensional space Span{ev+1, . . . , en}.
• Once vinegar variables x1, . . . , xv are fixed, F gets linear in oil

variables xv+1, . . . , xn, making it possible to invert F efficiently with
gaussian elimination.

T : Fn
q → Fn

q is an invertible linear map drawn uniformly, which is to

hide the oil space O = Span{T −1(ev+1), . . . , T −1(en)}.
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UOV Scheme in a Nutshell

1 Keypair: (P, trapdoor O of P);

2 Signing:

signature = (x1, ..., xn) ∈ P−1(y1, ..., ym)

where (y1, ..., ym) = Hash(µ) is the “digest” of the given message µ.

3 Verifying:

Hash(µ)
?
= P(x1, ..., xn)

5 / 22



Specifications (Round 2) Features of UOV State-of-the-art Security Analysis

Flexibility of UOV
We propose three versions of UOV, so as to accommodate different
practical needs.

ExpandPK CompactKeyGen ExpandSK

Sign

Verify

TRUE/FALSE

cpk csk

epk

esk

µ

version key pair
classic (epk, esk)
pkc (cpk, esk)

pkc+skc (cpk, csk)
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Changelog of UOV (Round 1 → Round 2)

For UOV, one change is made from Round 1 to Round 2:

In Round 1: seedpk, seedsk were drawn uniformly and independently,
and |csk| = 48 bytes;

In Round 2: seedpk is now derived pseudorandomly from seedsk;
and hence |csk| = 32 bytes;

Round 1 Round 2
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Key/Signature Sizes of UOV

NIST |epk| |esk| |cpk| |csk| |sig|
S.L. (bytes) (bytes) (bytes) (bytes) (bytes)

uov-Ip 1 278 432 237 896 43 576 32 128
uov-Is 1 412 160 348 704 66 576 32 96
uov-III 3 1 225 440 1 044 320 189 232 32 200
uov-V 5 2 869 440 2 436 704 446 992 32 260

Table: Key/signature sizes of recommended UOV instances.

In contrast,

Signature sizes of UOV are much shorter than those of RSA and other
post-quantum counterparts.
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(Fast) Signing and Verification Speed of UOV
Haswell Skylake

KeyGen Sign Verify KeyGen Sign Verify
uov-Ip-classic 3,242,676

115,420
102,680 2,857,092

109,328
80,342

uov-Ip-pkc 3,223,128
321,110

2,789,330
235,006

uov-Ip-pkc+skc 3,276,280 2,231,296 2,763,234 1,828,230
uov-Is-classic 5,917,200

141,528
67,104 4,836,380

128,972
60,916

uov-Is-pkc 5,555,436
406,224

4,948,572
282,842

uov-Ip-pkc+skc 5,734,164 3,583,860 4,893,010 2,763,582
Dilithium-II 97,621 281,078 108,711 70,548 194,892 72,633
Falcon-512 19,189,801 792,360 103,281 26,604,000 948,132 81,036
SPHINCS+ 1,334,220 33,651,546 2,150,290 1,510,712 50,084,397 2,254,495

Table: Benchmarking results of AVX2 implementations of UOV.

Specifically, at NIST security level 1,

Signing speed. the classic version of UOV is at least twice as fast
as Dilithium, Falcon, and SPHINCS+ on most platforms, including
x86-64, and Armv8-A platforms.

Verification speed. UOV matches the efficiency of Dilithium and
significantly surpasses Falcon and SPHINCS+.
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UOV Variants

Based upon UOV, many variants are proposed.

QR-UOV introduces quotient ring R = Fq[X ]/(f ) to reduce public-key
size.

• Here f is irreducible and deg f = ℓ;

MAYO introduces the whipping map

P⋆(x1, . . . , xk) =
∑
i

Ei,iP(xi ) +
∑
i<j

Ei,jQ(xi , xj),

and increases the hardness of underlying UOV problem by setting o < m.

SNOVA operates over non-commutative rings with smaller public key
sizes.

Note: their security analysis strategies are similar.
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Concrete Security Analysis of UOV (1/2)

I. Forgery attacks: construct an “artificial” message/signature pair that
can pass the verification test.

1 Collision attack

Guess input and salt, then compare.
Memory cost is huge.

2 Direct attack

Guess and solve.
Should solve a random system of m′ quadratic equations in n′

variables.
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Concrete Security Analysis of UOV (2/2)

II. Key recovery attacks: solve the UOV problem.

3 Kipnis-Shamir attack.

• Let Mi be the matrix of pi ’s polar form. Thus MiO⊥O.
• When o = v , O is an invariant subspace of the map M−1

j Mi ;
When o < v , most vectors in the intersection MiO ∩MjO are
eigenvectors.

4 Intersection attack.

• Generalize the idea behind KS attack, and consider vectors in the
intersection ∩iMiO.

5 Minrank attack.

• Aim to find a linear combination
∑

i ciPi with small rank.

6 New attacks [Ran2025],[LBL+2025],[JPH+2025].

• New attacks were recently proposed, which utilize the exterior
algebra / reduced-symmetric algebra.

• Applicable to UOV as well as its variants.
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Wedge Product Attack and its Follow-up

The wedge product attack [Ran2025]1 is a specific key-recovery attack
against UOV and its variants. It can solve the UOV problem, provided
that the underlying field Fq is of characteristic 2.

Moreover,

This attack is extended in [LBL+2025]2 to examine the concrete
hardness of SNOVA, by exploiting its block-ring structure.

The constraint char(Fq) = 2 has been resolved in [JPH+2025]3.

1Lars Ran. Wedges, Oil, and Vinegar – An Analysis of UOV in Characteristic 2.
IACR ePrint 2025/1143.

2Hung Le, Maxime Bros, Jacob Lichtinger, Daniel Smith-Tone, Brice Minaud, Ray
Perlner and Cristian Valenzuela. Exploiting SNOVA’s Structure in the Wedge Product
Attack.

3Yi Jin, Yuansheng Pan, Xiaoou He, Boru Gong and Jintai Ding. Security Analysis
on UOV Families with Odd Characteristics: Using Symmetric Algebra. IACR ePrint
2025/1137.
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Framework of Wedge Product Attack

Compared with other key-recovery attacks against UOV (and its
variants), the wedge product attack [Ran2025] tries to solve the UOV
problem by recovering the vinegar space O⊥, i.e., the orthogonal
complement of the oil space O.

1 Vinegar space can be encoded as a specific element of the exterior
algebra ∧Fn

q;

2 This specific element ∧Fn
q lies in the kernel of a linear map

determined by the public key;

3 When parameters are appropriately chosen, the kernel turns out to
be one-dimensional, making us recover this specific element (and
hence the vinegar space) up to scaling.
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Encoding of Vinegar Space

Every subspace of Fn
q can be viewed as a degree-v element in the exterior

algebra ∧Fn
q.

Plücker embedding.

{k-dimensional subspace} → P(∧kFn
q)

⟨x1, . . . , xk⟩Fq 7→ x1 ∧ · · · ∧ xk

For two bases of a given subspace in Fn
q, their images are equivalent

up to a nonzero scale in Fq.

Encoding. For the vinegar space O⊥ with basis v1, . . . , vv , it can be
encoded as an element of degree v :

v1 ∧ · · · ∧ vv ∈ ∧vFn
q.
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Encoding of Polar Form
When char(Fq) = 2, the polar form of quadratic polynomials in
P = (p1, ..., pm) are alternating, and can be seen as a degree-2 element
in the exterior algebra ∧Fn

q.

Polar form. For every quadratic polynomial pi ∈ Fq[x1, . . . , xn], its
polar form is defined as

qi (x, y) = pi (x+ y)− pi (x)− pi (y) + pi (0).

Alternating. When char(Fq) = 2, the polar form qi of the
polynomial pi in UOV public key P = (p1, ..., pm) are alternating:

qi (x, x) = 0, ∀x ∈ Fn
q.

Encoding. For the alternating polar form qi : Fn
q × Fn

q → Fq, it can

be encoded as a degree-2 element in ∧2Fn
q:

qi 7−→
∑
j<k

qi (ej , ek) · ej ∧ ek .

16 / 22



Specifications (Round 2) Features of UOV State-of-the-art Security Analysis

The Wedge Product Attack in [Ran2025]

When char(Fq) = 2, for the polar forms qi of UOV public key
P = (p1, ..., pm):

Lemma 2 ([Ran2025]). Every qi ∈ ∧2Fn
q is special in the sense

that
qi ∈ O⊥ ∧ Fn

q, ∀i ∈ [m].

These qi determine a linear map M:

M : ∧vFn
q → (∧v+2Fn

q)
m

α → (α ∧ q1, . . . , α ∧ qm).

Clearly, for the vinegar space O⊥ with basis (v1, ..., vv ), its
associated element v1 ∧ · · · ∧ vv belongs to the kernel of M.

• When Ker(M) is of dimension 1, it is straightforward to recover
v1 ∧ · · · ∧ vv , and hence the vinegar space O⊥.
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Cost of Wedge Product Attack [Ran2025]

v < m ·min{ o−1
2 , 2} is required to exclude unwanted solutions.

Using semi-regular assumption, it suffices to handle a pruned M
with parameter o′, where

o′ = min

o′ : 2v
m + 1 < o′ < o,

⌊ o
′

2 ⌋∑
i=0

(−1)i
(
m + i − 1

i

)(
v + o′

v + 2i

)
≤ 1


As the pruned square matrix M of size

(
v+o′

v

)
has density

(
v+2
2

)
, the

cost of wedge product attack is therefore

3

(
v + 2

2

)(
v + o′

v

)2

(2(log2 q)
2 + log2 q),

with Wiedemann-XL algorithm in mind.
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Implication of Wedge Product Attack and Its Follow-up

q n o m Bit-cost o′ New Bit-cost
uov-Ip 256 112 44 44 145 18 141
uov-Is 16 160 64 64 143 22 176
uov-III 256 184 72 72 218 26 207
uov-V 256 244 96 96 278 32 258
MAYO2 16 81 17 64 141 13 113

Table: Implication of wedge product attack [Ran2025] on UOV and MAYO.

S.L. q v o m ℓ Bit-cost o′ New bit-cost

SNOVA

I 16 37 17 17 2 153 7 141

III
16 56 25 25 2 221 8 179
16 24 5 5 5 257 4 177

V
16 75 33 33 2 288 10 233
16 29 6 6 5 310 4 189

Table: Implication of the extended attack [LBL+2025] on SNOVA.
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Countermeasure of UOV

The wedge product attack [Ran2025] is applicable to all four
recommended parameter sets of UOV.

For uov-Is, uov-Ip, uov-III, the wedge product attack does not
affect their bit-cost estimates significantly.

For the current uov-V, its bit-cost estimate is dropped far below the
desired threshold 272 for category 5, due to wedge product attack.

• As such, we would like to update uov-V to uov-V′, whose concrete
hardness is above the threshold well. Moreover, preliminary
experimental results show that their performances are close.

• Announcement would be made once our final choice is confirmed.

(q, n,m) Coll. Direct KS Inter. Wedge
uov-V (256,244,96) 396 278 445 312 258
uov-V′ (256,256,96) 396 278 541 391 289
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Summary

UOV has been extensively studied since its introduction in 1999,
and it has remained secure.

The signature of UOV is short.

The signing and verification procedures of UOV run fast.

Change of UOV (Round 1 → Round 2): the public key seed is now
derived pseudorandomly from the secret key seed, and hence the size
of compressed secret key is decreased by 16 bytes;

Given the wedge product attack, we propose a replacement for
uov-V, and announcement would be made once our final choice is
confirmed.
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Thank you!

Any questions?

uovsig@gmail.com

https://www.uovsig.org
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