
Leveraging AI and Automation to Automatically Remediate Risks and Other Discovered Issues in the Software Supply Chain



The Problem with AI
1. Dependency Explosion
AI can create risk faster than ever before. 

2. Vulnerability Explosion
AI is discovering problems faster than ever before. 

3. Breakdown in Workflows
Humans cannot decide or act fast enough to keep up.

https://xkcd.com/2347/



Automated CVE Discovery & Patching



Uncovering Risk

SAST
Static App Scans

License
© + License Scans

Scanners

Quality
Document + Code

FOCI
Sanctioned Entities

OpenSSF
Scorecard Score

Vuln.
30+ Databases

Package Info
Popularity, Maturity, Bugs, etc.

Repo Intel and Trends

Contributor Intelligence
Nationality | Location | Associations | Connections

OSINT



Reachability



How it Works



Real World Example

VEX Disposition



Real World Example



1,211
Example vulnerability

GHSA-82j2-j2ch-gfr8 in rustls-webpki@0.101.7

Point of the example

This is not manual ticket work. It is combinatorial path analysis, and it creates 
a serious engineering review burden without structured automation.

Real World Example



1,211
independent paths

from service root to a single vulnerable component

Example vulnerability

GHSA-82j2-j2ch-gfr8 in rustls-webpki@0.101.7

Point of the example

This is not manual ticket work. It is combinatorial path analysis, and it creates 
a serious engineering review burden without structured automation.

> 12 Hours

Real World Example



35
independent paths

from service root to a single vulnerable component

Example vulnerability

RUSTSEC-2026-0097 in rand@0.9.2

Point of the example

This is not manual ticket work. It is combinatorial path analysis, and it creates 
a serious engineering review burden without structured automation.

3 hours 30 minutes

Real World Example



Lessons Learned



Optimization



Why Automated Remediation?



How it Works



Other Use Cases



Planned Work



INFO@DARKSKYTECHNOLOGY.COM 


