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PACKAGE PRESENT
Assigned Vulnerable

Your

Application

The package is in your SBOM
Detected by scanners and listed as vulnerable

No insight into how it is used
Static presence does not equal exploitability

Unclear risk without context
Requires analysis to determine real impact
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SIGNAL

Needs investigation
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ACTUAL REACHABLE BEHAVIOR
In Your Application Context

Vulnerable
Behavior

./

- @ e®
A valid path exists

Dependency and code analysis confirm reachability

The vulnerable behavior can be triggered
Real exploit conditions are present

This is real risk
Actionable, priority, and defensible

REAL RISK

Requires action
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EVIDENCE CHAIN PRESERVED

Application Root
com.example.app

Dependency Path
4 hops « 1 active path

Analysis & Pruning
Unsafe or irrelevant
branches eliminated

Reachability Determined
Path is reachable and
exploitable

Evidence Recorded
Immutable record for review,
audit, and VEX
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¥ Download CSAF VEX v

Status

s-webpki@0.101.7 7.50 -
1ssl@0.10.78 8.70 -

nl@0.0.5 8.70 - Not Affected

@8.3.2 7.50 0.00
-xml-builder@]1.1.5 8.70 -
-uri@3.1.0 7.50 0.00

Rows per page: 10 « 1-10 of 39 >




Edit Vulnerability GHSA-gfxp-f68g-8x78
Re a I WO rI d EXa l I l I e Update the VEX fields for this vulnerability: set its current status, explain any mitigating justification,
choose the planned responses, and capture supporting notes before saving.
Not Affected

©® @ ® Y 20260506-161421| Darl  +

@ https://bpt-beta.darksky.technology/project/prj_d46eed42781248c5bc8b6935dee38809)/str|

w BuLLETPRUnF Path: cyclone-dx@0.1.0 -> spanned@0.1.0 -> serde _yml@0.0.12 -> libym|@0.0.5

### Reasoning summary
ACTIVE High Impact Vulnerabilities Detected
This crate does not preserve external reachability to the vulnerable serde _yml/libyml parser path. Its only public
parse entrypoints are json:Bom:from_str and xml:Bom:from_str, which forward caller-controlled input to
spanned:from_pretty_json and spanned:from_pretty_xml respectively. The vulnerable helper
spanned:from_pretty_yaml exists only in the transitive spanned dependency and is neither imported, called, nor
re-exported by cyclone-dx, so a downstream user would need a separate direct dependency on spanned to reach
that signature.

### Evidence
Vulnerabilities
- Cargo.toml:6-18 declares dependencies on quick-xml, serde, serde_json, and spanned; cyclone-dx has no direct
serde_yml dependency.
- src/lib.rs:64-68 imports spanned:{Pretty, Spanned, from_pretty_json} for the json module.
Severity Identifier § Package - src/lib.rs:257-264 implements json:Bom:from_str by calling from_pretty _json(s), not YAML parsing
- src/lib.rs:278-282 imports spanned::{Pretty, Spanned, from_pretty _xml} for the xml module.
- src/lib.rs:559-566 implements xml:Bom:from _str by calling from_pretty _xmi(s), not YAML parsing.
GHSA-82]2-j2ch-gfr8 . - [tmp/.tmp4wnjzH/libs/spanned/src/lib.rs:118-126 defines the vulnerable helper pub fn from_pretty _yami<T:
1alias ) ( 1related fustlszwe DeserializeOwned> (s: &str) -> Result<(T, Pretty), serde_yml:Error> { serde_yml:from_str(s)?; ... }
- Repository search in cyclone-dx found no references to from _pretty_yaml or serde_yml; only
from_pretty _json/from_pretty_xml call sites are present.
GHSA-Xp3w-r5p5-63rr - cargo tree -e normal shows serde_yml and libyml only under the transitive dependency chain cyclone-dx ->
5 openssl spanned -> serde_yml -> libyml
1alias 1related T
Path: spdx3@0.1.0 -> spanned@0.1.0 -> serde_ymI|@0.0.12 -> libyml@0.0.5
GHSA-gfxp-f689-8x78 ### Reasoning summary
1alias

This package does include the vulnerable “serde_yml*/ libyml” stack transitively via “spanned’, but its own
externally reachable parsing surface does not forward caller-controlled input into that YAML path. The only text-

foan
CVE-2026-41907
uuid@8.. Cancel Save I
1alias ) ( 1related ]

GHSA-5wm8-gmm8-39j9

fast-xml-builder@1.1.6

1alias 1related



Real World Example

©® @ © Y Vulnerability | GHSA-821  +

Exa m p le vu ln era b | lity < [¢] @& https://bpt-beta.darksky.technology/vulnerability/GHSA-82j2-j2ch-gfr8/

o . . YW BULLETPRODF
GHSA-82j2-j2ch-gfr8 in rustls-webpki@0.101.7

Vulnerability

GHSA-82j2-j2ch-gfr8

Details

Summary
summary

bit_string_flags() in src/der.rs panics with an index-out-of-bounds when given a BIT STRING v
Polnt Of the example through the public API BorrowedCertRevocationList::from_der() viathe issuingDistributionf

Precondition: CRL checking is opt-in in rustls-webpki. This vulnerability affects only applications tha
the attacker can influence. The default rustls configuration (no RevocationOptions) is not affected

This is not manual ticket work. It is combinatorial path analysis, and it creates
a Serious engineerino— reVieW burden W|th0ut StrUCtured automation Al disclosure: This report was prepared with Al assistance (Claude). The vulnerability was discc
g .

have been independently verified against the live source code before submission.
Details

bit_string_flags() in src/der.rs reads the content of named-bit BIT STRINGs (KeyUscge, Reasor

if padding_bits > 7 || (raw_bits.is_empty() && padding_bits != @) {
return Err(Error::BadDer);

v

}

let last_byte = raw_bits[raw_bits.len() - 1]; // « crash

misses the case padding_bits == 0 && raw_bits.is_empty(). When a BIT STRING has content [0

e padding_bits = 0x00 — passes the > 7 check v



Example vulnerability

GHSA-82j2-j2ch-gfr8 in rustls-webpki@0.101.7

1,211

independent paths Point of the example

This is not manual ticket work. It is combinatorial path analysis, and it creates

a serious engineering review burden without structured automation.
> 12 Hours




Example vulnerability

RUSTSEC-2026-0097 in rand@0.9.2

independent paths Point of the example

This is not manual ticket work. It is combinatorial path analysis, and it creates
a serious engineering review burden without structured automation.

‘ 3 hours 30 minutes




1. REASONING
QUALITY MATTERS

Deeper reasoning = better reachability
dispositions and safer fixes
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More analysis Stronger evidence |
depth and confidence

Better dispositions
and outcomes

2. LARGER LOCAL
MODELS CAN WORK—
JUST SLOWLY

3. SMALLER MODELS
BREAK DOWN

Higher capability at the cost of
runtime and resource demand

Longer run times

. Shallower reasoning leads to gaps,
missed paths, and risk
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and memory consumption analysis false confidence less trust
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Large Scale Analysis
rustls-webpki
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Independent Analysis
Paths Analyzed Runtime
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Reachable
Path Found
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e High complexity. High cost without automation.

—
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Focused Analysis
smaller service

24 12m

Independent Analysis
Paths Analyzed Runtime

e Lower complexity. Same outcome.

1

Reachable
Path Found
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1. RISK SIGNAL

Vulnerability detected
in your software
supply chain.
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T

System proposes
safe, context-aware

remediation options.

2. AVAILABLE ACTIONS
\
“ |

3. LLM REASONING

| Al analyzes code, context,
tests, and policy to
prepare the best change.

4. BRANCH CHANGE

Al creates and commits
the remediation on a
new branch.

5. PULL REQUEST

@ Remediation PR

&3 Tests @
% Build @

) Security Checks @
=]
Automated checks

run. Evidence and
justification included.

=
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6. HUMAN REVIEW

Human reviews the
change, verifies impact,
and approves or
requests changes.

EVIDENCE + POLICY ¢« CONTEXT

v




End-of-Life
Component

No more upstream support.
Rising risk over time.

MAINTAINED

DEPRECATED END OF LIFE

Action: Replace, Refactor,
or Remove

@ Vulnerable
/ / Component

Out-of-Date
Component

Known vulnerability with potential
for exploitation.

‘,/ };\ Action: Patch, Upgrade,
N or Refactor

Lagging behind current versions.
Increased exposure over time.

Action: Update to
Supported Version




1. REMEDIATION . @‘ 2. INVESTIGATION
® Propose and verify targeted code fixes ® Expand analysis to related components
! |
© Human-approved changes via PR workflow 5 Trace impact, exploitability, and context
® Reduce risk with evidence-backed action ® Produce evidence for confident decisions

% 3. POLICY-GUIDED ACTION

® Apply plain-language policy to outcomes

é Recommend accept, mitigate, or defer

® Continuously improve with feedback
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