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About USPAE

Non-profit, trusted 3 party electronics industry organization (est. 2020) .

Mission: ensure the U.S. has access to trusted, assured and resilient electronics supply chains.
Identify gaps and convene government + industry to execute solutions.

Manage the Defense Electronics Consortium OTA.

Partner network spans start-ups, small and non-traditional firms, academia, mid-tier suppliers,
service providers, to large system integrators.

U.S. affiliate of the Global Electronics Association (IPC standards ecosystem).
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Why Chip Traceability Matters

We cannot see below Tier-1 and ICs are where the risk concentrates.

GAO: sub-tier mapping often captures <10% and disclosure is not
enforceable.

“U.S. origin” at purchase, yet 88% foundry and 98% packaging/test
are offshore.

Authorized sourcing helps reduce counterfeit risk, but does not equal
traceability.

Deep-dives reveal hidden foreign integration.
China-linked sub-tiers often appear late.

urce: GAO “Defense Industrial Base: Actions Needed to Address Risks Posed by Dependence on Foreign Suppliers,” 2025 - https://www.gao.gov/products/gao-25-107283
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» Electronics determine lethality, range, and mission outcomes.

»1Cs power defense platforms, critical infrastructure, and the equipment
that makes everything else.

»If IC provenance is opague, assurance becomes an assumption, not a
verifiable claim.

As for critical minerals, we don’t trace protons or electrons, we trace electronics.
That’s where trust is earned.
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» |Cs concentrate functionality, risk, and trust in the smallest components.
» Low-cost COTS ICs replicate risk across thousands of boards and systems.
» Once designed in, ICs are hard to substitute
without redesign or recertification.

»Fab, assembly, and test span multiple opaque

sub-tiers. M

»0One untraceable IC can propagate risk across m
fleets and mission sets. = l u e

Distribution Tens of thousands of systems



Widely used across DoD for aviation, logistics,
maintenance, and command & control.

Highly IC-dense and built entirely on commercial
COTS integrated circuits.

Commercial-first supply chains optimize
cost/availability, not traceability/assurance.

Representative of how COTS IC traceability gaps enter
defense systems at scale.

Commercial tablet BOMs are transparent unlike most DoW platforms




Inside the Tablet: IC Traceability Gaps

Each block is a chip category with its own supply
chain path (fab, assembly, test, firmware,
distribution).

Some tie to Section 1260H PLA-associated entities,
reinforcing the need for assured sourcing and
traceability.

Source: Exiger supply chain illumination for Samsung Galaxy Tab Active3 and Active5

Memory

(DRAM / NAND)
P

Application
Processor / SoC V\

Connec tivity ICs
(Wi-Fi/ BT / Cellular / GNSS)

L Display & Touch Controller ]

4
Sensors & Support ICs

mmercial COTS ICs.

Each block represents one or more co



Secure FPGA’s

Built-in security and traceability features; proven
for high-assurance applications where tradeoffs
are acceptable.

Custom ASICs

Traceability can be designed in across design,
foundry, assembly, and test. DMEA Trusted
Foundry supports select high assurance flows, >
while other defense ASIC supply chains rely on Bt At RN NLRAE LALEAEAL
overseas foundries and suppliers who may offer Secure FPGA Custom ASIC Commercial
traceability. COTSIC

Commercial COTS ICs
Optimized for cost/volume. Adding traceability
introduces friction unless standards + demand
signals make it commercially viable.




Traceability: The Hard Part

Requires:
= Fab visibility - wafer or lot identifiers, where built, when built.

= Assembly and test visibility - where packaged, tested, and screened and what
flows were used.

= Chain-of-custody continuity through authorized distribution, brokers, and
integrators.

COTS reality: OEMs use mixed foundry and test models, so lot
genealogy is hard to reconstruct at scale.

Practical target: die to lot with foundry, assembly, and test visibility.
oo ((0))
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Wafer Package/Test Distributor System

Reference: USPAE analysis of commonly used defense COTS IC families



Standards Demand Signals Secure COTS

)

Establish a standards-based assurance framework that defines traceability as a

COTS | C commercial best practice.

L * Drive expectations via standards and avoid defense-unique or custom requirements.
Traceability: A

Practical Path

FO r\Na rd * Applicable across defense, critical infrastructure, automotive, banking, and other markets
that require assured supply.

Create commercial demand signals for traceability-enabled supply chains.

Focus on practical traceability that can scale across commercial manufacturing.

* Ensure“Assured COTS” with designed-in traceability at commercial cost.
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Questions
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USPAE

U.S. Partnership for

Assured Electronics

Thank You

Jim Will
Executive Director
jimwill@uspae.org R
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