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Motivation

* Cryptography and security applications make extensive use of random bits
e Security claims often hinge on random bits

* Assurance that a random bit generator provides a minimum amount of security is a
challenge

int get RandomNumber ()

return 4. // chosen by fair dice roll.
/I quaranteed to be random.

https://xked.com/221/


https://xkcd.com/221/
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Deterministic Random Bit Generator Model

* DRBG mechanisms produce pseudorandom
outputs that satisfy the properties of an ideal
random bitstring

* Unpredictable

* Unbiased

 Each bitis independent of all other bits
* Each bit contains 1 bit of entropy

* Entropy input, seed, and state must be kept
secret
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DRBG Functions

U ninSTO nTiOTe e Destroy internal state

| nS.l-O n .|.i O -|-e » Seed with randomness used to set DRBG's initial state
* Required prior to generation of any bits
» Generates pseudorandom bits, updates state, calls reseed
function
R See d * Inject addifional randomness info the generation of
e pseudorandom bits
H |-|-h T -|-  Test to ensure that all functions within the DRBG boundary are
e O eS working correctly




Security Strength

Instantiate function

instantiated security strength

Security strength is an indication of the work to break a cryptographic algorithm

Application includes requested instantiated security strength is part of call to the
Designs each have a maximum security strength that provides an upper limit on

Security strength of DRBG output is min(instantiated security strength, output length)

Maximum Designed

Instantiated Strength

Security Strength (bits) 128 192 256
128 v
192 v v
256 v v v




DRBG Security Properties

s Output Indistinguishability

e An adversary who observes DRBG outputs should not be able to distinguish them from uniformly
random bits with non-negligible advantage.

e Knowledge of the internal state at time t does not enable an adversary to distinguish previously
generated DRBG outputs from ideal random bitstrings with non-negligible advantage

sy Prediction Resistance

e Provides assurance that compromising the currentinternal state of the DRBG does not allow future
DRBG outputs to be predicted past the point where the DRBG has been reseeded with sufficient
entropy

.



Backtracking and Prediction Resistance

* Full state compromise attime t
* Adversary learns nothing more about output, , and output, ,, ...

* Reseeding between times t and t+7 prevents attacker from distinguishing outputs from

time t+7 onward

output;.,

T

State;.,

output,

T

v

State, 4

output,

State,

output,,,

T

State,,;

output,,,

T

v

reseed

State,,,




DRBGs Past, Present, and Future

Version 1 (2012)

* Hash_DRBG

* HMAC_DRBG

« CTR_DRBG
 Dual_EC_DRBG

Revision 1 (2015)

 Hash DRBG
« HMAC_DRBG
 CTR_DRBG

Revision 2 (in progress)

* Hash_DRBG
* HMAC_DRBG
« CTR_DRBG

« XOF_DRBG
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Entropy Sources

* Provides bits with uncertainty

* 90B details entropy source model, requirements,
and validation process

* Entropy source is not a random bit generator

* Outputs may not pass statistical tests for
randomness

* Entropy and requirements and testing described in
terms of min-entropy
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Conditioning

* Entropy may be not be evenly distributed across an output bitstring

* Conditioningis an optional deterministic function that can:

* Reduce bias
* Increase entropy rate (compressing entropy into a shorter bitstring)

Conditioning CANNOT increase entropy!

* Two classes of conditioning: vetted and non-vetted

Vetted Non-vetted

Full-entropy yes no
output
Truncation yes no

See list of vetted conditioning functions at https://csrc.nist.gov/Projects/random-bit-generation/sp-800-90-updates
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Physical vs. Non-physical

An entropy source is classified as physical or non-physical based on its noise source

These classification characterizes how confidant we are about the consistency of
noise quality

Physical noise sources are purpose-built for generating outputs containing entropy
* Sometimes called “hardware” noise sources
* Can create a stochastic model describing the process

Non-physical noise sources are not designed for the purpose of generating entropy
e Sometimes called “found” or “software” noise sources
e Difficult to create a stochastic model




Noise Source Examples

Physical Non-physical

* Ring oscillator  CPU timing jitter
e Metastable latch * User space, kernel space

e Thermal noise * Packetinterarrival times

* User keystroke timing
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Constructing Random Bit Generators

* Different ways to combine validated entropy "
0] RBG
sources and DRBGs ; o3
(S
* Key differences between constructions H (RBG2(P))
include: ; ) 4 1 B
* Type of entropy source (physical or non- 8
p hyS ICa l) = RB(_S Deterministic Physical Non-physical
° Module boundarles Chain RBGs RBGs RBGs

* Reseeding requirements
* Security guarantees




Multiple Entropy Sources

A design may have multiple independent entropy sources
May be a mix of physical entropy sources and non-physical entropy sources

Entropy source outputs are combined through concatenation
* E.g, NP, || Py [ NP, [| NP5 || Py | ... [ NP || P,

Two ways to count entropy towards fulfilling the amount of entropy in an
entropy request




Counting Entropy

Method 2 (non-physical

Method 1 (physical only) inclusive)

Pl NP1

Counted Counted
P2 entropy NP2 enfropy

3



RBG2

* There is an entropy source within the RBG security Exterally provided input
bo un d a ry RBG security boundary I
. . ) T DRBG
* Reseeding may be supported, butis not required . feves TN || Roqest [
. Source(s)* ™ Function** éﬁ' status
* 1f 217 or more bits have been output, DRBG needs to i T merenell_2 status
be reseeded or re-instantiated before fulfilling a T
request to generate additional bits internally provided input

Cryptographic Module

* As shown in Figure 1 of SP 800-90B
** Required by a CTR_DRBG without a derivation function when the

* Conditioning functions outside an entropy source entropy souroe does not provid ful-entopy output
are referred to as “external conditioning”

* Required in certain cases, optional otherwise




Two Kinds of RBG2

RBG2(P) RBG2(NP)

* One or more validated physical entropy * One or more validated non-physical
sources entropy sources

* Inclusion of one or more non-physical * Inclusion of one or more physical
entropy sources optional entropy sources optional

* Method 1 used to count entropy * Method 2 used to count entropy
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RBG3

* Require an entropy source within the RBG boundary

(RBG2(P)]

increasing requirements
\

Deterministic

RBG3 constructions have the most requirements

RBG2(NP)

Non-physical
RBGs

Every output contains fresh entropy
Requires one or more physical entropy sources

* Non-physical entropy sources may be present as well, but they do not contribute

to the entropy count

Two RBG3 constructions
* RBG3(RS)
* RBG3(XOR)




RBG3(RS)

* Structurally similarto RBG2(P), but
operation differs

* Reseed prior to fulfilling any generate
request

Externally provided input
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ntropy |- Cond|t|0n|ng—.-r DRBG Application
, ' material N D >
Source(s) ! Function |
entropy
Output
Repeated requests
and responses
RBG security boundary
Cryptographic Module
* For a CTR_DRBG without a derivation function when the entropy
source does not provide full-entropy output
s + 64 bits sfull-entropy S *64Dbits sfull-entropy S *64Dbits s full-entropy
of entropy bits of entropy bits of entropy bits
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RBG3(XOR)

* RBG outputs and fresh entropy XORed
with DRBG outputs

e DRBG needs to be reseeded at the end
of seedlife

Cryptographic Module

Externally provided input

Internally provided input
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Direct DRBG Access

* Implementations may have option for applications to directly access the DRBG

» Effectively an RBG2

* RBG3 can continue to operate as an RBG2 if no entropy source is functional
* Reseed between RBG3 generate requests and DRBG generate requests

provides domain separation

s + 64 bits sfull-entropy S +64bits n bits m bits
of entropy bits of entropy generated generated

\ ] \ ] J
Y

Y ||

RBG3(RS) One or more DRBG
generate request generate requests

RBG3(RS)
generate request




Handling State

* RBG3 without fresh entropy in every output is
effectively an RBG2(P)

* Implementations may have option for
applications to directly access the DRBG and
use it as an RBG2(P)

* RBG3 and direct DRBG may share internal
state from the same instantiation

* RBG3 and direct DRBG may have separate
instantiations

RBG3 RBG3
Entropy SEntropy
Source(s) ource(s)
| /N
Internal Internal Internal
State 1 State 1 State 2
[y
1
| 1
1 Internal
| state used
1 . Internal
, fordirect
DRBG state used
for direct
access DRBG

Internal state used by the
RBG3 construction

1 access
Internal state used by the

RBG3 construction

Example 1

Example 2




RBGC

* One DRBG provides seed material for another T T T T T T ke, |
| RBGC, ! i
DRBG B initiat | (RO°Y RBGC; | i
 E.g., applications seeding a DRBG with OS RBG, or B Ra"sd°m"°ss | |
OS DRBG seeded by hardware RBG | | meca nacefl | [ |1 | TS | |
| | Entropy Source) | :
* |nitial randomness source serves role of entropy R | :
source in the root RBGC il patte wisb N N |
DR;G4 ........
RBGC4 (Alternative f ding)
* Randomness sources for RBGC can be

* RBG2 (physical or non-physical)
* RBG3 (RS or XOR)
* Entropy source providing full-entropy outputs

e



DRBG }—»

Initial '
randomness DRBG —+| DRBG —
source :

DRBG

RBGC,  RBGC,  RBGCs;  RBGC,

 The randomness source for a RBGC is the entirety of RBGCs it descends from, all the
way back to the initial randomness source

* All parts must exist on the “same computing platform”

* Restrict realizations of RBGC constructions to similar concepts of a randomness source
and DRBGs that exist within the same RBG boundary

* Seed material must pass from a randomness source to a DRBG in a way that provides the
same guarantees as using a physically secure channel.



Reseeding

* RBGC subtrees may added or removed
during operation

* Ifa DRBG needs to be reseeded and its
parentis not available, three alternatives for
obtaining seed material:

e Sibling of the parent
* Any ancestor
* Initial randomness source

e e e e e e e e e e s e

Initial
Randomness

Operating system |
RBG !

Source

-

DRBG,
(Root RBGC)

E |

1

ireseed

L e 1
1

Application,




Further Considerations

e The boundaries for an RBGC construction are more difficult to define than other
constructions

e Components in multiple validated modules
* Tree structure changes over time

 An RBGC may not be moved to a different computing platform or cloned

* Forking a process on the same platform is ok, so long as the new and/or original process is
reseeded prior to fulfilling a generate request

* Itis hard to anticipate all configurations and designs, but examples of acceptable and
unacceptable cases are provided in Appendix A.3

_—



Composition

* Parts of an RBGC may be validated
separately, in multiple modules

* i.e.,, DRBGin one module uses DRBG in
another module as randomness source

 Composition allows a subtree to attach to
an RBGC
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Host system boundary :
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VM, vSwitch, NIC Physical switch

Configuration where seed material from
VM, to VM, exits host system

VM: virtual machine
NIC: network interface controller
vSwitch: virtual switch
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Configuration where seed material from VM,
to VM, may stay within the host system or exit
the host system



Seeding DRBGs in Virtual Machines

seeds “ A seeds
VM, VM, VM, VM, M— UM, ¢ M,
< 4
SW Tseeds

Hypervisor Hypervisor
Tseeds Tseeds
[ Operating System ] [ Operating System J

Platform Hardware

seeds
Platform Hardware

e



RBG1

Externally provided input
1

e DRBG has access to randomness source for
instantiation, but access is permanently lost

1
RBG Security Boundary DRBG Security)Boundary

afte rwa rd S B ra:(?gr:ist:ss i Request
° N 0 res ee d ing Ca pa b il.ity RBG seed_m{tenal DRBG; _O_u¥p_u_t _ | Application
Randomness
Source RBG1

* Possible randomness sources ety provided input
e \/alidated RBG2(P) with reseeding Cryptographic Module Cryptographic Module

Physically Secure

* Validated RBG3 Channel

* Root RBGC supporting reseed requests using
RBG3 or full-entropy physical entropy source




Subordinate DRBGs (Sub-DRBGs)

* Additional DRBGs can be added within the RBG1 security
boundary

* Outputs of sub-DRBGs are considered outputs of the RBG1
construction

* Security strength of sub-DRBG upper bounded by security strength
of RBG1

* Sub-DRBGs cannot provide full-entropy output
* Only one layer of sub-DRBGs is allowed

* Number of sub-DRBGs is limited only by practical constraints
associated with the implementation or application

RBG1 Security Boundary

RBG1

(Randomness
----------

Sub-DRBG
1

Sub-DRBG
n




Relationship to Other Standards

NIST SP 800-22

Predates the SP 800-90 series and is not
applicable to entropy sources

Describes a series of hypothesis tests to
evaluate whether an input bitstring exhibits
* Uniformity
* Independence
* Unpredictability

Failure can be result of poor design or
statistical anomaly of sequence tested

Currently under revision

AlS 20/31

AIlS 20: Functionality Classes and Evaluation
Methodology for Deterministic Random
Number Generators

AIS 31: Functionality Classes and Evaluation
for Physical Random Number Generators

Both point to a joint mathematical-technical
reference, often simply called ‘AlS 20/371’

Describes types, requirements, and
construction of RNG functionality classes



Hot Off the Press

* Further details comparing AlS 20/31 available in
recently published NIST IT 8446

* Includes details on how to design an RBG that can
be validated by CMVP and certified by BSI

NIST Internal Report
NIST IR 8446

Bridging the Gap Between Standards on
Random Number Generation

Comparison of SP 800-90 Series and AlS 20/31

Elaine Barker

John Kelsey

Kerry McKay
Johannes Mittmann
Matthias Peter
Werner Schindler
Meltem S6nmez Turan

This publication is available free of charge from:
https://doi.org/10.6028/NIST.IR.8446

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
U.S.DEPARTMENT OF COMMERCE




uestions?

Thank you for your attention ©
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https://csrc.nist.gov/Projects/random-bit-generation
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