From Red Tape

to Real-Time:

The FedRAMP 20x
Transformation




What is FedRAMP?
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Re-Use Across

Entire Government
ONGOING

Preparation Authorization

Government

Cloud Service Provider

Continuous

Monitoring
ONGOING




FedRAMP Marketplace

Many brand name cloud service providers have
achieved FedRAMP authorizations including these,
and more than 500+ others
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VI s I o N Transform FedRAMP into a streamlined
automation-driven security framework

- that accelerates secure cloud adoption

across federal agencies while Ieveroglng

modern teohnolog|es to minimize
. bureaucracy and maximize efficiency.




MISSION

FedRAMP

FedRAMP will set

Authorization FedRAMP 20x |  gtandards and
Act

policies that enable
private innovation to
create the solution.




2024 2025

AU T RO APPLY FIRST PRINCIPLES

Invest in automation of the
existing paperwork-based

compliance process Build a cloud-native automated
designed for operating :
information systems. Security assessment Process that

enables continuous innovation.

Do it incrementally, do it securely, but
go hard and lead the way.



GOALS

1SIMPLICITY

Make it simple to automate
the application and
attestation of FeEdRAMP
security requirements.

2 INHERITANCE

Leverage existing industry
investments in security by
inheriting best-in-class
commercial security
frameworks.

3 HANDS OFF

Continuously monitor
security decisions using a
simple hands-off approach.

4 TRUST

Build trust between industry
and federal agencies by
leaning into the direct

5 INNOVATION

business relationships progress.
between providers and

customers.

Enable rapid continuous
innovation without artificial
checkpoints that halt



FedRAMP 20Xx

Meet federal security requirements and
get authorized in weeks.

Requirements that are flexible, easy to
understand, and simple to implement.

Automated implementation and
continuous assessment provided by
widely available commercial tools.




ENCRYPTION AS AN EXAMPLE

No more drafting endless control narratives and creating confusing appendices
listing details about every single instance of federal information within your system.

AUTOMATED
ATTESTATION

Regularly run a
compliance tool that
scans all instances to
check their encryption
configuration
automatically.

INFRASTRUCTURE
AS CODE

Use automated
deployments with a
continuous
integration process
that ensures
encryption is always
configured properly.

AUTOMATED
ENFORCEMENT

Use a service that
continuously enforces
appropriate
encryption settings
during deployment or
while in active
operation.

CLOUD-NATIVE
HOST SERVICES

Enable the “FedRAMP
Encryption
Requirements”
feature provided by
your cloud service
infrastructure or
platform provider.



Key Security Indicators

Key Security Indicator Themes
Authorization by FedRAMP

Change Management

Cloud-Native Architecture

Securing Network Traffic

Cybersecurity Education

? KSI-SVC-SNT

Identity and Access Management

Encrypt or otherwise secure network traffic.

Incident Response Related SP 800-53 Controls: AC-1, AC-17.2, CP-9.8, SC-8, SC-8., SC-13, SC-20, SC-21, SC-22, SC-23

Monitoring, Logging, and Auditing
Policy and Inventory

Recovery Planning

Service Configuration

Supply Chain Risk



THE 20X “magio_wanc.j”: { .
SYSTEM “e:Cfupt:én-cozflguredipiopeﬂg |
mfa_configured_properly”: ’

S EC %IIQ-EII “zero_trust_enabled”: :

"audit_logging_enabled”:

“host_mode”: “fedramp-enforcing”



SHARED RESPONSIBILITIES

Platform and Provide verified capabilities for customers to automatically
configure FedRAMP compliant options and attest when cloud

Infrastructure Hosts service providers have enabled this mode.

Third— Part Provide verified capabilities for cloud service providers to monitor
y FedRAMP compliance and attest when providers are properly

Complid nce Tools configuring their cloud infrastructure.

Cloud Service Use modern automation capabilities to continuously enforce FedRAMP
j compliance and provide reports integrating host reporting services and
Providers third-party tools to provide seamless attestation to agencies.

FedRAMP Provides a marketplace connecting agency customers directly to
certified cloud service providers and their trust centers.
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20x Pilots

CLOUD-NATIVE

GRC

Al




Balance Improvement \§

Mandatory

Secure Configuration Guide
FedRAMP Security Inbox

Optional

Collaborative Continuous Monitoring
Significant Change Notifications
Authorization Data Sharing
Vulnerability Detection and Response
Minimum Assessment Scope
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FEdRAMP RESOURCES

Documentation nttps://fedramp.gov/docs
GitHub nttps://github.com/FedRAMP
Events nttps://fedramp.gov/events
YouTube nhttps://youtube.com/FedRAMP

Questions? info@fedramp.gov
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