Gargos: Threshold Schnorr Signature Scheme

Sourav Das Julian Loss Ling Ren

Category Labs vz RUB T iLliNois

AAAAAAAAAAAAAAA

souravdas1547@gmail.com



Schnorr Signatures



Schnorr Signatures

Key Generation



Schnorr Signatures

Key Generation

sk:=s<—Zp



Schnorr Signatures

Key Generation

sk :i= s « Ly
pk =g~



Schnorr Signatures

Key Generation Signing

sk :i= s « Ly
pk =g~



Schnorr Signatures

Key Generation Signing

sk:=s<—Zp a <« Ly A=
pk =g~



Schnorr Signatures

Key Generation Signing

sk =5 « Z, a <« Zy; A= g*°
pk::gs c—H(Apkm)



Schnorr Signatures

Key Generation Signing
sk =5 « Z, a Ly, A=g"
pk = g° c = H (4, pk,m)

oc=(A,z=a+c-s)



Schnorr Signatures

Key Generation Signing Verify
sk =5 « Z, a Ly, A=g"
pk = g° c = H (4, pk,m)

oc=(A,z=a+c-s)



Schnorr Signatures

Key Generation Signing Verify
sk =5 « Z, a < Ly A= g*° ¢’ := H,(A, pk,m)
pk = g° c = H (4, pk,m)

oc=(A,z=a+c-s)



Schnorr Signatures

Key Generation Signing Verify
sk =5 « Z, a < Ly A= g*° c¢' = H (4, pk,m)
pk = g° c = H (4, pk,m) g =A- ka’

oc=(A,z=a+c-s)



Schnorr Signatures

Key Generation Signing Verify
sk =5 « Z, a < Ly A= g*° c¢' = H (4, pk,m)
pk = g° c = H (4, pk,m) g =A- ka’

o=@ z=a+c-5s)

Hardness of discrete logarithm (DL) in the Random Oracle model (ROM)



Schnorr Signatures

Key Generation Signing Verify
sk =5 « Z, a < Ly A= g*° c¢' = H (4, pk,m)
pk = g° c = H (4, pk,m) g =A- ka’

o=Uz=a+c-5s)
Hardness of discrete logarithm (DL) in the Random Oracle model (ROM)
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2. Pairing free Z
3. NIST compatibility NIST
4. Blockchain adoption  stnderds and Tecmeioay

U.S. Department of Commerce
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Corruption timing is critical!
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S, VU
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A=A4,-4A, Al —— A=A, A,
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Glacius [BDLR25]

x; < {0,13*
X = xq1[x;

ay < Ly
A ==g% - F(x)™

U1 = Hcom(Al) F@ﬂ
Si,T
V1= G(x, ug, 1y) 22

A=A A,
¢ = Hgis(A, pk, m)

Z1=aq+cC-$Sq

o:=(A,z=2+2,)

x, « {0,1}*
X = Xxq1[x;

Ay < Ly
A, =g% - F(x)"

Hp = Hcom(AZ)
Vo = G(x, 1y, Uz)

A = A1 AZ
¢ = Hsig(A, pk,m)

Zy = dy T C* Sy

0 = (A’Z = Z1 + ZZ)zo



Glacius [BDLR25]

x; < {0,1}*
X = xq1|xy

ay < Ly
A== g% - F(x)™

Uy == Heom (Al) (\@Q\I
S1, 11

X2 < {011}2
X = Xxq1[x;
Ay < Ly
A, = g% - F(x)"
Uy = Heom (Az)
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Glacius [BDLR25]

x; « {0,1}* X1 —— x, < {0,1}*
X = Xq1]x; — X2 X = Xq1]x;
ay < Ly Ay < Ly
Ay = g% - F(x)™ "1 Ay = g% - F(x)™
U
1 = Heom (A1) I/@\I . I/@\I Uy = Heom(Az)
S1, T S2, 12

Unique x for every signing session

The commitment vector u = u4|u, is also unique
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U1 = Hcom(gal) K2 Ho = Hcom(gaz)
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Ay =g FW™ g 7 s, 1, Ay=g%-F(u)n
1y = EQ(uy,41) 1, = EQ(uz, Az)

1; : Proof that identical a; is used both in u; and A4;
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Our protocol

ay < Ly
U1 = Hcom(gal)

1=y |p;
Ay =g F(w)™
m, = EQ(p1,41)

O,
oS

[ [
S1, 11

U1 ——

Ay < Ly
Uo = Hcom(gaz)

«— Uy

a

S2,17

W= g |,
Ay = g% - F(u)"
T, = EQ(uz, 4;)

— A, —s

< Ay, T,

1; : Proof that identical a; is used both in u; and A4;

Generic SNARK?
Very expensive.

Efficient 2-protocol!

—

24



Our protocol

ay < Ly H1—— a, « L,
U1 = Hcom(gal) K2 Uo = Hcom(gaz)
W= Uy QO __Am— R W= g ug
N
Ay = g%l F(u)n Sq\,?i — A, m,— Sy Ty Az = g% - F(u)™
my = EQ(uq,4,) — 1, = EQ(uz, 42)

1; : Proof that identical a; is used both in u; and A4;

Generic SNARK? e s !
Very expensive. jl> icient .-protocol!

Merge hash-commitment and unique session identifier sampling round!
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Our protocol: removing view consistency check

ay < Ly H1—— a, « L,
ty = Heom(9™) H2 Uy = Heom (g7?)
= |y Q9 —Aym— K W= |y
J— a r . | i i —
Ay =g% - F(wn ST «— A, m,—  S2T2 Ay =g - F(W)"™

my == EQ(u1, A1) T, = EQ(u, A;)

26



Our protocol: removing view consistency check

ay < Ly
U1 = Hcom(gal)

O,

)
S1, 11

W= U |y
Ay i=gh - F(u)™
my = EQ(p1, A1)

Hi——

Ay < Ly
Uo = Hcom(gaz)

«— Uy

K
AT —s °2, 72 1= Uy |
Ay = g% - F(u)"™
Ay, My —

T, = EQ(uz,Az)
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ay < Ly
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W= U |y
Ay i=gh - F(u)™
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O,

)
S1, 11

Hi——

Ay < Ly
Uo = Hcom(gaz)

«— Uy

K
AT —s °2, 72 1= Uy |
Ay = g% - F(u)"™
Ay, My —
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W= U |y
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my = EQ(p1, A1)
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28



Our protocol: removing view consistency check

ay < Ly
U1 = Hcom(gal)
y1 = G(uq, )
W= U |y

Ay =g* - F(u)™
1y == EQ(uq,41)

Ay < Ly
Uo = Hcom(gaz)

— V11—
= G ,
¥, p@l\ Y2 (11, U2)
All ny — >2 72 H = Ullﬂz
Ay = g% - F(u)"™
~— 4,,m,

T, = EQ(uz,Az)

Reduction can not simulate when adversary sends different commitments

28



Our protocol: removing view consistency check

ay < Ly
U1 = Hcom(gal)
y1 = G(uq, )
W= U |y

Ay =g* - F(u)™
1y == EQ(uq,41)

Ay < Ly
Uo = Hcom(gaz)

— V11—
= @ ,
¥, p@l\ Y2 (1, Uz)
All ny — >2 72 H = Ullﬂz
Ay = g% - F(u)™
) Ay, m,

T, = EQ(uz,Az)

Reduction can not simulate when adversary sends different commitments

Equivalence class from Twinkle [BLT+24] + other techniques
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Our final protocol

ay < Ly
U1 = Hcom(gal)

Ho= pg |
Ay =g* - F(uh
Ty = EQ(Ml,Al)

@

)
S2, 12

Ay < Ly
Uo = Hcom(gaz)

1= pg|p;
Ap =g - F(u)™
y = EQ(t2, 42)
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Our final protocol

al «— Zp nul > az — Zp

U1 = Hcom(gal) K2 Ho = Hcom(gaz)
W= Uq |ty 2 A, —s (@\ W= U,

Ay =g*  F™  s.,my Sp, 1y Api=g® | F(u)™

1y, = EQ(uqy, 4,) Ay My — T, = EQ(u,, A4,)
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Ay < Ly
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(@% 1= pg|p;
Sy, 1y Ap = g% F(u)™

T, = EQ(uy, 4;)

A = Al . Az
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Our final protocol

ay < Ly
U1 = Hcom(gal)

U=ty |, p@\ A, —s
Ay = gn FW"™ sy, y
my = EQ(#1,41) 2,102

A = Al . Az
C = HSig(A; pk; m)

Z1*=aq +C-S4

E Z7

Ay < Ly
Uo = Hcom(gaz)

(@% Ho= |
Sy, Ty Ay i=g* L F(u)™
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Our final protocol

ay < Ly Hi——
H1 = Heom(9™1) 12
1= pq | p@\ A, —s
Ay = gn FW"™ sy, y -
my = EQ(#1,41) 2,102

A = Al . Az
C = HSig(A; pk; m)

Z1*=aq +C-S4

5 Z7

og=(Az=21+2)

Ay < Ly
Uo = Hcom(gaz)

r@% Ho= |
Sy, Ty Ay i=g* L F(u)™

T, = EQ(uy, 4;)

A = Al . Az
¢ = Hsig(A» pk, m)

Z9 :=a2+C°SZ

o= ((A4,z:=2z+2z)
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Summary: Adaptively secure threshold Schnorr

Signing | Identifiable Model +
key size Abort” Assumptions

ZeroS* [Mak22] 3 ROM + DL

KRT [KRT24] 5 n+1 Q ROM + DL
Glacius [BDLR25] 5 3 (/) ROM + DDH
This work 3 3 (/] ROM + DDH

#
ZeroS assumes secure channels and secure erasures

Sparkle [CKM23] 3 1 (/] ROM + DL

Statically secure

31
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