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Key Generation Signing Verify

Hardness of discrete logarithm (DL) in the Random Oracle model (ROM)

1. Fast verification
2. Pairing free
3. NIST compatibility
4. Blockchain adoption
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How to formalize this security?
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Corruption timing is critical!

𝒜 wins if it forges a signature while invoking 𝑂Corr less than 𝑡 times
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Protocol execution

𝒞 ⊂ [𝑛]

Protocol execution

𝒞 ⊂ [𝑛] 4

𝒞 = {3,2,4}

Adaptively secure threshold Schnorr signatures from DDH!

Static 𝒜 Adaptive 𝒜

Decide corrupt parties 
before the protocol

No timing restriction on 
corruption decision
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Abort?

Model + 
Assumptions 

ZeroS# [Mak22] 3 1 ROM + DL
KRT [KRT24] 5 𝑛 + 1 ROM + DL
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# ZeroS assumes secure channels and secure erasures

Sparkle [CKM23] 3 1 ROM + DL

Statically secure
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11

𝑠1 𝑠2
𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig 𝐴, 𝑝𝑘, 𝑚

𝐴1

𝐴2

𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig(𝐴, 𝑝𝑘, 𝑚)

𝑧1 ≔ 𝑎1 + 𝑐 ⋅ 𝑠1 𝑧2 ≔ 𝑎2 + 𝑐 ⋅ 𝑠2
𝑧1

𝑧2
𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2) 𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2)

𝑔𝑧 = 𝐴 ⋅ pk𝑐

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1

𝜇1 ≔ 𝐻com(𝐴1)

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2

𝜇2 ≔ 𝐻com(𝐴2)

𝜇1

𝜇2



Standard Threshold Schnorr [BN06, …]

11

𝑠1 𝑠2
𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig 𝐴, 𝑝𝑘, 𝑚

𝐴1

𝐴2

𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig(𝐴, 𝑝𝑘, 𝑚)

𝑧1 ≔ 𝑎1 + 𝑐 ⋅ 𝑠1 𝑧2 ≔ 𝑎2 + 𝑐 ⋅ 𝑠2
𝑧1

𝑧2
𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2) 𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2)

𝑔𝑧 = 𝐴 ⋅ pk𝑐

𝑔𝑎1+𝑎2+𝑐⋅(𝑠1+𝑠2) = 𝑔𝑎1+𝑎2 ⋅ 𝑔 𝑠1+𝑠2 ⋅𝑐

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1

𝜇1 ≔ 𝐻com(𝐴1)

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2

𝜇2 ≔ 𝐻com(𝐴2)

𝜇1

𝜇2



Glacius [BDLR25]

12



Glacius [BDLR25]

13

𝑠1 𝑠2
𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig 𝐴, 𝑝𝑘, 𝑚

𝐴1

𝐴2

𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig(𝐴, 𝑝𝑘, 𝑚)

𝑧1 ≔ 𝑎1 + 𝑐 ⋅ 𝑠1 𝑧2 ≔ 𝑎2 + 𝑐 ⋅ 𝑠2
𝑧1

𝑧2
𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2) 𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2)

𝑔𝑧 = 𝐴 ⋅ pk𝑐

𝑔𝑎1+𝑎2+𝑐⋅(𝑠1+𝑠2) = 𝑔𝑎1+𝑎2 ⋅ 𝑔 𝑠1+𝑠2 ⋅𝑐

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1

𝜇1 ≔ 𝐻com(𝐴1)

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2

𝜇2 ≔ 𝐻com(𝐴2)

𝜇1

𝜇2
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14

𝑠1 𝑠2

𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig 𝐴, 𝑝𝑘, 𝑚
𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig(𝐴, 𝑝𝑘, 𝑚)

𝑧1 ≔ 𝑎1 + 𝑐 ⋅ 𝑠1 𝑧2 ≔ 𝑎2 + 𝑐 ⋅ 𝑠2

𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2) 𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2)

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1

𝜇1 ≔ 𝐻com(𝐴1)

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2

𝜇2 ≔ 𝐻com(𝐴2)

𝐴1

𝐴2

𝑧1

𝑧2

𝜇1

𝜇2
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14

𝑠1 𝑠2

𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig 𝐴, 𝑝𝑘, 𝑚
𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig(𝐴, 𝑝𝑘, 𝑚)

𝑧1 ≔ 𝑎1 + 𝑐 ⋅ 𝑠1 𝑧2 ≔ 𝑎2 + 𝑐 ⋅ 𝑠2

𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2) 𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2)

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1

𝜇1 ≔ 𝐻com(𝐴1)

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2

𝜇2 ≔ 𝐻com(𝐴2)

𝐴1

𝐴2

𝑧1

𝑧2

𝜇1

𝜇2
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15

𝑠2, 𝑟2

𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig 𝐴, 𝑝𝑘, 𝑚
𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig(𝐴, 𝑝𝑘, 𝑚)

𝑧1 ≔ 𝑎1 + 𝑐 ⋅ 𝑠1 𝑧2 ≔ 𝑎2 + 𝑐 ⋅ 𝑠2

𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2) 𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2)

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1

𝜇1 ≔ 𝐻com(𝐴1)

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2

𝜇2 ≔ 𝐻com(𝐴2)

𝐴1

𝐴2

𝑧1

𝑧2

𝜇1

𝜇2

𝑠1, 𝑟1
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16

𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig 𝐴, 𝑝𝑘, 𝑚
𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig(𝐴, 𝑝𝑘, 𝑚)

𝑧1 ≔ 𝑎1 + 𝑐 ⋅ 𝑠1 𝑧2 ≔ 𝑎2 + 𝑐 ⋅ 𝑠2

𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2) 𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2)

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1

𝜇1 ≔ 𝐻com(𝐴1)

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2

𝜇2 ≔ 𝐻com(𝐴2)

𝐴1

𝐴2

𝑧1

𝑧2

𝜇1

𝜇2

𝑠2, 𝑟2𝑠1, 𝑟1
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16

𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig 𝐴, 𝑝𝑘, 𝑚
𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig(𝐴, 𝑝𝑘, 𝑚)

𝑧1 ≔ 𝑎1 + 𝑐 ⋅ 𝑠1 𝑧2 ≔ 𝑎2 + 𝑐 ⋅ 𝑠2

𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2) 𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2)

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1

𝜇1 ≔ 𝐻com(𝐴1)

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2

𝜇2 ≔ 𝐻com(𝐴2)

𝐴1

𝐴2

𝑧1

𝑧2

𝜇1

𝜇2

𝑥1 ← 0,1 𝜆

𝑠2, 𝑟2𝑠1, 𝑟1
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16

𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig 𝐴, 𝑝𝑘, 𝑚
𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig(𝐴, 𝑝𝑘, 𝑚)

𝑧1 ≔ 𝑎1 + 𝑐 ⋅ 𝑠1 𝑧2 ≔ 𝑎2 + 𝑐 ⋅ 𝑠2

𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2) 𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2)

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1

𝜇1 ≔ 𝐻com(𝐴1)

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2

𝜇2 ≔ 𝐻com(𝐴2)

𝐴1

𝐴2

𝑧1

𝑧2

𝜇1

𝜇2

𝑥1 ← 0,1 𝜆 𝑥1

𝑠2, 𝑟2𝑠1, 𝑟1



Glacius [BDLR25]

16

𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig 𝐴, 𝑝𝑘, 𝑚
𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig(𝐴, 𝑝𝑘, 𝑚)

𝑧1 ≔ 𝑎1 + 𝑐 ⋅ 𝑠1 𝑧2 ≔ 𝑎2 + 𝑐 ⋅ 𝑠2

𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2) 𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2)

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1

𝜇1 ≔ 𝐻com(𝐴1)

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2

𝜇2 ≔ 𝐻com(𝐴2)

𝐴1

𝐴2

𝑧1

𝑧2

𝜇1

𝜇2

𝑥1 ← 0,1 𝜆 𝑥2 ← 0,1 𝜆𝑥1

𝑠2, 𝑟2𝑠1, 𝑟1
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16

𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig 𝐴, 𝑝𝑘, 𝑚
𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig(𝐴, 𝑝𝑘, 𝑚)

𝑧1 ≔ 𝑎1 + 𝑐 ⋅ 𝑠1 𝑧2 ≔ 𝑎2 + 𝑐 ⋅ 𝑠2

𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2) 𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2)

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1

𝜇1 ≔ 𝐻com(𝐴1)

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2

𝜇2 ≔ 𝐻com(𝐴2)

𝐴1

𝐴2

𝑧1

𝑧2

𝜇1

𝜇2

𝑥1 ← 0,1 𝜆 𝑥2 ← 0,1 𝜆𝑥1

𝑥2

𝑠2, 𝑟2𝑠1, 𝑟1
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16

𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig 𝐴, 𝑝𝑘, 𝑚
𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig(𝐴, 𝑝𝑘, 𝑚)

𝑧1 ≔ 𝑎1 + 𝑐 ⋅ 𝑠1 𝑧2 ≔ 𝑎2 + 𝑐 ⋅ 𝑠2

𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2) 𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2)

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1

𝜇1 ≔ 𝐻com(𝐴1)

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2

𝜇2 ≔ 𝐻com(𝐴2)

𝐴1

𝐴2

𝑧1

𝑧2

𝜇1

𝜇2

𝑥1 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥2 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥1

𝑥2

𝑠2, 𝑟2𝑠1, 𝑟1
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𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig 𝐴, 𝑝𝑘, 𝑚
𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig(𝐴, 𝑝𝑘, 𝑚)

𝑧1 ≔ 𝑎1 + 𝑐 ⋅ 𝑠1 𝑧2 ≔ 𝑎2 + 𝑐 ⋅ 𝑠2

𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2) 𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2)

𝜇1 ≔ 𝐻com(𝐴1) 𝜇2 ≔ 𝐻com(𝐴2)

𝐴1

𝐴2

𝑧1

𝑧2

𝜇1

𝜇2

𝑥1 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥2 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥1

𝑥2

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝑥 𝑟1

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2 ⋅ 𝐹 𝑥 𝑟2

𝑠2, 𝑟2𝑠1, 𝑟1
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18

𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig 𝐴, 𝑝𝑘, 𝑚
𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig(𝐴, 𝑝𝑘, 𝑚)

𝑧1 ≔ 𝑎1 + 𝑐 ⋅ 𝑠1 𝑧2 ≔ 𝑎2 + 𝑐 ⋅ 𝑠2

𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2) 𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2)

𝜇1 ≔ 𝐻com(𝐴1) 𝜇2 ≔ 𝐻com(𝐴2)

𝐴1

𝐴2

𝑧1

𝑧2

𝜇1

𝜇2

𝑥1 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥2 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥1

𝑥2

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝑥 𝑟1

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2 ⋅ 𝐹 𝑥 𝑟2

𝑠1, 𝑟1 𝑠2, 𝑟2
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18

𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig 𝐴, 𝑝𝑘, 𝑚
𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig(𝐴, 𝑝𝑘, 𝑚)

𝑧1 ≔ 𝑎1 + 𝑐 ⋅ 𝑠1 𝑧2 ≔ 𝑎2 + 𝑐 ⋅ 𝑠2

𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2) 𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2)

𝜇1 ≔ 𝐻com(𝐴1) 𝜇2 ≔ 𝐻com(𝐴2)

𝐴1

𝐴2

𝑧1

𝑧2

𝜇1

𝜇2

𝑥1 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥2 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥1

𝑥2

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝑥 𝑟1

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2 ⋅ 𝐹 𝑥 𝑟2

𝑠1, 𝑟1 𝑠2, 𝑟2𝑦1 ≔ 𝐺(𝑥, 𝜇1, 𝜇2)
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18

𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig 𝐴, 𝑝𝑘, 𝑚
𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig(𝐴, 𝑝𝑘, 𝑚)

𝑧1 ≔ 𝑎1 + 𝑐 ⋅ 𝑠1 𝑧2 ≔ 𝑎2 + 𝑐 ⋅ 𝑠2

𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2) 𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2)

𝜇1 ≔ 𝐻com(𝐴1) 𝜇2 ≔ 𝐻com(𝐴2)

𝐴1

𝐴2

𝑧1

𝑧2

𝜇1

𝜇2

𝑥1 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥2 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥1

𝑥2

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝑥 𝑟1

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2 ⋅ 𝐹 𝑥 𝑟2

𝑠1, 𝑟1 𝑠2, 𝑟2𝑦1 ≔ 𝐺(𝑥, 𝜇1, 𝜇2)
𝑦1



Glacius [BDLR25]

18

𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig 𝐴, 𝑝𝑘, 𝑚
𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig(𝐴, 𝑝𝑘, 𝑚)

𝑧1 ≔ 𝑎1 + 𝑐 ⋅ 𝑠1 𝑧2 ≔ 𝑎2 + 𝑐 ⋅ 𝑠2

𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2) 𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2)

𝜇1 ≔ 𝐻com(𝐴1) 𝜇2 ≔ 𝐻com(𝐴2)

𝐴1

𝐴2

𝑧1

𝑧2

𝜇1

𝜇2

𝑥1 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥2 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥1

𝑥2

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝑥 𝑟1

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2 ⋅ 𝐹 𝑥 𝑟2

𝑠1, 𝑟1 𝑠2, 𝑟2𝑦1 ≔ 𝐺(𝑥, 𝜇1, 𝜇2)
𝑦1

𝑦2 ≔ 𝐺(𝑥, 𝜇1, 𝜇2)



Glacius [BDLR25]

18

𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig 𝐴, 𝑝𝑘, 𝑚
𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig(𝐴, 𝑝𝑘, 𝑚)

𝑧1 ≔ 𝑎1 + 𝑐 ⋅ 𝑠1 𝑧2 ≔ 𝑎2 + 𝑐 ⋅ 𝑠2

𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2) 𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2)

𝜇1 ≔ 𝐻com(𝐴1) 𝜇2 ≔ 𝐻com(𝐴2)

𝐴1

𝐴2

𝑧1

𝑧2

𝜇1

𝜇2

𝑥1 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥2 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥1

𝑥2

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝑥 𝑟1

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2 ⋅ 𝐹 𝑥 𝑟2

𝑠1, 𝑟1 𝑠2, 𝑟2𝑦1 ≔ 𝐺(𝑥, 𝜇1, 𝜇2)
𝑦1

𝑦2 𝑦2 ≔ 𝐺(𝑥, 𝜇1, 𝜇2)



19

Our Approach
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20

𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig 𝐴, 𝑝𝑘, 𝑚
𝐴 ≔ 𝐴1 ⋅ 𝐴2

𝑐 ≔ 𝐻sig(𝐴, 𝑝𝑘, 𝑚)

𝑧1 ≔ 𝑎1 + 𝑐 ⋅ 𝑠1 𝑧2 ≔ 𝑎2 + 𝑐 ⋅ 𝑠2

𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2) 𝜎 ≔ (𝐴, 𝑧 ≔ 𝑧1 + 𝑧2)

𝜇1 ≔ 𝐻com(𝐴1) 𝜇2 ≔ 𝐻com(𝐴2)

𝐴1

𝐴2

𝑧1

𝑧2

𝜇1

𝜇2

𝑥1 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥2 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥1

𝑥2

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝑥 𝑟1

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2 ⋅ 𝐹 𝑥 𝑟2

𝑠2, 𝑟2𝑦1 ≔ 𝐺(𝑥, 𝜇1, 𝜇2)
𝑦1

𝑦2 𝑦2 ≔ 𝐺(𝑥, 𝜇1, 𝜇2)
𝑠1, 𝑟1
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21

𝜇1 ≔ 𝐻com(𝐴1) 𝜇2 ≔ 𝐻com(𝐴2)

𝜇1

𝜇2

𝑥1 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥2 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥1

𝑥2

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝑥 𝑟1

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2 ⋅ 𝐹 𝑥 𝑟2

𝑠2, 𝑟2𝑠1, 𝑟1



Glacius [BDLR25]

21

𝜇1 ≔ 𝐻com(𝐴1) 𝜇2 ≔ 𝐻com(𝐴2)

𝜇1

𝜇2

𝑥1 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥2 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥1

𝑥2

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝑥 𝑟1

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2 ⋅ 𝐹 𝑥 𝑟2

𝑠2, 𝑟2

Unique 𝑥 for every signing session

𝑠1, 𝑟1
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𝜇1 ≔ 𝐻com(𝐴1) 𝜇2 ≔ 𝐻com(𝐴2)

𝜇1

𝜇2

𝑥1 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥2 ← 0,1 𝜆

𝑥 ≔ 𝑥1|𝑥2

𝑥1

𝑥2

𝑎1 ← ℤ𝑝

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝑥 𝑟1

𝑎2 ← ℤ𝑝

𝐴2 ≔ 𝑔𝑎2 ⋅ 𝐹 𝑥 𝑟2

𝑠1, 𝑟1 𝑠2, 𝑟2

Unique 𝑥 for every signing session

The commitment vector 𝜇 ≔ 𝜇1|𝜇2 is also unique
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𝑠1, 𝑟1 𝑠2, 𝑟2



Our protocol

23

𝑎1 ← ℤ𝑝

𝑠1, 𝑟1 𝑠2, 𝑟2



Our protocol

23

𝑎1 ← ℤ𝑝

𝜇1 ≔ 𝐻com(𝑔𝑎1)

𝑠1, 𝑟1 𝑠2, 𝑟2



Our protocol

23

𝜇1𝑎1 ← ℤ𝑝

𝜇1 ≔ 𝐻com(𝑔𝑎1)

𝑠1, 𝑟1 𝑠2, 𝑟2



Our protocol

23

𝜇1𝑎1 ← ℤ𝑝

𝜇1 ≔ 𝐻com(𝑔𝑎1)
𝑎2 ← ℤ𝑝

𝜇2 ≔ 𝐻com(𝑔𝑎2)

𝑠1, 𝑟1 𝑠2, 𝑟2



Our protocol

23

𝜇1

𝜇2

𝑎1 ← ℤ𝑝

𝜇1 ≔ 𝐻com(𝑔𝑎1)
𝑎2 ← ℤ𝑝

𝜇2 ≔ 𝐻com(𝑔𝑎2)

𝑠1, 𝑟1 𝑠2, 𝑟2



Our protocol

23

𝜇1

𝜇2

𝑎1 ← ℤ𝑝

𝜇1 ≔ 𝐻com(𝑔𝑎1)
𝑎2 ← ℤ𝑝

𝜇2 ≔ 𝐻com(𝑔𝑎2)

𝑠1, 𝑟1 𝑠2, 𝑟2

𝜇 ≔ 𝜇1|𝜇2



Our protocol

23

𝜇1

𝜇2

𝑎1 ← ℤ𝑝

𝜇1 ≔ 𝐻com(𝑔𝑎1)
𝑎2 ← ℤ𝑝

𝜇2 ≔ 𝐻com(𝑔𝑎2)

𝑠1, 𝑟1 𝑠2, 𝑟2

𝜇 ≔ 𝜇1|𝜇2

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝜇 𝑟1



Our protocol

23

𝜇1

𝜇2

𝑎1 ← ℤ𝑝

𝜇1 ≔ 𝐻com(𝑔𝑎1)
𝑎2 ← ℤ𝑝

𝜇2 ≔ 𝐻com(𝑔𝑎2)

𝑠1, 𝑟1 𝑠2, 𝑟2

𝜇 ≔ 𝜇1|𝜇2

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝜇 𝑟1



Our protocol

23

𝜇1

𝜇2

𝑎1 ← ℤ𝑝

𝜇1 ≔ 𝐻com(𝑔𝑎1)
𝑎2 ← ℤ𝑝

𝜇2 ≔ 𝐻com(𝑔𝑎2)

𝑠1, 𝑟1 𝑠2, 𝑟2

𝜇 ≔ 𝜇1|𝜇2

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝜇 𝑟1

𝜋1 ≔ EQ(𝜇1, 𝐴1)



Our protocol

23

𝜇1

𝜇2

𝑎1 ← ℤ𝑝

𝜇1 ≔ 𝐻com(𝑔𝑎1)
𝑎2 ← ℤ𝑝

𝜇2 ≔ 𝐻com(𝑔𝑎2)

𝑠1, 𝑟1 𝑠2, 𝑟2

𝜇 ≔ 𝜇1|𝜇2

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝜇 𝑟1

𝜋1 ≔ EQ(𝜇1, 𝐴1)

𝜋𝑖  : Proof that identical 𝑎𝑖  is used both in 𝜇𝑖  and 𝐴𝑖



Our protocol

23

𝜇1

𝜇2

𝑎1 ← ℤ𝑝

𝜇1 ≔ 𝐻com(𝑔𝑎1)
𝑎2 ← ℤ𝑝

𝜇2 ≔ 𝐻com(𝑔𝑎2)

𝑠1, 𝑟1 𝑠2, 𝑟2

𝐴1, 𝜋1
𝜇 ≔ 𝜇1|𝜇2

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝜇 𝑟1

𝜋1 ≔ EQ(𝜇1, 𝐴1)

𝜋𝑖  : Proof that identical 𝑎𝑖  is used both in 𝜇𝑖  and 𝐴𝑖



Our protocol

23

𝜇1

𝜇2

𝑎1 ← ℤ𝑝

𝜇1 ≔ 𝐻com(𝑔𝑎1)
𝑎2 ← ℤ𝑝

𝜇2 ≔ 𝐻com(𝑔𝑎2)

𝑠1, 𝑟1 𝑠2, 𝑟2

𝐴1, 𝜋1
𝜇 ≔ 𝜇1|𝜇2

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝜇 𝑟1

𝜋1 ≔ EQ(𝜇1, 𝐴1)

𝜇 ≔ 𝜇1|𝜇2

𝐴2 ≔ 𝑔𝑎2 ⋅ 𝐹 𝜇 𝑟2

𝜋2 ≔ EQ(𝜇2, 𝐴2)

𝜋𝑖  : Proof that identical 𝑎𝑖  is used both in 𝜇𝑖  and 𝐴𝑖



Our protocol

23

𝜇1

𝜇2

𝑎1 ← ℤ𝑝

𝜇1 ≔ 𝐻com(𝑔𝑎1)
𝑎2 ← ℤ𝑝

𝜇2 ≔ 𝐻com(𝑔𝑎2)

𝑠1, 𝑟1 𝑠2, 𝑟2

𝐴1, 𝜋1

𝐴2, 𝜋2

𝜇 ≔ 𝜇1|𝜇2

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝜇 𝑟1

𝜋1 ≔ EQ(𝜇1, 𝐴1)

𝜇 ≔ 𝜇1|𝜇2

𝐴2 ≔ 𝑔𝑎2 ⋅ 𝐹 𝜇 𝑟2

𝜋2 ≔ EQ(𝜇2, 𝐴2)

𝜋𝑖  : Proof that identical 𝑎𝑖  is used both in 𝜇𝑖  and 𝐴𝑖



Our protocol

24

𝜇1

𝜇2

𝑎1 ← ℤ𝑝

𝜇1 ≔ 𝐻com(𝑔𝑎1)
𝑎2 ← ℤ𝑝

𝜇2 ≔ 𝐻com(𝑔𝑎2)

𝑠1, 𝑟1 𝑠2, 𝑟2

𝐴1, 𝜋1

𝐴2, 𝜋2

𝜇 ≔ 𝜇1|𝜇2

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝜇 𝑟1

𝜋1 ≔ EQ(𝜇1, 𝐴1)

𝜇 ≔ 𝜇1|𝜇2

𝐴2 ≔ 𝑔𝑎2 ⋅ 𝐹 𝜇 𝑟2

𝜋2 ≔ EQ(𝜇2, 𝐴2)

Generic SNARK? 
Very expensive.

𝜋𝑖  : Proof that identical 𝑎𝑖  is used both in 𝜇𝑖  and 𝐴𝑖



Our protocol

24

𝜇1

𝜇2

𝑎1 ← ℤ𝑝

𝜇1 ≔ 𝐻com(𝑔𝑎1)
𝑎2 ← ℤ𝑝

𝜇2 ≔ 𝐻com(𝑔𝑎2)

𝑠1, 𝑟1 𝑠2, 𝑟2

𝐴1, 𝜋1

𝐴2, 𝜋2

𝜇 ≔ 𝜇1|𝜇2

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝜇 𝑟1

𝜋1 ≔ EQ(𝜇1, 𝐴1)

𝜇 ≔ 𝜇1|𝜇2

𝐴2 ≔ 𝑔𝑎2 ⋅ 𝐹 𝜇 𝑟2

𝜋2 ≔ EQ(𝜇2, 𝐴2)

Generic SNARK? 
Very expensive. Efficient Σ-protocol!

𝜋𝑖  : Proof that identical 𝑎𝑖  is used both in 𝜇𝑖  and 𝐴𝑖



Our protocol

24

𝜇1

𝜇2

𝑎1 ← ℤ𝑝

𝜇1 ≔ 𝐻com(𝑔𝑎1)
𝑎2 ← ℤ𝑝

𝜇2 ≔ 𝐻com(𝑔𝑎2)

𝑠1, 𝑟1 𝑠2, 𝑟2

𝐴1, 𝜋1

𝐴2, 𝜋2

𝜇 ≔ 𝜇1|𝜇2

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝜇 𝑟1

𝜋1 ≔ EQ(𝜇1, 𝐴1)

𝜇 ≔ 𝜇1|𝜇2

𝐴2 ≔ 𝑔𝑎2 ⋅ 𝐹 𝜇 𝑟2

𝜋2 ≔ EQ(𝜇2, 𝐴2)

Generic SNARK? 
Very expensive. Efficient Σ-protocol!

Merge hash-commitment and unique session identifier sampling round!

𝜋𝑖  : Proof that identical 𝑎𝑖  is used both in 𝜇𝑖  and 𝐴𝑖



Our protocol: removing view consistency check
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𝜇1

𝜇2

𝑎1 ← ℤ𝑝

𝜇1 ≔ 𝐻com(𝑔𝑎1)
𝑎2 ← ℤ𝑝

𝜇2 ≔ 𝐻com(𝑔𝑎2)

𝑠1, 𝑟1 𝑠2, 𝑟2

𝐴1, 𝜋1

𝐴2, 𝜋2

𝜇 ≔ 𝜇1|𝜇2

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝜇 𝑟1

𝜋1 ≔ EQ(𝜇1, 𝐴1)

𝜇 ≔ 𝜇1|𝜇2

𝐴2 ≔ 𝑔𝑎2 ⋅ 𝐹 𝜇 𝑟2

𝜋2 ≔ EQ(𝜇2, 𝐴2)



Our protocol: removing view consistency check

27

𝜇1

𝜇2

𝑎1 ← ℤ𝑝

𝜇1 ≔ 𝐻com(𝑔𝑎1)
𝑎2 ← ℤ𝑝

𝜇2 ≔ 𝐻com(𝑔𝑎2)

𝑠1, 𝑟1 𝑠2, 𝑟2
𝐴1, 𝜋1

𝐴2, 𝜋2

𝜇 ≔ 𝜇1|𝜇2

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝜇 𝑟1

𝜋1 ≔ EQ(𝜇1, 𝐴1)

𝜇 ≔ 𝜇1|𝜇2

𝐴2 ≔ 𝑔𝑎2 ⋅ 𝐹 𝜇 𝑟2

𝜋2 ≔ EQ(𝜇2, 𝐴2)



Our protocol: removing view consistency check
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𝜇1

𝜇2

𝑎1 ← ℤ𝑝

𝜇1 ≔ 𝐻com(𝑔𝑎1)
𝑎2 ← ℤ𝑝

𝜇2 ≔ 𝐻com(𝑔𝑎2)

𝑠1, 𝑟1 𝑠2, 𝑟2
𝐴1, 𝜋1

𝐴2, 𝜋2

𝜇 ≔ 𝜇1|𝜇2

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝜇 𝑟1

𝜋1 ≔ EQ(𝜇1, 𝐴1)

𝜇 ≔ 𝜇1|𝜇2

𝐴2 ≔ 𝑔𝑎2 ⋅ 𝐹 𝜇 𝑟2

𝜋2 ≔ EQ(𝜇2, 𝐴2)

𝑦1 ≔ 𝐺(𝜇1, 𝜇2)



Our protocol: removing view consistency check

28

𝜇1

𝜇2

𝑎1 ← ℤ𝑝

𝜇1 ≔ 𝐻com(𝑔𝑎1)
𝑎2 ← ℤ𝑝

𝜇2 ≔ 𝐻com(𝑔𝑎2)

𝑠1, 𝑟1 𝑠2, 𝑟2
𝐴1, 𝜋1

𝐴2, 𝜋2

𝜇 ≔ 𝜇1|𝜇2

𝐴1 ≔ 𝑔𝑎1 ⋅ 𝐹 𝜇 𝑟1

𝜋1 ≔ EQ(𝜇1, 𝐴1)

𝜇 ≔ 𝜇1|𝜇2

𝐴2 ≔ 𝑔𝑎2 ⋅ 𝐹 𝜇 𝑟2

𝜋2 ≔ EQ(𝜇2, 𝐴2)
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Scheme Rounds Signing 
key size

Identifiable 
Abort?

Model + 
Assumptions 

ZeroS# [Mak22] 3 1 ROM + DL
KRT [KRT24] 5 𝑛 + 1 ROM + DL

Glacius [BDLR25] 5 3 ROM + DDH
This work 3 3 ROM + DDH

# ZeroS assumes secure channels and secure erasures

Sparkle [CKM23] 3 1 ROM + DL

Statically secure
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