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Threshold signatures [DF90]
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Our focus

* Producing Schnorr signatures

* Short and efficient
» Standardized variant: EADSA
* Implemented in real world (e.g. Bitcoin)

* Adaptively secure: Adversary can corrupt signers (< t) at

anytime during signing
* Reasonable in practice

Both emphasized by the NIST call



Adaptively secure threshold Schnorr signatures
* Early works [CGJ+99, GJKRO7, SS01, AF04]:

* Focus on robustness, require

* FROST [KG20]: very efficient, 1-offline+1-online
» Statically security under AOMDL + ROM [BCK+22]
* Adaptively secure under LDVR (non-standard) + AOMDL + ROM +
AGM [CKK+25]
* Standard assumptions in ROM with

* ZeroS [Mak22], [KRT24], Glacius [BDLR25a], Gargos
[BDLR25b], [Chen25], [GCRS25]

e Our work: mask-FROST

* Little tweak to FROST: 1-offline, 1-online
* Adaptively secure under AOMDL+ROM+AGM



Prior works ASBUITE HOM

Offline+online Need pair-
Comments
rounds wise keys

LDVR+AOMDL+
FROST [KG20] AGM
ZeroS [Mak22] 1+2 DL No Need secure erasures
KRT [KRT24] 2+3 DL Yes
Glacius
[BDLR25a] 2+3 DDH No
Gargos
[BDLR25b] 1+2 DDH No
[GCRL25] 0+2 DDH No Periodic key refresh
[Chen25] 2+1 AOMDL Yes

This work 1+1 AOMDL+AGM Yes



Overview

e Introduce mask-FROST

* Security of mask-FROST and proofideas



FROST [KGZO] (G,p,9):G = (9),|G| =p
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Security game of FROST
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Security of FROST

» Statically secure under AOMDL + ROM [BCK+22]

in adaptive security [CS25, CKK+25]:
o If (pky, ..., k) = (g°%1, ..., g%n) are leaked
and the problem P (or LDVR) is easy,
then one can break adaptive security of FROST

In FROST, (pkq, ..., pk,,) are leaked by signing

Zizri+d'si+C'Li,SS'Ski

1

g% = RSIpk{ ™SS ———>  pk; = (guR7IS )M



In FROST, (pkq, ..., pk,,) is leaked by signing

Zi:ri+d'si+C'Li,SS°Ski

1

T 1/(c-L;
gZi — RLSldka Liss — pkl — (gZiRi—lsi—d) /(c ,SS)

l

|Idea: using masks to hide z;

Each signer sends Z; < z; + mask;—— {mask;};css is additive
shares of O

[KRT24, Chen25] also use masks but more complicated



mask-FROST

Signer i: sk; Coordinator
$ $ R: « gri S. « Si
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Our results

Theorem 1. (informal) V algebraic A for adp-TSUF game of
mask-FROST, 3 B for AOMDL that

adp-tsuf qn(2n* +t + qp)

Adv (A) < Adv@emdlpy 4

mask-FROST 74

qn: # of RO queries
Theorem 2. (informal) There is no efficient algebraic

reduction can reduce adp-TSUF of mask-FROST to AOMDL
in ROM given AOMDL is hard



Security proof overview

Adaptive security of mask-FROST

ROM

ldeal unforgeability game

ROM+AGM

AOMDL



ldeal unforgeability game (IUF)
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Benefits of IUF:

- Simple: no key shares
or masks involved

-  Show effect of masks

A wins if 1. m* was not queried &

2. 0% isvalid



Consider following A for IUF 2rout-of2

1) A queries R1,54 l Sign1,1] Rz, 5; l Sign1,2]

2) A triesd, « H’(pk,{(l, R, S,), (2, ﬁz,fz)}, m) Ry, S, R,,S,,mpicked
arbitrarily

¢, « H(pk, RS R85, m)
A triesd, « H' (pk,{(1,R,,5,), (2, Ry, S,)},m)
¢, « H(pk,R,5"?R,55%,m)
3) A computes R* « Rleleng
c* < H(pk,R*,m")

*

m F+m

Two choices: A either corrupts 1 and queries m,{(1,R;,S5,), (2, R, S;)}
or corrupts 2 and queries m,{(1,Ry,S,),(2,R,,S,)}



1 m,{(1,R,$5,),(2,R,,S,)}

Choice 1: A queries 11,51 | Cor LLEn + dys, + ¢85k Sign2 ]
R* « RlSllezSzdz, c* <« H(pk,R*, m")
R*
Ifc, =c",Acomputesz* <1 +s;d; +z A

(R*,z*) is avalid sig for m*: g% = RlSldlgz =:_RlSllezS§ika2

5 m,{(1,R1,51),(2,R,,S,)}

Choice 2: A queries r,,s, Cor z « 1y +dys; + ¢Sk T Sign2 ]
<< \

Ifc, =c", Acomputes z* <1, + s,d, + z=—> (R*,z") isvalid form”

Two possible c* s.t. A wins the IUF game
———, Ingeneral, itcan be more c”, butwe



To bound advantage of A

Fact 1. Pr(c* € {c;,c,}] < 2/p

Fact 2. 3 AOMDL B for AOMDL s.t. B wins given A wins and ¢* & {cy, ¢,}



Fact 2. 3 AOMDL B for AOMDL s.t. B wins given A wins and c* & {c, ¢,}

Suppose A makes Choice 1 and c* # ¢,

(R*,z") is avalid sig for m™: gz* = R*pkc* Z <1y +dys; + ¢35k

A
/ d d
R* — R]_Sl 1R2522 — gT1+dlsngpk—C2

Z T'1+d1$1+Zka*—C2

=y
|

sk=(z"—r —dis; —2)/(c* —cy)

g



Open problems

* Without AGM?
* Good DKG protocol?

* Achieving identifiable abort

Thank you!
Our paper:ia.cr/2025/1953
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