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Bilinear pairing-based signhature scheme

Key generation Signing Verification
ski=s « [F L
pk = g° € G o:=Hm)* €G,  ¢(pk H(m) = e(g, )
Correctness:

e LHS: e(pk,H(m)) = e(g%,H(m)) = e(g,H(m))S
 RHS: e(g,0) =e(g,H(m)S) = e(g,H(m))S

Security: Computational Diffie-Hellman (CDH) in the random oracle model
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H(m") = g"

e(pk, H(m*)) =e(g,0)

= e(ga,gb) =e(g,0) >0 =g*

o = g*’ is the CDH solution!

See [BL22] for adaptive security proof (OMDL in the AGM).
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* Implementation in Golang (gnark-crypto)
* bls12381 elliptic curve
e t3.2xlarge AWS, 32 GB RAM, 8virtual cores, 2.50GHz CPU

Signing Partial sighature Partial sighature
time (ms) | verification time (ms) size (bytes)

Boldyreva-| 0.81 1.12 96
Boldyreva-I| 1.20 0.76 160

Common case aggregation time (for t=64) is 7.7 ms for both schemes!

Source: https://github.com/sourav1547/adaptive-bls
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Summary

* Background on Bilinear pairing

* Boneh-Lynn Shacham (BLS) Signature
* Threshold Secret Sharing

* Design of Threshold BLS Signature

* Security of Threshold BLS Signature

e FEvaluation Results

Thank you! (https://sourav1547/.github.io/)
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