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Fireblocks - 3MI

1. Fireblocks:
a. Michael Adjedj (Cryptography Engineer - Fireblocks)

b. Michael Gutkin (VP Research - Fireblocks)
c. Nikolaos Makriyannis (Research Scientist- Fireblocks)

2. 3Ml Labs:
a. Tomer Ashur (CEOQ/Chief Scientist - 3MlI Labs)
b. Cyprien de Saint Guilhem (Head of R&D - 3MI Labs)
c. Amit Singh Bhati (Research Scientist - 3MI Labs)

3. External Consultant:
a. Geoffroy Couteau (CNRS Research Scientist)



Fireblocks - 3MI

Meet the team

1. 100+ research papers
2. Decades of combined industry experience
3. Contributions to standards (NIST, ISO)
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Ecosystem and Network,
touching 1B+ Consumers
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What does it all boil down to
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1. Managing(EC-signatures)end-to-end
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1. Managing(EC-signatures)end-to-end

2. Key management gives rise to operational/security/legal challenges
a. Where does the key material reside?
b. Isthere a single point of failure?




What does it all boil down to
- & Schnorr

Managmg@gnfat@end -to-end

2. Key management gives rise to operational/security/legal challenges
a. Where does the key material reside?

b. Isthere a single point of failure?
3. Fireblocks solves these challenges using MPC.
a. Key material is generated via DKG
b. Signatures are generated via distributed protocol

—
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Fireblocks processes 10-15% of main blockchain transactions
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Fireblocks processes 10-15% of main blockchain transactions

Threshold signatures are a huge
part of the digital assets ecosystem
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Research Contributions

Canetti, M & Peled (eprint)

‘

o Canetti, Gennaro, Goldfeder, M & Peled (CCS 2021)

o Haitner, M, Ranellucci, Tsfadia (Eurocrypt 2022)
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On the Classic Protocol for MPC Schnorr Signatures
o M(eprint) _

...... > Schnorr

Blokh, M, Peled (eprint)
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o  Adjed], Blokh, Couteau, Galansky, Joux, M (eprint)

o Doerner, Haitner, Ishai, M (CCS 2025)
Tight Bounds on Uniform-Challenge Black-Box Reductions from Sigma Protocols

o Haitner, M (eprint)
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Haitner, Lindell, M (eprint)

o  Adjed], Couteau, Galansky, M, Yomtov (AsiaCCS 2026)
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Canetti, M & Peled (eprint)

Canetti, Gennaro, Goldfeder, M & Peled (CCS 2021)

o Haitner, M, Ranellucci, Tsfadia (Eurocrypt 2022)

On the Classic Protocol for MPC Schnorr Signatures </_\

o M(eprint)
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Submission Packages
for NIST-MPTC

Blokh, M, Peled (eprint)

M, Yomtov, Galansky (CCS 2024)

o Doerner, Haitner, Ishai, M (CCS 2025)
9. Tight Bounds on Uniform-Challenge Black-Box Reductions from Sigma Protocols
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Haitner, Lindell, M (eprint)
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ECDSA Signatures for
Digital Assets




ECDSA Signatures for Digital Assets

1. EC-based signatures schemes dominate the ecosystem
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EC-based signatures schemes dominate the ecosystem
ECDSA gained wide adoption thanks to:

a.

b
C.
d

Standardization
Security has stood the test of time

Ubiquitous support (OpenSSL, HSMs, hardware wallets)
Strong network effects / interoperability
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EC-based signatures schemes dominate the ecosystem
ECDSA gained wide adoption thanks to:

a. Standardization

b. Security has stood the test of time

c. Ubiquitous support (OpenSSL, HSMs, hardware wallets)
d. Strong network effects / interoperability

ECDSA is the undisputable king of blockchain signatures

a. Bitcoin

b. Ethereum

c. Most blockchains emulate BTC and ETH



ECDSA Signatures

1. The public key is a random element X in the EC subgroup
a. Thesecretkeyis x suchthat x- G =X
2. Signatures have the form (r, s)
a. r= conv(k - G) forarandom point in the EC subgroup

b. s =k~ m+r - x)

N

Message digest



ECDSA Signatures

1. The public key is a random element X in the EC subgroup
a. Thesecretkeyis x suchthat x- G =X
2. Signatures have the form (7, s)
a. r= conv(k- G) forarandom point in the EC subgroup

b. s =&+ r - %)

N

Message digest

Naive sharing does not work




Background




Oblivious Linear Evaluation (OLE)




Vector Oblivious linear evaluation (VOLE)




The Beaver inversion trick

In order to compute shares of k_lstarting with shares of k
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The Beaver inversion trick

In order to compute shares of k_lstarting with shares of k
1. Compute shares of y and yk .

2. Reveal the shares of yk and sum them to obtain 6 = yk
3. Multiply your local share of y by 51
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The Beaver inversion trick

In order to compute shares of k_lstarting with shares of k

1. Compute shares of y and yk .

2. Reveal the shares of yk and sum them to obtain 6 = yk

3. Multiply your local share of y by 51

Z oy, = k™1
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Instantiating Beaver inversion using VOLE

(kl,xl) N
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Instantiating Beaver inversion using VOLE
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MPC ECDSA &
the CGGMP21 protocol




The template for the "“right"” ECDSA protocol

1. Sample a random group element via coin-toss (2 rounds)
2. Perform Beaver inversion on k and x (3 rounds)
3. Release the signature shares (1 round)



The template for the “right” ECDSA protocol




The template for the “right” ECDSA protocol

s1+ 8y =k + ) -m+r-(w) +w,)
= (k1+k2)_1 -m+r-(k +k2)_1(x1 +x,)




The template for the “right” ECDSA protocol

sp+ 8y =k + ) -m+r- (w4 w,)
=(kj+ k)L omAre (k) + k) g + xy)
=k'm+r-kx
=k~ (m+rx)




What's up with all the ECDSA protocols!?
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Why it's not so simple

1. How to realize the VOLE
2. How to “glue” the coin toss and the VOLE together
a. l.e. Iinput consistency
3. Most prior work essentially provide a toolbox for (1) and (2)



Why it's not so simple

1. How to realize the VOLE
2. How to “glue” the coin toss and the VOLE together
a. lLe. input consistency
3. Most prior work essentially provide a toolbox for (1) and (2)

Paillier OT-based VOLE CL Encryption
& Integer Commitments & OT Extension (Class Groups)
CGGMP21 DKLs23 CCL+20



Additional Preliminaries—Paillier Encryption

Parameters: u, v F 7;’\}2

Enc:

(m,r) » u™" mod N?




Realizing VOLE using Paillier

i
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The CGGMP21Protocol



The CGGMP21Protocol

1. The CGGMP21 protocol is essentially a suite of techniques for
Paillier-based VOLE and DF commitments.



The CGGMP21Protocol

The CGGMP21 protocol is essentially a suite of techniques for
Paillier-based VOLE and DF commitments.

2. Instruction manual of necessary ZK proofs
a. Paillier modulus is a Paillier-compatible biprime
b. Paillier modulus does not admit small factors
c. DF commitments are statistically hiding
d. Well-formedness of VOLE messages



The CGGMP21Protocol

1. The CGGMP21 protocol is essentially a suite of techniques for

Paillier-based VOLE and DF commitments.
2. Instruction manual of necessary ZK proofs

b. Paillier modulus does not admit small factors
c. DF commitments are statistically hiding

L Extractible/

Straightline Extractible

47



The CGGMP21Protocol

1. Within the provable security framework, each property
(unforgeability, id-abort, adaptive security) can be proven to be
satisfied via its own game-based security definition.

2. Security guarantees can be “lifted” into UC theorem showing that
the protocol realizes a threshold signatures functionality.




The CGGMP21Protocol

Computation 200-500ms per party
Communication 15-23KB per party
Rounds 3




2PC ECDSA &
the BAM protocol




Another look at the ECDSA formula
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Another look at the ECDSA formula

s=k71-(m+rx)

i =k‘1-(m+r-(x1+x2)) ﬁ'
I



Another look at the ECDSA formula

s=k71-(m+rx)
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Another look at the ECDSA formula

s=k71.(m+ rx)
=k‘1-(m+r-(x1+x2))
— (lc1-1<2)_1 -(m+71-(x +x,))

S.klzkz_l'(m‘l‘r'(xl‘l‘xZ))
=
=k'r-x;+k'm+rx,



Another look at the ECDSA formula

s=k71. (m+rx)
=k‘1-(m+r-(x1+x2)) ﬁ'
= (k- k)" 4 (x4 %)) i,

scky=kt-(m+r-(x+x))

= —1 —1 : X a,b !
') n g m ) g @ 2




The template for the “right” 2PC ECDSA

1. Sample a random group element via coin-toss (3 rounds*)
2. Execute OLE on inputs x1and a,b (2 rounds¥*)




The template for the “right” 2PC ECDSA

1. *
2. Execute OLE on inputs x1and a,b (2 rounds¥*) >
2-round FROST-like biased point selection




BAM under the hood

1. Additionally, BAM offers a suite of highly optimized techniques
for Paillier-based (V)OLE and DF commitments.
a. New highly efficient DF-compatible RSA modulus
b. Systematic and ubiquitous use of small exponents
2. Instruction manual of necessary ZK proofs
a. New proofs using many new and old tricks
b. Check out the paper!



primes



Strong RSA moduli

primes




@8 RSA modui

0

| p;| = sec_param




@8 RSA modui

b

primes

| p;| = sec_param
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BAM

Computation 50ms (40-60 split)
Communication 2KB
Rounds 2




Opening the floor to
discussion
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