
1

TF
H

E,
 

ZH
En

it
h

an
d

 N
ex

u
s

Speaker: Nigel P. Smart (Zama and KU Leuven)

Team: 
Mathieu Ballandras ,  Carl Bootland,  Kelong Cong,  Daniel Demmler, 
Tore Kasper Frederiksen, Marc Joye,  Benoît Libert,    Jean - Bap�ste Orfila,  
Nigel P. Smart, Titouan Tanguy, Samuel Tap, Michael Walter

TFHE (FHE), ZHEnith (ZK) 
and Nexus (MPC)
NIST Workshop on Mul� - Party Threshold Schemes: Jan 27 th 2026



2

TF
H

E,
 

ZH
En

it
h

an
d

 N
ex

u
s

Zama’s NIST Submission

We aim to submit a single document containing the descrip�on of three (related) Cryptosystems

ZHEnith

• A ZK proof system to establish proof of correctness, and plaintext knowledge, of encryp�on of

TFHE ciphertexts .

TFHE

• A (rela�vely) full specifica�on of the TFHE Fully Homomorphic Encryp�on scheme 

Nexus

• An MPC system over Galois Fields to (primarily) perform key genera�on and threshold

decryp�on for FHE schemes (including BGV, BFV and TFHE)
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Cryptosystem : TFHE
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TFHE

Aspects of our presenta�on of a public key variant of TFHE

• Full specifica�on of all algorithms :
• Efficient public key encryp�on, Programmable Bootstrapping, Switch - n- Squash,

DeRandomized Evalua�on (for sIND - CPA - D security)

• Deriva�on of parameters :
• For plaintext spaces of one and four bits we provide specimen parameters
• Parameters are 128 - bit classical secure and NIST Level 1 Post - Quantum secure

• Security proofs of IND - CPA and sIND - CPA - D

• Example applica�on :Confiden�al ERC - 20 transfers on a blockchain

• Commercial Deployment :In Zama’s Fhevm system
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LWE - based Ciphertexts

Message

𝑏𝑚
=

𝒂, 𝒔 + Δ𝑚 + 𝑒 𝑚𝑜𝑑 𝑞Ciphertext

Enc

=

𝑛

𝑚

Secret key

← 𝒰(ℤ𝑞)𝑛

← 𝒰({0,1})𝑛

Mask

𝑒 ← 𝒩𝜎Error

(a.k.a. noise)

𝑚 error

Plaintext Representa�on

Δq

MSB LSB

Learning With Errors

5

𝒂

𝒂

𝒔
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Plaintext Representa�on

6

Precision P

Example of parameters

𝑛 ≈ 900 𝗊 = 264 2 ≤ 𝖯 ≤ 10

q Δ

Δ𝑚 + 𝑒 𝑚𝑜𝑑 𝗊

MSB LSB

Error
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Homomorphic Addi�on

𝑚1

𝑚2

𝑚1 + 𝑚2

+

=

Plaintext Representa�on

𝑚2 error2

𝑚1 + 𝑚2 error1 + error2

+

=

Ciphertext

Message & Error sizes increase

𝑚1 error1

7
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Homomorphic Addi�on

𝑚1

𝑚2

𝑚1 + 𝑚2

+

=

Plaintext Representa�on

𝑚2 error2

𝑚1 + 𝑚2 error1 + error2

+

=

Ciphertext

Noise management needed

𝑚1 error1

8
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TFHE Programmable Bootstrapping (PBS)

𝑚𝑚

Input

Bootstrapping Key

Output

𝖡𝖲𝖪

PBS

𝑚 error

𝑚 error′PBS

9
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TFHE Programmable Bootstrapping (PBS)

Noise reduc�on & 

Homomorphic evalua�on of any 𝑓(⋅)

𝑚 error

𝑓(𝑚) error′PBS

Small messages only:

|𝑚| ≤ 10 bits

Low latency
e.g. ≈ 945µs for 4 bits

10
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Homomorphic Mul�plica�on

𝑚1

𝑚2
𝑚2 error2

𝑚1 error1

11

𝑚1

4 𝑚2

𝑚2 error3

𝑚1 error1

ct 3 = 4 ct 2

𝑚2
𝑚2𝑚1

𝑚1 error4

𝑚1 ∗𝑚2

𝑚1 * m2 error5

ct 4 = ct 1 + ct 3

PBS

x F(x)

0000 0000

0001 0000

0010 0000

0011 0000

0100 0000

0101 0001

0110 0010

0111 0011

x F(x)

1000 0000

1001 0010

1010 0100

1011 0110

1100 0000

1101 0011

1110 0110

1111 1001
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Homomorphic Integers

12

𝑚1 𝑚2

⋯
𝑚𝑘

𝑚

⋯

𝑚2𝑚1 𝑚𝑘

Decomposi�on

Encryp�on

𝑢64

𝑢2 𝑢2 𝑢2

64 bit integers ≈ 32 LWE Ciphertexts
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Compact Public Key Encryp�on

Large 𝗉𝗄𝖲𝖾𝗋𝗏𝖾𝗋 & noisy ciphertexts

𝑚0

𝑠
◌⃗

𝑚1

𝑚ℎ

0

0

0

⋯
𝗉𝗄𝖲𝖾𝗋𝗏𝖾𝗋 =

{𝖼𝗍} =

≈ 130 ,000 

w/ usual

parameters 

0𝗉𝗄𝖲𝖾𝗋𝗏𝖾𝗋 =

{𝖼𝗍} = 𝑚0 𝑚1 𝑚ℎ

ClientLWE - based ClientRLWE - based

Smaller 𝗉𝗄𝖲𝖾𝗋𝗏𝖾𝗋 & less noisy cts

13
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m

q Δ

MSB LSB

Error

Tweaking Noise Distribu�on

Gaussian 
TUniform:

Centered Tweaked Uniform

TUniform : Be�er suited for FHE and be�er fit for MPC key genera�on 

14
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Switch - n- Squash

Enlarging q 𝗊 = 264

𝗊′ = 2128

Reducing the error 

PBS

Now compliant with Noise Flooding for threshold decryp�on !

15
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FHE Security Model : sIND - CPA - D

16

APK

b’

Adversary wins the game if b’ =b

(m, r)

r ← R

c = Enc( pk , m b ;  r)
c

state ← state ∪ { (m 0 , m 1,  c ) }

(m 0 , m1)

c

c = Enc( pk , m ;  r)

state ← state ∪ { (m , m ,  c ) }

j

m

If state[j].m 0 ≠ state[j].m 1 then m = ⊥

Else m = Dec (state[j].c , sk )

(c 1, …, c n)

(g, j1, …, jm)
(c 1, …, c n) ← Eval( g , state[j 1].c , …, state[ jm].c )

(m 0,1, …, m0,n ) ← g (state[j 1].m 0 , …, state[ jm].m 0 )

(m 1,1, …, m1,n) ← g (state[j 1].m 1, …, state[ jm].m 1)

state ← state ∪ { (m 0,k , m 1,k, c k) }k=1,…,n
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FHE Security Model : sIND - CPA - D

17

To achieve sIND - CPA - D security at a security level of 128 bits one needs

• IND - CPA security at a level of 128 - bit security

• A failure probability for the evalua�on opera�on of at most 2 - 128

• The evalua�on opera�on needs to be randomized (i.e. input ciphertexts are randomized before

evalua�on is performed) .

This last point is a problem in prac�ce as for verifiability one wants the FHE evalua�on opera�on to be

determinis�c .

For TFHE we show this contradic�on can be circumvented in the random oracle model .

Using the la�ce - es�mator we find parameters such that we obtain IND - CPA security at 128 - bits and a

failure probability of at most 2 - 128

• Assuming la�ce a�acks are the best cryptanaly�c a�ack on TFHE

• Assuming noise a�er various opera�ons behaves much like Gaussians of a given standard devia�on

• This can be par�ally jus�fied by applica�on to the CLT, it is also backed up by extensive experiments.
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FHE Computa�on Timings Over Time

18
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FHE Computa�on Latency

19
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FHE Computa�on Throughput

20
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Cryptosystem : ZHEnith
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ZHEnith

When encryp�ng data in a public - key FHE applica�on the encryptor may be dishonest
• He may create an invalid ciphertext, leading to selec�ve failure a�acks on the protocol .
• He may re- randomize someone else’s ciphertext, leading to breaking independence of input

for protocols .

Thus, an encryp�on should be accompanied by a Zero - Knowledge Proof of Correctness and
Plaintext Knowledge .

The ZHEnith system accomplishes this for the TFHE scheme using a pairing - based scheme .

Such proofs are used in proofs of security of protocols based on FHE by the simulator .
• The proof allows the simulator to extract the plaintext of the dishonest par�es ciphertext, and

to ensure that dishonest par�es enter valid ciphertexts .
They are also needed in our security proof for sIND - CPA - D security too
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Errorm

Bad encryp�on pa�ern: Message & Error mixed

m Error

Good encryp�on pa�ern: Dis�nct Error & Message

23

ZHEnith
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m

q Δ

MSB LSB

Error

Good encryp�on: Error & message bounded

ServerClient

𝖼𝗍 = 𝖤𝗇𝖼(𝑚)
𝜋 = 𝖯𝗋𝗈𝗏𝖾(𝖼𝗍)

𝑏 = 𝖵𝖾𝗋𝗂𝖿𝗒(𝜋)

24



25

TF
H

E,
 

ZH
En

it
h

an
d

 N
ex

u
s

ZHEnith

Aspects of our presenta�on of the ZKPoK system ZHEnith

• The ellip�c curve parameters are picked to be compa�ble with our TFHE parameters .
• One could use ZHEnith for BGV or BFV ciphertexts, but then the ellip�c curves would need

to be huge .

• Being based on ellip�c curves the protocols soundness guarantee is only pre - quantum (at 128 -
bits of classical security)

• The zero - knowledge guarantee is however post - quantum .
• Thus harvest - now/decrypt - later a�acks are impossible to mount .

• Example applica�on :Proving correctness of TFHE ciphertexts

• Commercial Deployment :In Zama ’s Fhevm system
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Builds on vector commitments (Libert - Yung. TCC 2010)

• Uses a structured CRS

• Commitment to x ∈ 𝑍𝑝
n

is opened at posi�on i ∈ [n] by revealing 𝜋𝑖 ∈ G such that

• Extends to prove ൻx, ◌ۧy = z for public y, z ∈ 𝑍𝑝

ZHEnith

𝑐𝑟𝑠 = ( 𝑔, { 𝑔𝑖 = 𝑔𝛼𝑖
}𝑖∈ 2𝑛 ∖{𝑛+1} , { ෙ◌ාg𝑖 = ෙ◌ාg𝛼𝑖

}𝑖∈ 2𝑛 )

C = 𝑔𝛾 ⋅ ◌ෑ
𝑖=1

𝑛

𝑔𝑖
𝑥𝑖 = g

𝛾+σ 𝑖=1
𝑛 𝑥i ⋅𝛼

𝑖

e(C, ෙ◌ාg𝑛+1−𝑖) = e(𝑔1, ෙ◌ාg𝑛
𝑥𝑖 ) ⋅ e(𝜋𝑖 , . ෙ◌ාg )

e( C, ς 𝑖=1
𝑛 ෙ◌ා𝑔n+1−𝑖

y𝑖 ) = e(𝑔1, ෙ◌ාg𝑛)ൻx, ◌ۧy ⋅ e( ς 𝑖=1
𝑛 𝜋𝑖

y𝑖 , ෙ◌ාg )
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Goal :Let R = Z[X]/(𝑋𝑑 + 1) and 𝑅𝑞 = R/(qR) for a modulus q.

For public  ◌⃗t, 𝑎1, … ,𝑎M ∈ 𝑅𝑞
𝑁 prove knowledge of  𝑠1, … , 𝑠𝑀 ∈ R such that 

with 𝑠𝑖 ∞ ≤ 𝐵𝑖 for all i ∈ [M]. 

This allows proving (R)LWE rela�ons, including validity of FHE ciphertexts when q is 

“small”.

• Thus, this includes the validity to TFHE ciphertexts

ZHEnith

σ 𝑖=1
𝑀 𝑎𝑖 ⋅ 𝑠𝑖 = ◌⃗t mod 𝑞
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Idea : (del Pino – Lyubashevsky - Seiler: PKC 2019 ): 

Consider the statement over Z[X]/(𝑋𝑑 + 1)

with ‖𝑠𝑖‖∞ ≤ 𝐵𝑖 and ◌⃗r ∞ ≤ Τd ⋅M
2 ⋅ max

𝑖
𝐵𝑖

• Commit to ((𝑠1, … , 𝑠𝑀) | ◌⃗r) in a DLOG - hard group G of order p ≫ q.

• Prove that ‖𝑠𝑖‖∞ ≪ p and ◌⃗r ∞ ≪ p.

• Prove that

ZHEnith

𝑖=1

𝑀

𝑎𝑖 ⋅ 𝑠𝑖 = ◌⃗t + ◌⃗r ⋅ q mod (p,𝑋𝑑 + 1)

𝑖=1

𝑀

𝑎𝑖 ⋅ 𝑠𝑖 = ◌⃗t + ◌⃗r ⋅ q mod (p,𝑋𝑑 + 1)

Remainder

Quo�ent
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ZHEnith

Rewrite the statement as a linear rela�on with a binary witness

[ 𝐴1, … ,𝐴𝑀| − q ⋅ (I ⊗ (1,2,4, … , )) ] ⋅

◌⃗s1

⋮
◌⃗s𝑀
r 1

⋮
◌⃗r𝑁

= t mod p

w

A
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ZHEnith
First Idea : Prove that a commi�ed w ∈ {0,1}^n is binary and sa�sfies the above equa�on

The equa�on is turned into an inner product rela�on 𝜃𝑇ۦ ⋅ A , ◌ۧw = 𝜃𝑇 ⋅ ◌⃗t mod p for a random 𝜃.

The quan�ty 𝜃𝑇 ⋅ A can be computed in O(d ⋅ log𝑑) �me when the {𝐴𝑖}𝑖=1
𝑀 are structured .

Aggrega�on yields a proof (C,𝐶𝑦 ,π) ∈ G × G2 sa�sfying

𝑒 𝜋, ෙ◌ාg = 𝑒 𝐶𝑦
𝛿𝑦

⋅ ◌ෑ
𝑖=1

𝑛

g
𝑛+1−𝑖

𝛿𝑒𝑞 ⋅𝑡𝑖−𝛿𝑦 ⋅𝑦𝑖+𝛿𝜃 ⋅𝑎𝜃 𝑖
, C ⋅ 𝑒 𝐶𝑦

𝛿𝑒𝑞 ,◌ෑ
𝑖=1

𝑛

ෙ◌ාg𝑖
𝑡𝑖

−1

⋅ 𝑒 𝑔1, ෙ◌ාg𝑛
−𝑡𝜃 ⋅𝛿𝜃
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ZHEnith

Second Idea : Decrease the CRS size and the number of exponen�a�ons by proving witness

smallness by Lagrange’s four - square theorem and approximate range - proofs (Lyubashevsky -

Nguyen - Seiler :PKC 21)

Tight norm bounds proven using ℓ2- norm, this introduces some soundness slack when we are

interested in the applica�on in the ℓ∞ - norm .

• This is dealt with by modifying the noise analysis for TFHE, which in the end causes zero

change in the final parameters

Tradeoff with O(1) exponen�a�ons for the verifier and slightly longer proofs in (G5 × G8)

• This gives proofs of size roughly 1KB using the BLS 12- 446 curve

• Uses KZG polynomial commitments
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ZHEnith
Proving validity of a TFHE ciphertext with q = 264 and n = 2048.

• Shortest SNARKs (Groth ;EC' 16):weak simula�on - extractability in the AGM .

Arithme�c circuit with 110,000 R1CS constraints

Structured CRS of ≈ 45 ,000 KB

Prover computes ≈ 800 ,000 exponen�a�ons

Verifier computes ≈ 8200 exponen�a�ons

• New solu�on :simula�on - extractability in the AGM+ROM .

Structured CRS of ≈ 2,300 KB using compression (4,500 KB without compression)

Prover computes ≈ 97 ,000 exponen�a�ons .

Verifier computes 128 exponen�a�ons and 8 pairings

Rust implementa�on using BLS 12- 446 curves for proving ciphertext validity

Prover runs in 536 ms (on laptop using 16 cores)

Verifier runs in 45 ms (using 16 cores on an c 6i.4xlarge AWS instance)
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On Nov 25 th 2025 thirteen companies executed the ZHEnith Common Reference String genera�on
protocol for the launch of the Zama MainNet .

Protocol executed on c 7a.16xlarge machines within AWS ’s eu - central - 1 region .
• 64 Virtual CPUs
• 128 GB Memory

This was way more powerful than needed, but we did the Nexus DKG (see later) at the same �me
which needed such powerful machines .

Protocol took under a minute to execute, with each party contribu�ng one randomiza�on round to
the CRS genera�on

ZHEnith : CRS Genera�on
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Cryptosystem : Nexus
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Nexus
To execute distributed key genera�on and decryp�on we u�lize a generic robust MPC protocol over
Galois Rings .

𝑅 = 𝑍𝑞 𝑋 /𝐹 𝑋

The value q is a composite number
• A power of two in the case of TFHE
• A product of dis�nct medium size primes in the case of BGV and BFV

The polynomial F(X) is irreducible modulo all the prime factors of q.

If p is the small prime factor of q then this allows us to create an excep�onal set of size

𝑝deg 𝐹

The excep�onal set is the set of interpola�on points for the underlying Shamir Secret Sharing
scheme

So we need

n + 1 < 𝑝deg 𝐹
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Nexus

Our document will fully detail this MPC protocol, as well as how to use it to perform distributed key
genera�on and decryp�on for BGV, BFV and TFHE .

The base MPC protocol is in the offline/online paradigm and comes in two variants

• Variant 1:For “small” values (say less than 10,000 ) of binomial( n,t)
• Uses PRSS for VSS execu�on

• Variant 2 :For “large” values (say greater than 10,000 ) of binomial( n,t)
• Uses a classical VSS protocol

We call these variants nSmall and nLarge

The MPC protocol has different proper�es depending on whether one is in the nSmall or nLarge
regime .
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Nexus: Generic MPC Protocol

MPC Property nSmall Regime nLarge Regime

Offline Phase Threshold t<n/3 t<n/4

Offline Phase Network Synchronous Synchronous

Online Phase Threshold t<n/3 t<n/3

Online Phase Network Asynchronous Asynchronous

Adversary Fully Malicious Fully Malicious

Security Guarantee Robust (G.O.D.) Robust (G.O.D.)

Random Shared Bit Genera�on All FHE - interes�ng moduli Only for prime power moduli

The generic MPC Nexus protocol has the following proper�es:

The protocol is based on the Damgard - Nielsen 07 protocol (for t<n/ 4), with a trick using PRSS keys to obtain 

robust security when t<n/ 3 in the nSmall regime at low cost.

• We do not use player elimina�on framework to obtain robustness, simplifying the code significantly.

Broadcast is only required in the offline phase, for which we provide a simple synchronous broadcast protocol 

based on Bracha ’s asynchronous protocol
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Nexus: FHE Key Genera�on

Distributed Key Genera�on protocols are given for BGV, BFV and TFHE
• Requires offline phase to generate Beaver triples
• Genera�on of secure random bits also done in the offline phase in the implementa�on

• Theore�cally could also be considered as part of the online phase

Due to complexi�es in genera�ng secret shared secure random bits modulo a non - prime power,  
composite modulus the BGV and BFV distributed Key Genera�on only works in the profile nSmall .

• In general, secure random bit genera�on is complex, but an easy trick allows us to fix the 
issue, for non - prime power, composite moduli, in profile nSmall .

Commercial Deployment: In Zama ’s Fhevm system to generate a shared TFHE key.
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Nexus: FHE Key Genera�on

Between 19:06 Nov 25 th 2025 and 01:46 Nov 28 th 2025 thirteen companies executed the TFHE DKG
protocol for the launch of the Zama MainNet .

Protocol executed on c 7a.16xlarge machines within AWS ’s eu - central - 1 region .
• 64 Virtual CPUs
• 128 GB Memory

Offline phase took 54 hours and 5 minutes
Online phase took 25 minutes

Memory usage of each party was about 24 GigaBytes for the offline phase, increased to 50
GigaBytes during the execu�on of the online phase .

CPU usage was about 60 % for the offline phase, and 80 % for the online phase .

Data transmission at around 1 GigaBit per second between the par�es .

Each party sent 10.5 TeraBytes of informa�on during the protocol execu�on .
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Nexus: Distributed Decryp�on

In the clear decryp�on

Ciphertext (a ,b =a .s + e + Δ m )

Secret Key s

Decryp�on

• p =b – a .s

• m =⌊ p/Δ ⌉

Naïve threshold decryp�on

Ciphertext (a ,b =a .s + e + Δ m )

Secret Key [ s ]

Decryp�on

• [ p ] =b – a . [ s ]

• Open [ p ] to obtain p

• m =⌊ p/Δ ⌉

Insecure as revealing p
reveals e, and hence
informa�on about s .

A�er a few decryp�ons
the secret key will be
revealed



41

TF
H

E,
 

ZH
En

it
h

an
d

 N
ex

u
s

Nexus: Distributed Decryp�on – Method 1

In the clear decryp�on

Ciphertext (a ,b =a .s + e + Δ m )

Secret Key s

Decryp�on

• p =b – a .s

• m =⌊ p/Δ ⌉

Flooded threshold decryp�on

Ciphertext (a ,b =a .s + e + Δ m )

Secret Key [ s ]

Decryp�on

• [ p ] =b – a . [ s ] + [ E ]

• Open [ p ] to obtain p

• m =⌊ p/Δ ⌉

Secure as long as E
drowns out the e value .

Requires the value of E to
be exponen�ally bigger
than e.

Hence, we need a lot of
space for extra noise

For BGV and BFV one can fix parameters to ensure there is enough extra space for this noise .

For TFHE one applies the Switch - n- Squash opera�on to create the extra space .

• Can treat the Switch - n- Squash opera�on as pre - processing to obtain a super fast online phase .

Using a PRSS to generate [ E ] enables a one - round protocol for threshold decryp�on .
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Nexus: Distributed Decryp�on – Method 2

In the clear decryp�on

Ciphertext (a ,b =a .s + e + Δ m )

Secret Key s

Decryp�on

• p =b – a .s

• m =⌊ p/Δ ⌉

MPC - based threshold decryp�on

Ciphertext (a ,b =a .s + e + Δ m )

Secret Key [ s ]

Decryp�on

• [ p ] =b – a . [ s ] + [ E ]

• [ m ] =⌊ [ p ]/Δ ⌉

• Open [ m ] to obtain m

We compute the
rounding in MPC

This requires us to be
able to generate shared
random bits in an offline
phase .

This results in a many - round online protocol which is slower in WAN networks than Method – 1

Also requires an efficient offline phase to generate shared random bits

• Hence, we do not have this for BGV and BFV in profile nLarge .
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Nexus: Distributed Decryp�on

Two Distributed Decryp�on protocols are given for BGV, BFV and TFHE

The first method 
• The online phase is a single round protocol
• Requires no offline phase in profile nSmall

• Thus, works for t<n/ 3 and over asynchronous networks
• In profile nLarge requires an offline phase
• For BGV and BFV only works in profile nSmall , due to the need for an offline phase which 

generated shared random bits.

The second method
• Has a mul� - round online phase over an asynchronous network
• The offline phase needs to generate secret shared random bits

• So, this method also does not apply to BGV and BFV in profile nLarge

Commercial Deployment: In Zama ’s Fhevm system to execute TFHE decryp�ons.
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Nexus: Distributed Decryp�on

In our produc�on system (running on AWS Hpc 7a machines) we perform a Switch - n- Squash opera�on in

about 850 ms for a 64 - bit encrypted integer

• Equa�ng to an amor�zed �me of 850 /32 ≈ 26 ms per ciphertext

• In our applica�on this is treated as offline pre - processing

• The applica�on machines are processing more than just Switch - n- Squash opera�ons at the same �me, so

this is a real �ming, as opposed to an “academic ”�ming .

The latency of our 13 party MPC protocol to perform the threshold decryp�on (assuming the Switch - n- Squash

opera�on has been performed) is roughly 25 decryp�ons of 64 - bit encrypted integers per second in a full

produc�on system

• Equa�on to an amor�zed �me of 1000 /(25 *32 ) ≈ 1.25 ms per ciphertext

• Due to ping -�mes the real latency is around 10ms .

When just performing threshold decryp�on and no other opera�ons we can achieve rates of 100 - 300

threshold decryp�ons of 64 - bit encrypted integers per second, i.e. 3000 - 9000 ciphertext decryp�ons per

second .
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Let’s Get Together…
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Zama ’s Test and Main Nets

Metric TestNet MainNet

Launch Date July 2025 Jan 2026

Transac�ons 6,676,045 38,668

Contracts Deployed 26,978 123

Users 207,030 8,756

ZHEnith ZKPoKs Created 482,434 30,454

Public Threshold Decryp�ons 422,395 4,175

Threshold Decryp�ons to User 702,206 29,347

Total Transac�on Fees 8,923 Sep ETH 15 ETH

Zama’s TFHE, ZHEnith and Nexus technologies are used to secure our encrypted blockchain

applica�on

Main Data From: h�ps://dune.com/zama_�e/protocol - overview data taken at 09.00 on Jan 26 th 2026
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Dutch Auc�on

Between Jan 21st and 24 th 2026 Zama executed a sealed - bid Dutch Auc�on for 10% of the token supply of 
the token $ZAMA.
• Run on top of the Zama MainNet

Par�es entered an encrypted amount as to how much $ZAMA they wished to purchase at a given price point.

The market clearing price was computed as the lowest price for which all the tokens were allocated.
• Encrypted bids via TFHE accompanied by ZHEnith proofs
• Homomorphic computa�on of the clearing price via smart contracts using TFHE
• Homomorphic computa�on of the se�lement process using TFHE

In addi�on to the auc�on running on MainNet , par�es who did not want to engage in the blind auc�on could 
make bids on the exchanges Coinlist and KuCoin
• These bids were then merged with the encrypted bids on MainNet to compute the final clearing price
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Dutch Auc�on
Some sta�s�cs on the MainNet auc�on

Sta�s�c Value

Total Number of Registra�ons 18,752

Number of Bidders 7,653

Total Number of Bids 1 17,559

Cancelled Bids 2,959

Final Number of Bids 1 14,600

Total Value Shielded 2 $121 million

Time to Compute the Clearing Price 771 seconds

Final Clearing Price $ 0.05

Total Value of Bids Fulfilled $ 44 million

1) Par�es could bid mul�ple �mes, at mul�ple price points .

• About 57 % of users made one bid, 20 % made two bids .

• Maximum number of bids per user was ten .

• Number of bids registered on the auc�on app (excluding ones from Coinlist and KuCoin ).

2) Value Shielded :Total amount of USD which was encrypted and held in encrypted form

• Note, not all the shielded value was necessarily bid in the auc�on .

Main Data From :h�ps ://dune.com/zama_�e/zama - public - auc�on (on 09 .00 UST 26 th Jan 2026 )
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Issues
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Reproducibility Issues

We see two issues with reproducibility of implementa�on results (both �mings and KAT vectors).

1. TFHE uses floa�ng point arithme�c to accelerate opera�ons via FFTs

• The accuracy is hardware dependent, thus unless the same hardware is used then the

ciphertexts results are not comparable, even if the underlying plaintexts are the same .

• We will a�empt to mi�gate this issue, but depending on the precise difference between the

NIST test machine and our machines KAT vectors may not be comparable .

2. FHE keys are huge, thus running distributed key genera�on on a single machine is infeasible .

• Recall in our commercial deployment we u�lized 13 AWS large instances, each run by a

separate company, and the total run �me was over two days .

• To mi�gate this issue, we will provide “baby ”(i.e. insecure parameters) in order for the so�ware

to be run in test mode on NISTs single desktop machine .
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Thank you
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CONTACT

nigel @zama. org

zama .org

github.com/zama - ai

zama .org /community
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