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FULLY HOMOMORPHIC ENCRYPTION (FHE)
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Encryptor(s)

• pk
Evaluator(s)

• evk
• arbitrary 𝑓

Decryptor

 = Receiver

• sk

𝑚 𝑐𝑡 𝑐𝑡′ 𝑚′ = 𝑓(𝑚)
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Encryptor(s)

• pk
Evaluator(s)

• evk
• arbitrary 𝑓

Decryptor

 = Receiver

• sk

𝑚 𝑐𝑡 𝑐𝑡′ 𝑚′ = 𝑓(𝑚)

☺ Evaluator does not manipulate any 

sensitive data, as everything is encrypted

  Decryptor is a single point of failure



TH-FHE

Encryptor(s)

• pk

Evaluator(s)

• evk
• arbitrary 𝑓

Decryptor #1

• sk1 

𝑚 𝑐𝑡 𝑐𝑡′ 𝑚′ = 𝑓(𝑚)

Decryptor #2

• sk2 

Decryptor #3

• sk3 

⋮

Receiver
sh2 

sh1 

sh3 

☺ Evaluator does not manipulate any sensitive 

data, as everyhing is encrypted
☺  Decryptors secret-share the decryption key
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TH-FHE

Encryptor(s)

• pk

Evaluator(s)

• evk
• arbitrary 𝑓

Decryptor #1

• sk1 

𝑚 𝑐𝑡 𝑐𝑡′ 𝑚′ = 𝑓(𝑚)

Decryptor #2

• sk2 

Decryptor #3

• sk3 

⋮

Receiver
sh2 

sh1 

sh3 

☺ Evaluator does not manipulate any sensitive 

data, as everyhing is encrypted
☺  Decryptors secret-share the decryption key

Two major applications:

❖ enables MPC with minimalistic communications    [AJL+12]

❖ gives a threshold-BLAH, by FHE-evaluating BLAH    [BGG+18]
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TH-CKKS Encryptor(s)
• pk

Evaluator(s)
• evk
• arbitrary 𝑓

Decryptor #1
• sk1 

𝑚 𝑐𝑡 𝑐𝑡′ 𝑚′ = 𝑓(𝑚)

Decryptor #2
• sk2 

Decryptor #3
• sk3 

⋮

Receiver
sh2 

sh1 

sh3 

Th-FHE is built from FHE semi-generically -- Th-FHE evaluation exactly matches FHE evaluation:

                  Let’s use CKKS!   [CKKS17]
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TH-CKKS Encryptor(s)
• pk

Evaluator(s)
• evk
• arbitrary 𝑓

Decryptor #1
• sk1 

𝑚 𝑐𝑡 𝑐𝑡′ 𝑚′ = 𝑓(𝑚)

Decryptor #2
• sk2 

Decryptor #3
• sk3 

⋮

Receiver
sh2 

sh1 

sh3 

Th-FHE is built from FHE semi-generically -- Th-FHE evaluation exactly matches FHE evaluation:

                  Let’s use CKKS!   [CKKS17]

Plaintext space: ℂ𝑵/𝟐 𝐨𝐫 ℝ𝑁 (up to some precision)
• add in //

• multiply in // 

CKKS is  level-based

• mult                              consumes 1 level

• add, conj & rot           consume 0 level

• bootstrapping (BTS)    regains levels

• conjugate in //

• rotate the coordinates
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CKKS EFFICIENCY

❖ Every time we multiply, we lose a level

❖ Levels can be regained by bootstrapping (BTS)

≈ 94M ct-ct mults/sec 

           (for 19-bit precision)

BTS | RTX-5090 | HEAAN2 

Number of reals     𝑁 = 216

Precision                 19 bits

Non-BTS levels        15

Failure probability  < 2−128

Security                   128 bits

           10.5ms 
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EFFICIENCY ENABLES LARGE COMPUTATIONS: 

IRIS RECOGNITION

Encrypted DB of iris templates

Encrypted iris template query
Does the query ``match’’ one of the DB entries?
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EFFICIENCY ENABLES LARGE COMPUTATIONS: 

IRIS RECOGNITION

Encrypted DB of iris templates

Encrypted iris template query
Does the query ``match’’ one of the DB entries?

❖ A template is a {0,1}-vector of dimension ≈ 214

❖ Matrix-vector product  & comparison to a cutoff

❖ Output: YES or NO
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EFFICIENCY ENABLES LARGE COMPUTATIONS: 

IRIS RECOGNITION

Encrypted DB of iris templates

Encrypted iris template query
Does the query ``match’’ one of the DB entries?

❖ A template is a {0,1}-vector of dimension ≈ 214

❖ Matrix-vector product  & comparison to a cutoff

❖ Output: YES or NO

• FHE enables encrypted processing

• Threshold decryption enables to control what is decrypted

=> Th-FHE protects queries and DB 
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EFFICIENCY ENABLES LARGE COMPUTATIONS: 

IRIS RECOGNITION

IRIS recog.| 8x RTX-5090 | HEAAN2 

Template dimension           214

Number of query vectors   992
Number of DB entries  115K

Security                                128 bits

               1.8s 
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EFFICIENCY ENABLES LARGE COMPUTATIONS: 

IRIS RECOGNITION

Comparison to secret-sharing MPC

• Much fewer rounds:   3  v  dozens

• Improved scaling with:

• DB size                       (communication)

• number of parties    (comm. & comput.) 

• The FHE computation is public

• no need to protect it

• can be distributed arbitrarily
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[HHN+26]

[BGK+24]

IRIS recog.| 8x RTX-5090 | HEAAN2 

Template dimension           214

Number of query vectors   992
Number of DB entries  115K

Security                                128 bits

               1.8s 



EXACT-CKKS

CKKS may be used for exact computations  =>  thresholdization of cryptographic primitives
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EXACT-CKKS

AES-128 | RTX-5090 | HEAAN2

CKKS may be used for exact computations  =>  thresholdization of cryptographic primitives

Throughput: 8000 blocks / s

Latency: 1 block in less than 80ms

=> 1-round Threshold-AES
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Pre-challenge:            0.9s

   Post-challenge:       0.2s

   Success probability:   0.86

EXACT-CKKS

AES-128 | RTX-5090 | HEAAN2

CKKS may be used for exact computations  =>  thresholdization of cryptographic primitives

Throughput: 8000 blocks / s

Latency: 1 block in less than 80ms

=> 1-round Threshold-AES

ML-DSA-44 | RTX-5090 | HEAAN2

 2-round Th-Sign that is 

    interchangeable  with ML-DSA 
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DECRYPTION

SECURITY
Encryptor(s)
• pk

Evaluator(s)
• evk
• arbitrary 𝑓

Decryptor #1
• sk1 

𝑚 𝑐𝑡 𝑐𝑡′ 𝑚′ = 𝑓(𝑚)

Decryptor #2
• sk2 

Decryptor #3
• sk3 

⋮

Receiver
sh2 

sh1 

sh3 

• To hide the computation noise and the partial key sk𝑖, the 𝑖-th decryptor should flood the noise

𝑎 ↦ 𝑎 ⋅ sk𝑖 + 𝑒𝑖 𝑐𝑡 = 𝑎, 𝑏  over ℤ𝑞[𝑋]/(𝑋𝑁 + 1) 
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Decryptor #1
• sk1 

𝑚 𝑐𝑡 𝑐𝑡′ 𝑚′ = 𝑓(𝑚)

Decryptor #2
• sk2 

Decryptor #3
• sk3 

⋮

Receiver
sh2 

sh1 

sh3 

• To hide the computation noise and the partial key sk𝑖, the 𝑖-th decryptor should flood the noise

𝑎 ↦ 𝑎 ⋅ sk𝑖 + 𝑒𝑖

• The noise  𝑒𝑖  can be  2𝜆/2  or more, where  𝜆  is the security parameter. 

• For correctness, the plaintext to be decrypted should be very precise.

𝑐𝑡 = 𝑎, 𝑏  over ℤ𝑞[𝑋]/(𝑋𝑁 + 1) 
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• To hide the computation noise and the partial key sk𝑖, the 𝑖-th decryptor should flood the noise

𝑎 ↦ 𝑎 ⋅ sk𝑖 + 𝑒𝑖

• The noise  𝑒𝑖  can be  2𝜆/2  or more, where  𝜆  is the security parameter. 

• For correctness, the plaintext to be decrypted should be very precise.

For binary output plaintexts

❖ Compute with low precision

❖ Increase precision before decryption,

iteratively applying  𝑥 ↦ 3𝑥2 − 2𝑥3

                                                      [CKSS25]

𝑐𝑡 = 𝑎, 𝑏  over ℤ𝑞[𝑋]/(𝑋𝑁 + 1) 
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THRESHOLD

POLICY
Encryptor(s)
• pk

Evaluator(s)
• evk
• arbitrary 𝑓

Decryptor #1
• sk1 

𝑚 𝑐𝑡 𝑐𝑡′ 𝑚′ = 𝑓(𝑚)

Decryptor #2
• sk2 

Decryptor #3
• sk3 

⋮

Receiver
sh2 

sh1 

sh3 

Asynchronous decryption

Assume that   𝑠𝑘 = σ𝑗∈𝑇 𝜆𝑗 ⋅ 𝑠𝑘𝑗 ,  where  𝑇  is the set of decryptors  (#𝑇 = 𝑡)

The decryptors do not know 𝑻

Synchronous decryption

The decryptors know 𝑻

𝑐𝑡 = 𝑎, 𝑏  over ℤ𝑞[𝑋]/(𝑋𝑁 + 1) 
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Assume that   𝑠𝑘 = σ𝑗∈𝑇 𝜆𝑗 ⋅ 𝑠𝑘𝑗 ,  where  𝑇  is the set of decryptors  (#𝑇 = 𝑡)

The decryptors do not know 𝑻

              𝑠ℎ𝑗 = 𝑎 ⋅ 𝑠𝑘𝑗 + 𝑒𝑗
             

                        𝑚 = 𝑏 + σ𝑗∈𝑇 𝜆𝑗 ⋅ 𝑠ℎ𝑗

The huge 𝜆𝑗’s amplify the  𝑒𝑗’s

=> Not practical for growing (𝑡, 𝑛)

Synchronous decryption

The decryptors know 𝑻
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Asynchronous decryption

Assume that   𝑠𝑘 = σ𝑗∈𝑇 𝜆𝑗 ⋅ 𝑠𝑘𝑗 ,  where  𝑇  is the set of decryptors  (#𝑇 = 𝑡)

The decryptors do not know 𝑻

              𝑠ℎ𝑗 = 𝑎 ⋅ 𝑠𝑘𝑗 + 𝑒𝑗
             

                        𝑚 = 𝑏 + σ𝑗∈𝑇 𝜆𝑗 ⋅ 𝑠ℎ𝑗

The huge 𝜆𝑗’s amplify the  𝑒𝑗’s

=> Not practical for growing (𝑡, 𝑛)

Synchronous decryption

The decryptors know 𝑻

               𝑠ℎ𝑗 = 𝜆𝑗 ⋅ 𝑎 ⋅ 𝑠𝑘𝑗 + 𝑒𝑗             

  𝑚 = 𝑏 + σ𝑗∈𝑇 𝑠ℎ𝑗

 Can handle very large (𝑡, 𝑛)

Mmmh… as is, this is insecure, but can be fixed       [CPS26]

𝑐𝑡 = 𝑎, 𝑏  over ℤ𝑞[𝑋]/(𝑋𝑁 + 1) 
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DISTRIBUTED 

KEY GENERATION
Encryptor(s)
• pk

Evaluator(s)
• evk
• arbitrary 𝑓

Decryptor #1
• sk1 

𝑚 𝑐𝑡 𝑐𝑡′ 𝑚′ = 𝑓(𝑚)

Decryptor #2
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Decryptor #3
• sk3 

⋮

Receiver
sh2 

sh1 

sh3 
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Decryptor #3
• sk3 

⋮

Receiver
sh2 

sh1 

sh3 

❖ For efficient computations,  sk  consists of  sparse polynomials

❖ Naïve DKG:

❖ Decryptor #𝑖 samples its sk𝑖  and broadcasts  𝑎 ⋅ sk𝑖 + 𝑒𝑖 
❖ 𝑝𝑘 = σ𝑖(𝑎 ⋅ sk𝑖 + 𝑒𝑖) … corresponds to an ill-distributed  sk 

❖ Better solution (high level): bootstrap KeyGen! 

❖ Generate temporary bad keys

❖ Homomorphically run KeyGen for sparse keys

❖ Th-decrypt to get sparse-secret key material
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❖ For efficient computations,  sk  consists of  sparse polynomials

❖ Naïve DKG:

❖ Decryptor #𝑖 samples its sk𝑖  and broadcasts  𝑎 ⋅ sk𝑖 + 𝑒𝑖 
❖ 𝑝𝑘 = σ𝑖(𝑎 ⋅ sk𝑖 + 𝑒𝑖) … corresponds to an ill-distributed  sk 

❖ Better solution (high level): bootstrap KeyGen! 

❖ Generate temporary bad keys

❖ Homomorphically run KeyGen for sparse keys

❖ Th-decrypt to get sparse-secret key material

DKG | RTX-4090 | HEAAN2

Number of rounds     4 

Number of parties   32

Computation         2.1s

                      [MHP+25]
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CONCLUSION
Th-FHE based on CKKS can be very efficient:

• most of the cost comes from FHE evaluation

• can be handled with GPU + HEAAN2

• decryption security & efficiency: 

• flooding 

• synchronous setting 

• DKG via homomorphic KeyGen

QUESTIONS? 

D. Stehlé --- NIST MPTS26 --- Threshold-FHE from CKKS

damien.stehle@cryptolab.co.kr
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