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Agenda

Foundations and Background

● Background on conventional FHE cryptosystems
● Background on Threshold FHE cryptosystems

Proposal and Methodology

● What cryptosystems we propose (at a high level)
● Our approach for reference implementations
● Our approach for performance evaluation

Key Components

● (Decomposed) BFV
● MPC-based threshold decryption
● Verifiable homomorphic evaluation
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Motivation for standardizing FHE

● Fully Homomorphic Encryption (FHE) is a powerful cryptography method that 
supports computations over encrypted data (without intermediate decryption)

● FHE has already been successfully used for a number practical use cases, e.g., 
PIR, private database query, encrypted statistics, image classification

○ There are many startups developing solutions based on FHE

○ Large organizations launched some products based on FHE, e.g., Microsoft, Apple, etc.

● All common FHE schemes are considered quantum-resilient: based on the 
same/related lattice problems as NIST-certified PQC algorithms, such as ML-KEM 
(Kyber) and ML-DSA (Dilithium)

● Multiple open-source libraries with FHE scheme implementations are available
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Conventional FHE cryptosystems

All conventional FHE schemes are based on the (Ring / Module) Learning With Errors 
(LWE) problem. The main FHE schemes are:

● Brakerski-Gentry-Vaikuntanathan (BGV) [BGV11],
● Brakerski/Fan-Vercauteren (BFV) [Bra12; FV12],
● Gentry-Sahai-Waters (GSW) [GSW13] and its variants/enhancements:

○ “FHEW”: Ducas-Micciancio [DM15],
○ “TFHE”: Chilotti-Gama-Georgieva-Izabachene (CGGI) [CGGI16],
○ Lee-Micciancio-Kim-Choi-Deryabin-Eom-Yoo (LMK+) [LMKCDEY23] FHEW 

improvement
● Cheon-Kim-Kim-Song (CKKS) [CKKS17] “approximate” FHE

All these schemes support bootstrapping and can be used for performing an arbitrary 
homomorphic computation.
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What these FHE cryptosystems are used for

● BGV and BFV are typically used for finite-field/ring arithmetic over vectors

○ BGV and BFV are best suited for Private Information Retrieval and Private Set Intersection; 
they are also used for blockchain applications. 

● CGGI and DM/LMK+ are commonly used for low-latency operations over 
(few) small integers; they also feature low-latency lookup table evaluation

○ GCGI and DM/LMK+ are often used for blockchain applications and Boolean circuit evaluation. 

● CKKS is often used for applications that deal with (approximate) arithmetic 
over vectors of real/complex numbers

○ CKKS is the main scheme for machine learning/AI applications.
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Open-source libraries maintained by PANTHERIA team

● OpenFHE (C++, Python)
○ Implements all common FHE schemes
○ BSD-2 license

● Lattigo (Go)
○ Implements BGV, BFV, and CKKS
○ Apache 2.0 license

● Poulpy (Rust)
○ Implements LMK+
○ Apache 2.0 license

The current FHE scheme implementations in the libraries target passive security, 
i.e., honest-but-curious models.
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Threshold FHE

Threshold FHE cryptosystems are built from conventional FHE schemes by 

● replacing single-party key generation with distributed key generation,
● replacing single-party decryption with distributed decryption.

OpenFHE and Lattigo provide implementations of threshold BGV, BFV, and CKKS.

The current implementations target passive security.
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A modular view: Building blocks for threshold FHE

Leaving aside parameter selection, a Threshold FHE (Th-FHE) scheme is composed of 
the following building blocks:

● A distributed key generation protocol KeyGen;

● A (typically non-interactive) public-key encryption algorithm Encrypt;
● A (typically non-interactive) homomorphic evaluation algorithm Evaluate; and

● A distributed decryption protocol Decrypt.
The Encrypt and Evaluate algorithms are typically the same as in the case of 
conventional FHE schemes—with the exception that larger parameters are sometimes 
needed in the threshold setting, for security of the Decrypt protocol.

KeyGen and Decrypt are specific to the threshold instantiation.
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Distributed key generation

We consider the following options: 

1. trusted dealer, 
2. private channel for initial Shamir secret sharing and homomorphic addition of 

secret key shares
3. homomorphic addition of key secret shares
4. MPC key generation.

Options (2) and (3) are currently implemented in Lattigo and OpenFHE.
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Distributed decryption

The two main options in the literature to achieve passive security for distributed 
decryption are MPC and noise flooding.

The current implementations in OpenFHE and Lattigo rely on noise flooding, i.e., 
addition of large noise to “erase” the traces of the noise from prior 
encryption/computation steps.
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Main challenges in standardizing (Th)-FHE

● The current implementations target passive security, e.g., IND-CPA, both for 
conventional and threshold FHE instantiations

● NIST-standardized schemes, including PQC KEM and DSA, target active adaptive 
security (IND-CCA2)

● Due to malleability of FHE, IND-CCA2 cannot be achieved for end-to-end FHE 
cryptosystems

○ However, new notions that are stronger than IND-CCA1 have been proposed for FHE, e.g., 
vCCA

● Active security models can be achieved for individual components of Th-FHE 
schemes, e.g., distributed decryption

○ This will be the focus of our proposed cryptosystems
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What we propose

● We propose three threshold FHE cryptosystems that build upon existing FHE 
schemes but augment them with new properties: Th-(d)BFV, Th-FHEW, and 
Th-BGV

● Th-(d)BFV adds a recent decomposed variant of BFV [PZZ25] and uses a 
recent efficient active-security MPC threshold decryption method [ZZLP25]

● Th-FHEW implements LMK+ with smaller key generation noise and uses the 
MPC-based active-security MPC threshold decryption method from [ZZLP25]

● For Th-BGV, we will also adapt the MPC-based threshold decryption method 
from [ZZL25]
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Additional desired properties in proposed cryptosystems

In addition to actively-secure threshold decryption (Decrypt), we are planning to 
explore 

● the polynomial oracle ZKP approach from [HLSS25] for actively-secure 
distributed key generation (KeyGen),

● the Laminate approach [PLFT25] for verifiable computation (Evaluate).

We will decide later whether these modules can be included in the proposed 
cryptosystems.

All three capabilities will be developed in a modular way, e.g., it should be possible 
to instantiate one of the schemes using MPC threshold decryption without using 
actively-secure KeyGen and Evaluate.
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Targeted threshold profiles

For proposed cryptosystems, we will consider both 𝑛-out-of-𝑛 and 𝑡-out-of-𝑛 
scenarios. 

We are planning to focus on threshold profiles (2), (3), (S), and (M) from the NIST 
MPTC call, i.e., the cases where 𝑛 does not exceed 64.

In terms of corruption proportion, we will target dishonest majority (D) (𝑛-out-of-𝑛 
and (𝑛 − 1)-out-of-𝑛) and two flavors of honest majority (h) (𝑡 > 𝑁/2) and (H) (𝑡 > 
2𝑁/3).
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Reference implementations

● We will develop a reference implementation for each proposed cryptosystem 
using at least one of the libraries maintained by the PANTHERIA team, i.e., 
OpenFHE, Lattigo, or Poulpy.

● The reference implementations will be compilable, executable, and testable 
on the Baseline Platform specified in Section 7.1 of the Final NIST-MPTC call.

● The actual implementations will be published in publicly-accessible github 
repositories.

● The reference implementations will be available under the open-source 
licenses approved by OSI, e.g., BSD 2-clause and Apache 2.0 licenses.
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Performance evaluation methodology

● We will include performance results for conventional FHE cryptosystems 
(under passive security), as suggested in Section 11.5 of the Final 
NIST-MPTC call

● For threshold cryptosystems, we will typically report the runtime and size 
measurements w.r.t. conventional FHE cryptosystems

● We will also use the slowdown and size expansion w.r.t. conventional FHE 
cryptosystems as the main metrics to evaluate the costs of achieving active 
security for specific building blocks of threshold FHE cryptosystems, 

○ e.g., the complexity of verifiable FHE evaluation will be compared to the complexity of 
passive-security FHE evaluation
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Recent Work: decomposed BFV (dBFV) [PZZ’25]

● dBFV is a new “exact” FHE scheme that operates on large (plaintext) 
numbers much more efficiently than prior schemes like BGV, BFV, TFHE.

● In BGV/BFV, ciphertext error grows proportionally to the plaintext modulus p, 
which necessitates large parameters for security.

○ Ciphertexts and operations scale quadratically with the “bit length” log p.
● In TFHE, large plaintexts are encrypted bit by bit ⟹ quadratic runtimes.
● dBFV encodes plaintexts in “digit decomposed” form, as short vectors 

(polynomials) modulo a special lattice.
○ Ring isomorphism induces modulo-p arithmetic
○ Error grows proportionally to norm of short plaintext vector: b * logb(p) versus p
○ Ciphertexts and operations scale only ~linearly with the bit length
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Advantages of dBFV

1. General: works for any plaintext modulus p, with any underlying LWE ring
(or none at all)

a. Cf. [GC14, CLPX18, GV25, BFGGMS25]: tight “coupling” between p and ring structure

2. Fully Compatible with standard FHE techniques and implementations: fast 
ring arithmetic, SIMD plaintext packing, bootstrapping, …

3. Flexibly parameterizable: trade off error growth and size/speed via base b

4. Fast: prototype takes ~10-100ms for mod-264 mult (vs. several sec for TFHE)
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MPC-Based Threshold Decryption

● In BGV/BFV, decryption is a “rounded (mod-q) dot product” with secret key:
msg = ⌈ <c, s> * (p/q) ⌋

● In threshold setting, parties have linear shares si of s. Could publish <c, si> 
and reconstruct <c, s> — but totally insecure! Reveals error in c.

● Typical solution: “noise flooding”. Publish <c, si> + Ei , recon <c, s> + E.
Requires huge E ⟹ huge q ⟹ tiny “error rate” ⟹ large params for security.

● Our solution [ZZLP25]: efficient specialized MPC rounding protocol:
Instead of flooding the noise, securely remove it before revealing anything!
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Advantages of Our MPC-based Rounding

1. Modular: plugs into to any (exact) LWE/FHE, w/ no change to parameters

2. Flexible and composable: can use any UC-instantiation of the “ABB model”: 
(pro)active security, (dis)honest majority, etc.

3. Fast and high throughput: offline preprocessing for fast, low-interaction 
online phase (once ciphertext is known).
Up to 20,000x better throughput and 37x better latency than prior SoTA.
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Fully Homomorphic Encryption
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No Integrity!
● Wrong LLM models used
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Laminate: Adding Integrity to FHE [PLFT25]
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Laminate: Adding Integrity to FHE [PLFT25]
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Laminate (A Very High-level Summary)
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Laminate (A Very High-level Summary)
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Laminate (Performance Evaluation)

Evaluated over representative types of circuits:
• Payload overhead: from a single extra level, thus cheap ⪅ 2x
• Proving overhead: on the order of 10x to 100x
• Proof size: only 0.27MB
• Working on further improvement
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