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Introduction

● Class S1: Threshold signature scheme

● Lattice-based scheme based on Raccoon signature 

● FROST-style two-round threshold signing with preprocessing

● Merge of two previously published works [EKT24, BKLMTT24] with similar 
design patters + additional optimizations

[EKT24] T. Espitau, S. Katsumata, and K. Takemure. Two-round threshold signature from algebraic one-more learning with errors. CRYPTO 2024. 
https://ia.cr/2024/496

[BKLMTT24] C. Boschini, D. Kaviani, R. W.F. Lai, G. Malavolta, A. Takahashi, M. Tibouchi. Ringtail: Practical Two-Round Threshold Signatures from Learning 
with Errors. Oakland 2025. https://ia.cr/2024/1113

https://ia.cr/2024/496
https://ia.cr/2024/1113


3

Tanuki: Design Rationale

Schnorr-like ID from Lattices
Fiat-Shamir

FROST thresholdization [KG20]

T-Raccoon masking [dPK+24]

Raccoon Signature [dPKPR24]
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Starting Point: Schnorr ID from Lattices
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Starting Point: Schnorr ID from Lattices

*ML-DSA relies on a similar blueprint, with several non TS-friendly optimizations
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Raccoon Signature [dPE+23] 

*ML-DSA relies on a similar blueprint, with several non TS-friendly optimizations
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Raccoon Signature [dPE+23] 

*ML-DSA relies on a similar blueprint, with several non TS-friendly optimizations
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Tanuki Signing (Draft)
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Tanuki Signing (Draft)
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Tanuki Signing (Draft)
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Example Instantiations

https://github.com/daryakaviani/ringtail

https://github.com/daryakaviani/ringtail
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Conclusion

•Two-round threshold signature scheme with 1 offline + 1 online rounds

● Reasonable signature sizes and communication

•  vs. threshold ML-DSA (Mithril and Quorus)

● Raccoon enables highly efficient and scalable threshold signatures with no MPC subroutines

● At the cost of larger keys and signatures

•  vs. Hermine (next talk!)

● Both are based on the Raccoon+FROST paradigm

● Tanuki: one-time masks + standard Shamir  enables ⇒ larger threshold ~ 1024 without IA

● Hermine: short secret sharing  easy to realize ⇒ IA with smaller thresholds

•Ongoing

● Reference implementation in Rust

● New parameter sets with refined security analysis
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