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Active Security of Threshold 
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FO transform (non-threshold case)
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 𝗆𝗌𝗀 
𝖼𝗍  𝖤𝗇𝖼𝗆𝗌𝗀 𝗉𝗄
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𝗆𝗌𝗀  𝖣𝖾𝖼𝖼𝗍 𝗌𝗄
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𝗆𝗌𝗀  𝖣𝖾𝖼𝖼𝗍 𝗌𝗄
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𝗆𝗌𝗀  𝖣𝖾𝖼𝖼𝗍 𝗌𝗄
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Previous work
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MPC  
[CCMS21], [KLO+19]

FHE 
[BGG+18]

ZK Proofs 
[DLN+21]

Generic ?
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BCHK Transform



15

BCHK Transform 

Identity-based  
Encryption (IBE)

One-time Signature 
(OTS) CCA2 PKE+ =
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[CHK04],[BCHK07],[BBH07]
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Identity-based Encryption

 
 

then 
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𝗆𝗌𝗀  𝗂𝖻𝖾𝖣𝖾𝖼𝖼𝗍 𝗌𝗄𝗂𝖽
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BCHK Transform 

𝖼𝗍  𝗂𝖻𝖾𝖤𝗇𝖼𝗆𝗌𝗀 𝗂𝖽  𝗌𝗂𝗀𝗏𝗄  (𝗌𝗂𝗀𝗌𝗄 𝗌𝗂𝗀𝗏𝗄  𝗌𝗂𝗀𝖪𝖾𝗒𝖦𝖾𝗇
𝗌𝗂𝗀  𝖲𝗂𝗀𝗇𝖼𝗍 𝗌𝗂𝗀𝗌𝗄
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Threshold IBE OTS Threshold PKE+ =

Threshold BCHK
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[BBH07]



𝖼𝗍

{𝖽𝖾𝖼i}i∈𝗎𝗌𝖾𝗋−𝗌𝖾𝗍0 {𝖽𝖾𝖼i}i∈𝗎𝗌𝖾𝗋−𝗌𝖾𝗍1
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Consistency / Robustness
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𝖪𝖾𝗒0 𝖪𝖾𝗒1/ ⊥
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BCHK+ = BCHK + FO

Threshold IBE OTS Threshold KEM+ =

FO+
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secret 
sensitive

public



Amber: The Lattice Construction



The Blueprint
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BCHK+ Threshold KEM

OTSIBE

Threshold IBESecret Sharing
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The Ciphertext: Dual Regev Encryption

, where  and 
𝖼𝗍 = (u, v) u = F𝗂𝖽 ⋅ s + e v = r ⋅ s + e′￼+ 𝖤𝗇𝖼𝗈𝖽𝖾(𝗆𝗌𝗀)
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, where  and 


the key: 


𝖼𝗍 = (u, v) u = F𝗂𝖽 ⋅ s + e v = r ⋅ s + e′￼+ 𝖤𝗇𝖼𝗈𝖽𝖾(𝗆𝗌𝗀)

x short s.t. xt ⋅ F𝗂𝖽 = r mod q

29

The Ciphertext
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, where  and 


the key: 


𝖼𝗍 = (u, v) u = F𝗂𝖽 ⋅ s + e v = r ⋅ s + e′￼+ 𝖤𝗇𝖼𝗈𝖽𝖾(𝗆𝗌𝗀)

x short s.t. xt ⋅ F𝗂𝖽 = r mod q

𝗆𝗌𝗀 = 𝖱𝗈𝗎𝗇𝖽(v − xt ⋅ u)
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The Ciphertext
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• Dual Regev with 


•  is short  s.t. 


• Master : short trapdoor for 

F𝗂𝖽 = [A ∣ H(𝗂𝖽)]

𝗌𝗄𝗂𝖽 x xt ⋅ F𝗂𝖽 = r mod q

𝗌𝗄 A

Starting IBE

31

ROHIBE [CHKP10]
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• Dual Regev with 


•  is short  s.t. 


• Master : short trapdoor for 


• Key extraction - trapdoor sampling - non-linear 

F𝗂𝖽 = [A ∣ H(𝗂𝖽)]

𝗌𝗄𝗂𝖽 x xt ⋅ F𝗂𝖽 = r mod q

𝗌𝗄 A

Starting IBE

32

ROHIBE [CHKP10]
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Threshold IBE
ROHIBE


       Plover [EEN+24]          +        Key Secret Sharing [BCP+25],[PKM+24] 

33

• 


• Schnorr-type protocol to 
compute 

x = c ⋅ s + p

c ⋅ s + p
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Secret Sharing
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    Secret Sharing


Shamir Secret Sharing + masks       or      Vandermonde Secret Sharing


Secret key: short vector s



Secret Sharing

35

s = ∑ λisi +mi

∑mi = 0
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    Secret Sharing


Shamir Secret Sharing + masks       or      Vandermonde Secret Sharing

Secret key: short vector s



Secret Sharing

    Secret Sharing


Shamir Secret Sharing + masks       or      Vandermonde Secret Sharing

36

Secret key: short vector s
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s = ∑ λisi +mi

∑mi = 0

s = ∑ si



Security Implications

37

Variant Reconstruction Corruptions Robustness Group Size

Shamir SS Adaptive No Large (< 1024)

Vandermonde SS Static Yes Medium (< 64)
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s = ∑ λisi +mi

s = ∑ si



The parameters

The number are stated for T = 32, N = 64 and security level of 128 bits.

38

Variant Rounds Decryption 
Queries

Pk size 
(bytes)

Ct size 
(bytes)

Shamir SS 3 2^46 6 688 28 544

Vandermonde SS 3 2^25 7 456 29 056
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Future work / Your feedback

39

Optimised implementation

Reach out if you are interested!


Community feedback

Robust/med group/low queries VS adaptive/large group

Use cases


Further reducing the sizes
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Summary
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BCHK+ Threshold KEM

OTSROHIBE

Threshold IBEShamir /
Vandermonde



Summary
“Amber: Lattice-Based Threshold KEM with Active Security”  | ia.cr/2025/1958, ia.cr/2026/021

BCHK+ Threshold KEM

OTSROHIBE

Threshold IBEShamir /
Vandermonde

Thank you!
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