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Can we get a quantum  safe 
and compact threshold 
signing procedures?
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Supersingular curves

Isogeny Group Action
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History of  
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SQIsign  
Fiat-Shamir signature
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λ×→↦

E×→↦

ψ𝜎𝑟𝑠

E0 E⋆−
𝑝∈−

E×⋯

τ×⋯

Public Key
Secret key

Commitment

Response LLL > IdealToIso > HD repr.

Challenge=
𝖼(E×→↦,m)

Uses a structure equivalent 
to the secret 

Aardal, M.A.et. al.: SQIsign. Tech. rep.
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ϕ

E∈𝗆𝗍

E⋆−
𝑝∈−E0

A B C

PRISM Hash and Sign 
Signature  
Scheme

1. sample ,  
2. //  is a large prime
3. gen. isogeny  s.t. 
4. return 

𝗉𝗆𝗍𝗄(𝑝∈−,m)
∈𝗌𝗁↦ q 𝖧 𝖼(m, ∈𝗌𝗁↦)

q
ϕ deg(ϕ) = q

ϕ, ∈𝗌𝗁↦

Can we 
distribute 

this?

Basso, A., Borin, G., Castryck, W., Santos, M.C.R., Invernizzi, R., Leroux, A., Maino, L., Vercauteren, F., 
Wesolowski, B.: PRISM: Simple and compact identification and signatures from large prime degree isogenies.
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ϕ

E∈𝗆𝗍
𝑝𝗂 2

A B C

E2,∈𝗆𝗍
𝑝𝗂 1

ϕ2

E1,∈𝗆𝗍

ϕ1

shared secret isogeny

final signature 

PRISM 
Signature  
Scheme 
Shared

1. Sample coins 
2. // local computations
3.
4.  gen.  s.t. 
5.   for : 

compute values from , 

𝗀𝗉𝗆𝗍𝗄1(𝑝i,m)
∈𝗌𝗁↦

q = 𝖼(m, ∈𝗌𝗁↦)
P1 ϕ1 deg(ϕ1) = q
Pi i > 1

𝑝i q

1. verify
2. compute pushforward
3. return  // publicly verifiable

𝗀𝗉𝗆𝗍𝗄j(𝑝j,m, ϕj𝖲1)
Pj ϕj𝖲1
Pj ϕj

ϕj+1
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ϕ2ϕ1

Open Isogeny 
Questions

Act as a 
push-oracle Limits: 

1. Randomised
equation

2. Larger base
prime

3. 4D isogenies

find u, v
𝑝𝗇 ϕ

prime  p

Strong and 
new 

assumption

Find good  s.t.u, v
u deg(𝑝i) + v𝖼(m, ∈𝗌𝗁↦) = 2e 𝖺 p

Need to hide 
deg(𝑝i)



Disadvantages               Advantages
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▪ New security assumption
▪ No offline/online split
▪ Sequential operations
▪ Complex signing
▪ NO Distributed KeyGen

▪ Support general (T,N), up to 32,
using Recursive Secret Sharing

▪ Public Verification of Partial
Signatures

▪ Faster:  ms 

▪ Compact Sigs, Pk, Communication
𝖺 T 𝗇 110

CALL FOR 
FEEDBACKS

Yvo Desmedt, Giovanni Di Crescenzo, and Mike Burmester. “Multiplicative Non-abelian Sharing Schemes and their Application to Threshold Cryptography” 
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