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Isogeny Group Action
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PRISM Hash and Sign

Can we
Signatu re distribute
E. this?
Scheme sig
»
Sign(zg, m)
1.sample salt, g < H(m, salt)
2.// qis alarge prime c
3.gen. isogeny o s.t. deg(o) = g
4. return o, salt
Tsk
EO Epk

-
Hy
=
w
o
2
[=4
o

Ziirich™

2
(A B cH

!
Basso, A., Borin, G., Castryck, W., Santos, M.C.R., Invernizzi, R., Leroux, A., Maino, L., Vercauteren, F., "'"'"
Wesolowski, B.: PRISM: Simple and compact identification and signatures from large prime degree isogenies. (]



PRISM TSign, (z, m)

: , . Sample coins salt
Slgnatu re E (3 E . J/ local computations
Scheme 's® T Tlsig . q = H(m,salt)

X » . P, gen.o;s.t.deg(o)) =g
Shared i > 1

. P; fori > 1:
compute values from 7;, g

final signature

20 7| (%)
E, » E| » E - > Epk

niversitat

wr—eUrich™

\““ Q’ x"“'o“‘ é\_rsign .(T-, m, 0._1)
: o !
A ABY (

1. P;verify 0;_;
2. P;compute pushforward o;

shared secret isogeny 3. return ., | // publicly verifiable




Open Isogeny
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